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Abstract

Software systems are used in virtually every aspect of modern life. For safety-critical
applications, such as automotive, avionics, or medical systems, it is essential to ensure
that software does not malfunction or contain significant vulnerabilities. Various ap-
proaches exist to ensure the functional correctness of software; however, only formal
verification can provide mathematical guarantees regarding the behavior of software
systems with respect to their requirements. The advancements in SATisfiability (SAT)
solving and Satisfiability Modulo Theories (SMT) have enabled the development of
efficient automated safety verification techniques.

Software verification is undecidable in general, but intelligent heuristics and ab-
straction make it practical even for complex systems. State-of-the-art verification ap-
proaches can efficiently analyze industrial code, both proving that a system satisfies
its requirements and detecting violations of its expected behavior exhaustively and au-
tomatically. These approaches check whether a program violates given requirements,
either finding a concrete violating execution trace or proving that none exists.

One of the major challenges in software verification is the complexity of real-world
programs. To make verification feasible, it is essential to abstract the program (reducing
the size of the analyzed system) while preserving the details relevant to the verified
properties. This balance between abstraction and concrete program representation is
crucial for the efficient verification of complex programs. State-of-the-art techniques
tend to abstract away the complex inner structure of the analyzed systems in various
ways; however, software structure can be highly beneficial for verification. Structure
allows the verification to be split into simpler subproblems corresponding to specific
components.

This thesis focuses on improving the scalability of automated formal methods by
finding a suitable balance between abstraction and concrete representation of pro-
grams, and by considering verification as an interconnected problem in its full com-
plexity. To achieve this, the thesis investigates software safety verification at multiple
layers. We identify three layers: foundational, algorithmic, and application. The foun-
dational layer corresponds to SAT/SMT solving and Craig interpolation procedures.
From the algorithmic perspective, the thesis focuses on the core symbolic logic rea-
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soning techniques which form the basis of the computational procedures used both
for the actual verification of programs and their abstract representation. Finally, the
application layer investigates algorithms that use verification for other purposes, such
as test generation. This multi-aspect approach allows us to focus on the important
components of the problem while using some existing techniques as integral parts of
general program verification. This means that the algorithmic solutions for verification
employ the techniques from the foundational layer, and the application layer builds
on safety verification algorithms. This thesis contributes to all three layers, as they
are interconnected, and considering them holistically leads to more efficient software
verification.

At the foundational layer of formal verification (SMT solving), the thesis proposes a
new, flexible decision heuristic and investigates the influence of SMT solving heuristics
on software verification and interpolant production. Building on the standard Conflict-
Driven Clause Learning (CDCL) procedure, we constructed a new heuristic based on a
combination of the Variable State Independent Decaying Sum (VSIDS) and Lookahead
heuristics. This new procedure, called Picky CDCL, performs a more exhaustive check
of the candidate literals than VSIDS, detecting more conflict clauses, while being more
efficient than the classical Lookahead approach. Experimental evaluation showed that
this new heuristic enabled the verification of previously unsolved safety problems, and
demonstrated that the raw performance of an SMT solver does not necessarily lead to
improved safety verification.

At the algorithmic layer, the thesis contributes two new approaches for the efficient
verification of complex software systems and a technique for automated termination
and nontermination analysis. Specifically, the thesis introduces a modular, structure-
aware verification procedure that effectively handles loops and complex control flow
in software. This structure-aware approach enables more efficient verification of pro-
grams with complex structure and multiple loops. The thesis additionally describes an
extension of the proposed technique to handle software with nested loops. This exten-
sion relies on a compositional loop summarization that abstracts nested loops while
preserving safety-critical information. Evaluation of the extension demonstrated the
benefit of combining abstraction with software structural information. For termination
analysis, we designed a new automated, safety-based approach that combines termi-
nation and nontermination analysis through their mutual guidance. It relies on safety
verification to construct recurrent sets that witness nontermination and transition in-
variants that prove termination. This approach efficiently solves a significant number
of benchmarks, proving termination and nontermination for instances that prior tools
could not handle.

At the application layer, the thesis addresses a problem that builds on safety verifi-
cation: automated test generation. For automated test generation, we implemented a
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new tool, SolTG, which applies software verification techniques to generate test inputs:
it checks the reachability of specific locations within a program and derives inputs that
drive execution to reach them. Experimental evaluation of SolTG demonstrated its
ability to generate test inputs and achieve high coverage for industrial software.
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Chapter 1

Introduction

Modern society relies on software systems present in every aspect of human life. In
many domains software requires high reliability and resistance to failure, for example
in medical or financial applications. Considerable effort and time are devoted to en-
suring the correct behavior of such systems. One of the most common approaches to
making software more reliable is testing. Testing can be effective, but even the most
elaborate test suite cannot guarantee complete correctness: it can only uncover errors,
not prove their absence. Moreover, test suites are written manually, demanding time
and effort from developers. Additionally, human errors during the development of tests
can lead to missed corner cases. These fundamental limitations pushed researchers
toward the methods capable of proving correctness, leading to the creation and de-
velopment of the field of software verification. Software verification techniques aim to
provide formal guarantees of correctness, addressing the limitations of testing.

1.1 Automated Software Verification

Formal verification is a method that reasons about a system within a logical frame-
work to prove that software satisfies certain requirements. It is a widely adopted
method for ensuring the functional correctness of software systems, particularly for
applications that require the complete absence of failures. Major organizations such
as NASA, Amazon, Microsoft, and Meta actively employ formal methods to verify their
software, and the adoption of these techniques continues to grow. Recent advance-
ments in blockchain technology and the proliferation of smart contracts have further
increased interest in formal methods [4, 153], as faults and errors in protocols and
smart contracts can cost millions of dollars in losses. Another recent development is
the emergence of verification applied to Al systems for the purpose of ensuring their
reliability and intended behavior [129, 135, 176, 179].
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The origins of formal reasoning about code can be traced back to Alan Turing’s
work on “Checking a Large Routine” [172]. Turing described the process of verifi-
cation as follows: “the programmer should make a number of definite assertions which
can be checked individually, from which the correctness of the whole program easily fol-
lows”. Pioneers of computer science, such as Dijkstra, Hoare, and Floyd, sought to apply
logic-based reasoning to prove program correctness [73, 87, 114]. One of the major
contributions of the period is Hoare logic, which established a foundational paradigm
for reasoning about programs that remains widely applied in formal verification today,
especially in deductive and constraint-based verification. Hoare logic reasons about
programs in terms of triples (Pre, S, Post), where a precondition Pre holds before ex-
ecution, a statement S describes the execution, and a postcondition Post holds after
execution of a statement. This allows formalizing both the execution of a program and
the intended behavior of parts of software systems.

The early verification efforts relied heavily on manual, pen-and-paper approaches,
with researchers reasoning about program assertions by hand. Applying such tech-
niques to modern software systems would require an infeasible amount of effort, ex-
pertise, and time, as these systems are large and complex. To be truly accessible and
widespread, verification must be automated, minimizing the additional burden placed
on developers beyond the software development itself. State-of-the-art automated for-
mal reasoning algorithms, developed by researchers in academia and industry, can be
effectively applied even to complex, non-trivial systems such as distributed and concur-
rent software.

The most prominent method for automated software verification is model check-
ing [80, 159], a Turing-Award-winning technology widely adopted by the hardware
and software industry. The main idea of model checking is to construct a formal
model [164] of the system. Reasoning about this model allows verifying or disproving
the system’s properties, using algorithms that ensure an exhaustive traversal of the sys-
tem. The model can be represented in various ways, such as finite-state automata or
sets of first-order logic formulae. A key advantage of model checking is its automation,
as it does not require any manual effort other than defining the system property to
be verified. The main obstacle for model checking is state-space explosion: the num-
ber of states grows exponentially with the size of the system, and some systems have
infinitely many states, which makes the problem undecidable in general. Modern tech-
niques nonetheless reason about such systems efficiently, using abstraction to keep the
analyzed state space tractable and applying advanced algorithms to explore it.

In the context of model checking, one of the most important tasks is to check the sys-

Iq €

tem’s “safety”. A software system is called safe when “bad things never happen” [131].
When a program is not safe, there exists a finite path through the program reaching a vi-

olation that serves as a counterexample. Safety is often reduced to reachability checks,
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establishing whether a “violation state” (representing the violation of the safety prop-
erty) can be reached within a system. The majority of modern model checkers can pro-
duce either a counterexample that demonstrates a violation of the system’s safety (an
error trace) or a correctness witness that guarantees the absence of violations (a system
invariant). Safety checks can also be used for other purposes, such as automated test
generation (to reach specific locations within a program) and nontermination analysis
(to show that a certain state can be reached infinitely often), among others.

One of the most significant breakthroughs in model checking was the idea of using
a symbolic representation of the system, which made model checking efficient. The
first symbolic encodings used Binary Decision Diagrams (BDDs) [54], and later propo-
sitional logic formulae that encode the model as a satisfiability (SAT) query [31]. This
development allowed model checking to benefit from advances in SAT solving, a tech-
nique that forms the core of the constraint-solving field. The emergence of Satisfiability
Modulo Theories (SMT) solvers allowed model checking to be based on first-order logic
rather than pure propositional logic [7]. This improved both the performance of model
checkers and the fidelity of models to the original systems, especially for software.

The introduction of symbolic SAT-based system modeling coincided with the arrival
of Bounded Model Checking (BMC), a very efficient technique for counterexample de-
tection. BMC is a bounded algorithm: it checks for the existence of a counterexample
to safety by searching for a path of a certain length within a system that violates the
safety property. The bound is increased iteratively until a counterexample is found
or the whole state space is explored, proving that no state of the system violates the
safety property. Even though it was initially proposed for hardware systems, it was
eventually extended to software [64]. However, BMC has an important drawback:
it cannot prove the safety of an infinite-state system, and it needs to enumerate all
reachable states to prove the safety of finite systems. To address this limitation of
BMC, a different technique called k-induction [165] was introduced. It still used BMC
as a base for the counterexample search but, as an additional step, the algorithm at-
tempted to construct an inductive proof of safety. The next step in the verification
of unbounded systems was the introduction of Interpolation-Based Model Checking
(IMC) [142]. Building on BMC’s framework, this method relies heavily on the concept
of Craig interpolation [67] to compute an overapproximation of the reachable states.
Interpolation allows constructing an invariant of the system, and if the invariant does
not violate the safety property, the system is safe. IMC has made the concept of Craig
interpolation (interpolation from now on) very popular in the formal methods commu-
nity, and it is now used in a wide variety of state-of-the-art model checking techniques.

Interpolation is closely related to the notion of abstraction in formal verification.
The abstraction-based approach implies dropping the details of the system that are not
relevant to the verified property. It can significantly reduce the number of considered
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states, addressing the potential state-space explosion problem and simplifying the orig-
inal system. The most commonly used abstraction techniques in software verification
rely on the concept of overapproximation. When an overapproximated system is safe,
the original system is also safe. However, overapproximation can introduce spurious
behaviors not present in the original system. In this case, a counterexample in the ab-
straction does not mean that a counterexample exists in the original system, and the
abstraction needs to be refined. One of the earliest techniques for abstraction used in
program verification is predicate abstraction, which uses a set of predicates over the
program variables to construct abstract states [12, 102]. The construction of such ab-
stractions was fully automatic; however, no mechanism for automatically refining the
produced abstraction was proposed. An efficient automated refinement technique was
introduced with the Counterexample-Guided Abstraction Refinement (CEGAR) [63].
CEGAR automatically detects spurious counterexamples and refines the abstraction to
eliminate them. A further advancement over CEGAR was achieved by applying Lazy
Abstraction [110], which performs refinement on demand, without re-analyzing the re-
fined system from scratch. Interpolants were also incorporated into Lazy Abstraction
through the Lazy Abstraction with Interpolants approach [145], enabling automatic dis-
covery of relevant predicates.

The early techniques described above were based on the advancements in SAT solv-
ing. A further advancement came as SMT solving grew increasingly efficient [95]. Effi-
cient SMT solving procedures made it possible to reason about more complex concepts,
such as arithmetic and data structures. Overall, this led to more efficient verification
of software systems, as it enabled modeling systems and encoding safety properties
closer to their original representation. The use of SMT as the underlying computa-
tional engine of verification advanced the field of software verification immensely, al-
lowing efficient verification of real-world software systems. Many existing techniques,
such as BMC and k-induction [74], were extended to SMT-based software verification.
Predicate abstraction [130], CEGAR [26], and interpolation-based model checking al-
gorithms [3, 143] were also adapted for SMT-based verification.

Another significant development in the field of symbolic model checking is the in-
troduction of the IC3 [42, 43] algorithm. It was initially proposed for hardware model
checking and was later generalized into Property-Directed Reachability (PDR) [115],
which extended it to the SMT setting. Unlike the previously mentioned approaches,
PDR works by maintaining a sequence of overapproximations of the reachable states
at each time step, incrementally strengthening them into an inductive invariant. This
approach has been heavily studied in recent years, with various modifications pro-
posed. One notable evolution of PDR is the Spacer algorithm [124], which introduced
underapproximating summaries and the use of Model-Based Projection (MBP). MBP
allows the efficient computation of predecessor states by underapproximating quanti-
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fier elimination. Property-directed k-induction [119] was another development in the
field, replacing PDR’s standard single-step induction with k-inductive reasoning.

Among the recent advances in model checking that are complementary to the tra-
ditional techniques is the Transition Power Abstraction (TPA) [34, 35], which proves
safety based on the overapproximation of the transition relation and the construction of
a transition invariant. TPA overapproximates up to 2" transitions per iteration, which
allows it to perform deep reachability checks very quickly. Another interesting de-
velopment is the use of underapproximation for software verification. Underapprox-
imation is particularly effective for the detection of counterexamples, as counterex-
amples found in the underapproximated system also exist in the original system. If
the underapproximation is safe, it does not mean that the overall system is safe, as it
can miss some behaviors of the original system. In particular, the recently introduced
Accelerated Bounded Model Checking (ABMC) [91] uses underapproximation to ab-
stract away loops in software, allowing it to quickly traverse deep loops. Both TPA and
ABMC explore the idea of abstraction over the transition relation instead of the state
space. Another recent approach of interest is Infinite State Model Checking by Learn-
ing Transitive Relations (TRL) [93], which extends the analyzed system with transitive
relations, overapproximating transition relations to prove safety. The algorithm intro-
duces transitive relations until a constant number of steps becomes sufficient to cover
all reachable states, after which it proves safety by checking that no error state is reach-
able within this constant number of transitions.

Most state-of-the-art model checking techniques listed above rely on SAT/SMT
solving backends. These techniques encode safety verification problems as SAT/SMT
queries and delegate them to underlying SAT/SMT solvers such as Z3 [72], CVC5 [13],
OpenSMT [117], Yices 2 [78], and many others [60, 61], leveraging highly efficient
solvers as black-box engines.

SMT solvers are optimized for solving logical queries, but the most performant
solvers are not necessarily the most effective for software verification. Many of the
aforementioned model checking techniques depend on SMT solving artefacts, such as
Craig interpolants and variable assignments. Both the characteristics of these artefacts
and the time it takes to produce them have a substantial impact on the model checking
process. Moreover, direct encoding of software into SMT queries is typically ineffi-
cient; the majority of modern model checkers operate on some form of intermediate
representation between the SAT/SMT encoding and the actual software. This inter-
mediate representation and the corresponding technique for producing SMT queries
significantly influence the verification process.

One prominent intermediate representation of particular interest in the context of
software model checking is Constrained Horn Clauses (CHC) [103]. This framework
provides a purely logical language (a subset of SMT) that preserves the structure of a
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system’s control flow. Depending on the encoding, it is possible to directly map parts
of the CHC model to their exact counterparts in the software (down to specific lines of
code). Due to the universality of logical representation, CHCs can be used to model not
only software but also distributed protocols, concurrency, recursion, hardware systems,
and many other domains. This representation is employed by numerous state-of-the-
art model checkers, such as Korn [81], SeaHorn [106], RustHorn [140], Tricera [82],
SoL.CMC [4], and JayHorn [161]. The CHC representation allows the problems of
modeling and verification to be considered separately. Tools that solve CHC system:s,
known as CHC solvers — for example, Z3, Golem [33], Eldarica [116], and Theta [10]
— can verify the safety of a program written in any programming language, provided
the program can be translated into CHCs.

One of the main challenges in software verification is scalability, in particular, state-
of-the-art tools often struggle with complex software systems that contain multiple
loops and divergent control flow. Since software verification is undecidable in gen-
eral, verification algorithms and their abstraction techniques must restrict the analysis
to decidable fragments of the problem, and must execute verification procedures effi-
ciently. Although many model checking approaches target this problem, they do not
fully exploit software structural information, and are difficult to combine within a sin-
gle verification framework. Model checkers based on IC3/Spacer tend to be inefficient
for the analysis of software with deep loops. In contrast, techniques like TPA, ABMC,
and TRL attempt to abstract away loop iterations, enabling faster system traversal.
However, these techniques can struggle with complex software systems whose struc-
tural information could be highly beneficial for verifying the system’s properties. These
open challenges motivate the contributions presented in this thesis.

1.2 Research Questions and Contributions

The thesis focuses on the challenges of efficient automated software verification. Par-
ticularly, it aims at improving the scalability of software verification techniques for soft-
ware with complex control flow (such as a presence of multiple loops and nested loops),
at strengthening termination and nontermination analysis through mutual guidance
of safety-based techniques, and at adapting safety verification methods for efficiently
solving other problems, such as automated and exhaustive test generation. We exclude
the problem of the system modeling from the scope of the thesis, relying on the exist-
ing CHC representations and translations from programming languages into CHCs.
Overall, the thesis investigates the challenges of software verification which arise at
different levels such as the Foundational layer — SAT and SMT solving, the backbone
of modern model checking techniques, heavily used during verification, yet usually
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Figure 1.1. The three layers of software verification.

treated as a black box by most verification tools. The efficiency of these techniques
is crucial for safety verification. The Algorithmic layer comprises different techniques
and approaches for model checking. These techniques are a key element in detecting
counterexamples to safety, in proving a system safe, and in analyzing systems for ter-
mination and nontermination. The algorithmic layer uses the foundational layer for
many purposes, such as reachability checks and the generation of interpolants. The
Application layer refers to the applications of model checking for specific purposes, for
example, automated test generation. The application layer uses safety checks to reason
about the system. Figure 1.1 illustrates the three layers investigated in this thesis and
gives a high-level view of their interaction. The thesis hypothesis is that verification can
be improved considerably when considered as an interconnected, integrated problem
spanning all of the aforementioned layers.

The thesis investigates the following research questions.

Question 1: How can complex multiloop software with deep loops be verified ef-
ficiently? (Algorithmic layer, Chapter 3) One of the central contributions of this thesis
addresses the challenge of verifying software with multiple loops and a large number of
loop iterations [47]. Programs with interconnected loops that can iterate hundreds or
thousands of times are complex to analyze. State-of-the-art model checking techniques
such as IC3/Spacer tend to be inefficient when confronted with deep loops, while ap-
proaches such as TPA, designed specifically for deep loop exploration, are limited to
single-loop programs. It is possible to use TPA to verify such systems by encoding the
complex software structure as a single loop; however, such an encoding discards the
structural information of the program and can significantly slow down verification, or
even make it infeasible.

This thesis presents a new approach, Multiloop-TPA, which applies TPA modularly
and incrementally across the individual loops of a program. The program is repre-
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sented as a Cutpoint Graph (CPG), a compact structure in which each node corresponds
to a loop head and edges encode loop-free paths between loop heads as symbolic for-
mulae over program variables. The algorithm performs a forward reachability analysis
over the CPG, gradually building a path from the program entry toward the error state.
At each step it alternates between two phases: a simple check, which uses a single SMT
query to test whether a single transition between two loop heads is feasible, and a loop
check, which invokes TPA to decide whether a given loop can be traversed in an arbi-
trary number of iterations. When the current path cannot be extended, the algorithm
backtracks and learns blocking lemmas — symbolic formulae characterizing states from
which the error is unreachable — which are propagated both forward and backward
along the explored path, eliminating redundant work during subsequent exploration
attempts. Transition invariants produced by TPA for a loop are reused across multi-
ple reachability queries for that loop, enabling incremental learning that significantly
reduces the cost of its repeated analysis.

This approach has been implemented inside the GoLEm CHC solver and evaluated
on dedicated benchmark suites. For multiloop programs, the proposed approach solved
significantly more instances than the next-best competitors, on both safe and unsafe
benchmarks.

Question 2: How can software with nested loops be verified efficiently? (Algo-
rithmic layer, Chapter 3) Extending the research on the previous question, multiloop
systems become even more difficult to verify when the program contains nested loops.
Nested loops complicate safety verification, as they potentially require unrolling the
same loop multiple times (a nested loop can be reached repeatedly within the outer
loop). Very few state-of-the-art techniques include optimizations specifically target-
ing nested loops. This thesis specifically addresses multiloop systems with nested
loops [48].

The core idea is to replace loops with overapproximating loop summaries that are
refined on demand. As in the analysis of multiloop systems, the structural information
about the software is used to compose nested-loop summaries. The loop abstraction
is itself nested: the summary of an outer loop is constructed using the overapprox-
imation of its inner loops. The refinement and construction of loop summaries are
made possible by the TPA, in particular its ability to produce transition invariants that
serve as loop summaries. Additionally, TPA allows the exact counterexample traces
to be constructed efficiently, since it can traverse loops much faster than BMC-based
approaches. Summaries are updated lazily: only when the algorithm detects a coun-
terexample and the concrete counterexample construction reveals that it is spurious.
To analyze the system, the algorithm constructs traces through the system without
entering the nested loops, overapproximating loop execution via the loop summary.
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When such overapproximated traces reach a counterexample, the algorithm unrolls
the loops to construct the exact path through the system.

This technique was implemented inside the GoLEm CHC solver. It achieved the
best performance among the state-of-the-art tools (LoAT, Spacer, Eldarica), solving the
largest number of nested-loop instances.

Question 3: Can mutual guidance of termination and nontermination analysis
techniques strengthen safety-based termination analysis? (Algorithmic layer, Chap-
ter 4) Termination and nontermination analysis are one of the most difficult tasks in
formal verification. Several approaches have reduced both termination [30, 65] and
nontermination [59] to safety verification. However, state-of-the-art approaches pre-
dominantly do not rely on safety checks and employ separate techniques for termi-
nation and nontermination. For nontermination, most techniques rely on detecting a
recurrent set — a set of states in which every state can reach at least one other state
in the set, and which contains at least one initial state [89, 90, 132]. For termination,
the majority of techniques generate a ranking function over the transition relation that
proves the system eventually terminates [22, 163, 174]. An alternative technique is
the construction of a well-founded transition invariant, the existence of which proves
termination [157].

This research proposes combining termination and nontermination techniques, ar-
guing that each can guide the other during the analysis. The new technique executes
a safety-based nontermination routine, attempting to detect a system invariant that is
simultaneously a recurrent set. Additionally, it uses the artefacts of safety calls — de-
tected counterexample traces — to approximate those traces and construct a candidate
well-founded transition invariant. When the candidate formula is a transition invariant
over all reachable states, the algorithm concludes that the transition system is termi-
nating. Otherwise, if the safety invariant constitutes a recurrent set, the algorithm
concludes nontermination.

The proposed approach was implemented as the termination analysis engine inside
of the GoLEM CHC solver. The evaluation demonstrated that the combination of ter-
mination and nontermination techniques is mutually beneficial. The comparison with
state-of-the-art tools (LoAT, KoAT [137], T2 [51]) showed that our approach is com-
petitive and orthogonal, solving a significant number of unique benchmarks, including
instances never solved in the termination competition.

Question 4: How can tests for Solidity smart contracts be generated automati-
cally using safety checking? (Application layer, Chapter 5) Safety verification has
multiple applications beyond the direct check for safety, such as automated test gener-
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ation. The main drawback of testing is that it relies on a significant amount of manual
effort, requiring developers to identify corner cases and cover all possible execution
behaviors of the system. Automated techniques such as fuzz testing address this, but
they do not guarantee full test coverage. Unlike classical test generation techniques,
formal verification provides a more guided automated approach. Safety-based tech-
niques enumerate all locations in a program and check the reachability of each location
using safety verification.

To address this question, this thesis proposes a solution, implemented in a new
tool called SoLTG [50], the first safety-based automated unit test generator for the So-
lidity programming language. The tool translates Solidity smart contracts into a CHC
representation and uses this representation to reach particular locations in the con-
tract code by executing safety checks. When a safety check detects a counterexample,
SoLTG generates the corresponding test case. As output, SOLTG produces executable
unit tests against which the system can be checked for coverage. The algorithm keeps
generating tests until all possible branches are covered or a timeout is reached. SoLTG
also supports Solidity-specific features such as gas, Ethereum transfers, and blockchain
addresses.

The evaluation conducted with SOoLTG demonstrated that the tool efficiently gen-
erates extensive test coverage, detecting corner cases in Solidity code and producing
tests that exercise them.

Question 5: Can an SMT decision heuristic that performs a more thorough search
yield better interpolants for safety verification? (Foundational layer, Chapter 6)
The decision heuristic is the basis of any SMT solving approach. The order in which
literals are selected for assignment is critically important and can significantly influ-
ence the solving process, to the extent that a different heuristic choice can allow the
solver to decide an instance that previously timed out. The heuristic used in most SMT
solvers is Variable State Independent Decaying Sum (VSIDS) [149], employed within
the Conflict-Driven Clause Learning (CDCL) framework [167]. VSIDS ranks literals by
the number of times they have participated in conflicts during solving, and selects the
highest-ranked literal for the next assignment decision.

A contribution of this thesis [49] is a new heuristic called PickyCDCL, which al-
lows greater flexibility in literal selection. It maintains a candidate set of 6 top-ranked
VSIDS literals and applies a lookahead procedure to select the one that leads to the
greatest number of subsequent unit propagations. This new technique was imple-
mented and evaluated on unsatisfiability proof generation, interpolant generation,
model checking, and overall SMT solving performance.

The evaluation shows that a safety verification approach that used PickyCDCL in
the SMT solver, instead of the traditional VSIDS heuristic, was able to uniquely verify
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a significant number of instances from the CHC competition, in both Linear Integer
and Linear Real Arithmetic. Furthermore, the more deliberate literal selection led to a
substantial reduction in proof validation time, making validation 1.7 times faster than
for proofs produced with standard CDCL. In terms of raw solving performance, Pick-
YCDCL introduced only a modest overhead, remaining competitive with the original
approach.

Overall, this line of research demonstrates the direct and non-trivial connection be-
tween the SMT solving heuristic and the downstream model checking techniques that
rely on it. A targeted change in literal selection had a substantial impact on interpolant
quality, which in turn significantly influenced the model checking results.

1.3 Thesis Structure

Chapter 2 defines the background and notation used throughout the thesis, covering
SMT, Craig interpolation, transition systems, the safety problem, termination and non-
termination, Constrained Horn Clauses, and smart-contract verification. The subse-
quent chapters present our contributions. Chapter 3 introduces approaches for veri-
fying complex multiloop and nested-loop software systems, and Chapter 4 presents a
novel safety verification-based technique for termination and nontermination analysis
— together presenting our contributions to the algorithmic layer. Chapter 5 presents
a safety-based automated test generator for Solidity smart contracts, our contribution
to the application layer. Chapter 6 describes the PickyCDCL heuristic and investigates
its influence on software verification, presenting our contribution to the foundational
layer. The thesis concludes with Chapter 7, which summarizes our findings and dis-
cusses directions for future work. The chapters are ordered by the significance of their
contribution rather than by layer: the algorithmic contributions to safety and termina-
tion analysis (Chapters 3 and 4) form the core of the thesis, and they are followed by the
application of safety checking to test generation (Chapter 5) and by the foundational
contribution to SMT solving (Chapter 6).
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Chapter 2

Background

This chapter introduces the background necessary for the description of the contri-
butions, developed in the course of the PhD. The research mainly concerns automated
software verification, specifically verifying safety and termination/nontermination prop-
erties of software systems within the framework of symbolic model checking. The chap-
ter also gives an overview of termination and nontermination analysis and of smart-
contract verification, the application domain of Chapter 5. Programs are modeled with
decidable fragments of first-order logic using the SMT and CHC-based representations.

2.1 Satisfiability Modulo Theories Solving

The Satisfiability (SAT) problem [32] is one of the fundamental problems in computer
science. The problem is defined as follows: ”Given a boolean formula, does there exist
an assignment of boolean variables that evaluates the formula to true (T)?”. However,
even though the formulation is simple, solving SAT is an NP-complete problem. De-
spite the complexity of the problem, there exists an extensive body of research on SAT
solving, which allows one to efficiently solve many instances of the problem in practice.
A core reason for the popularity of SAT solving is that many problems can be reduced
to SAT, especially in the context of hardware and software verification. SAT solvers
turned out to be very efficient in practice for verification purposes, and are widely used
in industry [79, 175].

However, many problems cannot be reduced to SAT, and require more expressive
formalisms. Software verification often requires reasoning about data structures, arith-
metic, strings, and other complex domains. Researchers addressed this issue by com-
bining SAT solving with decision procedures for various theories in first-order logic.
This led to the development of Satisfiability Modulo Theories (SMT) solving [20],
which addresses formulae in specific fragments of first-order logic, such as linear inte-

13
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ger arithmetic, arrays, bit-vectors, and others. The tools that solve SMT problems are
called SMT solvers. The SMT solving research domain has been very active in the last
two decades, and has been standardized by the international SMT-LIB initiative [16].
This initiative defines the syntax and semantics of SMT formulae and the standard
set of theories, maintains a set of SMT benchmarks, organizes yearly SMT workshops,
and hosts the annual SMT competition [18], which is the main venue for evaluating
and comparing SMT solvers. SMT-LIB also maintains a standard input format for SMT
solvers “.smt2” [17], which is widely used in the research community and in industry.

Syntax We work in some fragments of first-order logic defined by a signature ©, which
consists of a set of function symbols, predicate symbols, and constant symbols. The
logic also uses logical connectives A, V, =1, — (conjunction, disjunction, negation, im-
plication), and quantifiers Y, 3. A term is a variable or a function symbol applied to
terms. An atom is a predicate symbol applied to terms or a boolean term. We con-
sider multi-sorted logical formulae, where variables are associated with a specific sort.
The most common sort is boolean, which serves as the basis for the syntax of SMT for-
mulae. Similarly, functions and predicates are associated with specific sorts for their
arguments. Functions additionally have a sort for their return value, while for predi-
cates it is implicitly boolean. The equality symbol = is part of every theory’s signature,
and is interpreted as the equality relation on the domain of each sort. A literal is an
atom or its negation. A clause is a disjunction of literals. There exist two common
normal forms for formulae: Conjunctive Normal Form (CNF), which is a conjunction of
clauses, and Disjunctive Normal Form (DNF), which is a disjunction of conjunctions of
literals. SMT solvers internally convert input formulae to CNF for the underlying SAT
engine. In some specific cases formulae may also be processed into DNF. This thesis
is mostly focused on quantifier-free formulae (i.e., formulae containing no quantifiers,
whose satisfiability amounts to finding a satisfying variable assignment). Quantified
formulae appear in Chapter 4, however, the quantified formulae are processed into the
quantifier-free ones using quantifier elimination.

Semantics SMT solving decides the satisfiability (SAT) of a given formula, producing
a model if formula is satisfiable. A model M consists of a non-empty set called the
universe of the model and an interpretation for the symbols, mapping function sym-
bols to functions and predicate symbols to relations over the universe. A formula ¢
is satisfiable if there exists a model M such that ¢ evaluates to true: M |= ¢. The
satisfiability in SMT is defined with respect to a specific theory T, which specifies the
interpretation of the symbols. Different theories include, for example, Linear Integer
Arithmetic (LIA), Linear Real Arithmetic (LRA), Arrays (AX), Uninterpreted Functions



15 2.1 Satisfiability Modulo Theories Solving

(UF), and many others. A model specifies the interpretation of the formula’s free vari-
ables in particular. A formula is T-valid if it evaluates to true in all models of T, and is
T-satisfiable if it evaluates to true in at least one model.

If the solver decides that the formula is satisfiable, it returns the result (SAT) and a
model M that provides a satisfying variable assignment. Otherwise, the solver returns
UNSAT, and may additionally provide a proof of unsatisfiability or an interpolant for
some part of the formula, described in more detail below. This thesis is particularly
interested in the LIA theory, which is very common in software verification.

2.1.1 Linear Integer Arithmetic

Definition 1 (Linear Integer Arithmetic). The syntax of linear integer arithmetic (LIA)
is defined as follows (it is also combined with the standard boolean variables and connec-
tives)':

¢ =ty | Pr APy PV pyle<ey|e=ey|by=b,| ¢ (LIA Formula)

e=t;|e;+e,|—e (Arithmetic Expression)
t; =01 ... xg|xq]... (Integer Terms)
ty,=T|L]|by|by]... (Boolean Terms)

Where X, ..., X, are integer variables and by, . .., b; are boolean variables.

We consider linear arithmetic over the domain of integers. In the syntax of Defini-
tion 1, the terms are defined as integer or boolean constants and variables, and atoms
are comparisons over the terms that evaluate to boolean values. LIA corresponds to
the theory of Presburger arithmetic, with the usual interpretation of the symbols. For
example, multiplication of a variable by a constant c - v is interpreted as v+v+...+V
(c times), and the minus operation x, — x; can be described as a sum x, +—1 - x;.

Example 1. Formula x > 12 Ay < 5 Ax + y > 13 is satisfiable in LIA, with a possible
model (x =21, y =0).

The quantifier-free fragment of LIA is decidable. Usually, LIA solving is built on
top of the Conflict-Driven Clause Learning (CDCL) SAT-solving architecture within
CDCL(T) framework. As a basis, it uses decision procedures for Linear Real Arith-
metic, which is a simpler theory than LIA. The SMT solver checks if the formula is
satisfiable over the reals. If the solution assigns non-integer values to integer variables,
new constraints are added to exclude the non-integer solution.

1£ is used through thesis to give an interpretation to a specific predicate.
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2.1.2 Craig Interpolation

Given two formulae A and B where A A B is unsatisfiable, a Craig interpolant for A
and B is a formula I, where: (1) A — I; (2) I A B is unsatisfiable; and (3) I only
contains the symbols common to both A and B. Craig interpolants are widely used to
construct overapproximations of state space. This thesis uses ITpP(A, B) to describe the
computation of a Craig interpolant.

Craig interpolants can be produced as a byproduct of SMT solving for theories
like LIA, LRA, UF, AX [46, 62, 122]. Interpolation is widely used in formal methods,
particularly in the context of model checking, where it serves as an efficient tool for
overapproximation of reachable states and the transition relation, particularly in the
construction of invariants. In particular, it is used in techniques such as IMC, LAWI,
TPA and many others. Generally, the interpolant is not unique, and the choice of the
interpolant can have a significant impact on the verification process. Interpolants can
be computed with a variety of methods that differ in the logical strength, size, and
structure of the interpolants they produce, and these differences can guide the verifi-
cation process in different ways. At the propositional level, an interpolant is extracted
from a resolution proof of unsatisfiability, for instance with McMillan’s system [144] or
Pudldk’s symmetric system [158]; the Labeled Interpolation Systems generalise both
into a parametric family whose members are ordered by logical strength [76, 77]. At
the theory level, an interpolant is derived from the theory proof: for linear real arith-
metic, the standard construction builds a Farkas interpolant from the coefficients of an
infeasibility proof, while its different [6, 36] variants yield whole families of stronger
or weaker interpolants, and the construction extends to tree interpolation [8].

Example 2. Consider a following unsatisfiable logical formula:

For example, an interpolant I for this formula can be: x < 0.

In terms of complexity, computing an interpolant is inexpensive relative to solv-
ing: once a refutation proof is available, both the propositional and the theory-level
constructions run in time linear in the size of that proof and produce an interpolant of
comparable size. The interpolation cost lies in proof production, and the interpolant
can, in the worst case, be exponentially larger than A A B. Some theories also do
not admit quantifier-free interpolants unless their signature is extended with auxiliary
symbols, as is the case for the theory of arrays.
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Figure 2.1. High-level architecture of OpenSMT.

2.1.3 OpenSMT Solver

There exist many different SMT solvers, which allow for quick and efficient SMT solv-
ing. The SMT solver we used in this thesis and to which development this thesis con-
tributed is OPENSMT [53]. OPENSMT is an open-source SMT solver developed in the
Formal Verification and Security Lab at the University of Lugano. It is available on
GitHub?. The high-level architecture of the OPENSMT solver can be seen in Figure 2.1.

OPENSMT accepts two types of input: either an “.smt2” file or direct interaction
with the solver through its API. The input instance is first simplified by removing tau-
tologies and is then converted into CNF. Afterwards, it is handled by an internal solver
composed of a SAT solver and multiple theory solvers. OPENSMT returns SAT or UN-
SAT, determining whether the given SMT instance is satisfiable, and it can additionally
produce artefacts such as an interpolant, a variable assignment, or a proof of unsatis-
fiability.

OPENSMT supports various quantifier-free theories and theory combinations (LIA,
UF, LRA, AX, and their combinations). It has consistently been evaluated as one of
the best SMT solvers for the quantifier-free theories of LIA and LRA over many years
according to the results of the SMT competition (including SMT-Comp 2026, 2025,
2024), which is a good match for the goal of software verification. OPENSMT natively
supports interpolation over LIA, LRA, UF, and implements the Pudlak and McMillan
interpolation algorithms, allowing to produce formulae of different strength. It is also
capable of producing witnesses of satisfiability and unsatisfiability for logical formulae,
which allows one to verify the SMT solving results.

https://github.com/usi-verification-and-security/opensmt
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2.2 Software Verification

2.2.1 Transition Systems

A transition system is a common formalism for modeling the behavior of software and
hardware systems. In software verification, transition systems are used to represent
programs. The states of a transition system correspond to program states, defined by
the values of program variables at a specific moment in time and the location in the
program. The transition encodes concrete execution steps of the system. This work
particularly focuses on the symbolic representation of transition systems, where the
states and transitions are represented by first-order logic formulae (using the SMT-lib
format representation).

A transition system is defined over a set of fixed variables. X, X" is used to denote
sets of variables (unprimed and primed), where X is a set of state variables, and X’ =
{x’|x € X} is a set of next state variables. If a formula contains variables over multiple
states, the superscript notation is used, e.g., X, ..., X™. The formula F(X) defined
over X is a state formula, and a formula Tr(X,X") over X UX’ is a transition formula.
State formulae encode a set of states, and transition formulae define binary relations
over the states. Id(X,X’) is used to denote the identity transition formula /\xex x =
x’. A transition system can be defined as (Init, Tr,X ), where Init is a formula that
encodes initial states, Tr is a transition formula, which represents the transition in the
system, and X is a set of system’s variables. A state s is a specific assignment of values
to the variables in X. There exists a transition from the state s to the state s’ if the
formula Tr(s,s’) is satisfiable.

A state formula F(X) holds for a state s if s |= F, i.e., F(s) is true. The state
s, is called reachable within the transition system if there exists a sequence of states
Sp,S15--+,S, such that Init(s,) (s, is an initial state), and for each i € [0,n — 1]
the formula Tr(s;,s;,,) is satisfiable. If such a sequence does not exist, the state s,
is called unreachable. Additionally, the concept of traces in a transition system is
used in this thesis. Trace is a formula that describes multiple consecutive transitions
trace(X©,xM . XMWY & Tr(X @O XWDYA - A (XD, x (M),

One of the key concepts for transition systems is the notion of an invariant. A
state formula F(X) is an invariant if F(s) holds for every reachable state s within the
transition system. The invariant is called inductive if VX, X' F(X) A Tr(X,X') =
F(X"). Intuitively, an invariant is a formula that overapproximates the reachable state
space, and holds for every state reachable within the transition system. An inductive
invariant additionally requires that the invariant is preserved by the transition relation.
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2.2.2 Transition Invariants

One way to overapproximate the behavior of a transition system is via a transition
invariant. A transition invariant is a formula that overapproximates any number of
transitions within the transition system.

Definition 2 (Transition invariant). For a transition system (Init, Tr, X ), TrInv(X,X") is
a transition invariant if: VX,X'.R(X) ATr*(X,X’) — Trinv(X,X’), where Tr* (X, X")
is the transitive closure of Tr(X,X") and R(X) is a formula encoding all states reachable
in the transition system.

A transition invariant can be produced by overapproximating the transition rela-
tion, and can be used to prove safety: if Init(X) A TrInv(X,X’) A Bad(X’) is unsatisfi-
able, then no bad state is reachable from an initial state. The following property holds
for transition invariants (where R(X) is a formula representing all reachable states
within the transition system):

Vne NYXO x® . x® RXOYAT (X, XA ATr (XD, X)) = Trinv(x @, x™)

2.2.3 Safety Verification

In the context of transition systems, the safety problem can be defined as (Init, Tr, Bad, X ),
where Bad is a formula that represents the states violating the safety property, and X
is the set of system variables.

Example 3. Example 3 demonstrates the TS-based encoding of the C program. As can
be seen, the program is defined over variables x,y,ly,1;,e, where ly,1;,e are boolean
variables introduced to denote a specific location in the program: l, corresponds to the
first loophead, 1, to the second, and e to the assert statement. Complex software systems
are encoded using boolean or integer variables to denote specific program locations. The
initial variable assignment is encoded as the initial states of the transition system: Init =
x =0AYy = 50ALl, The main program loops are encoded as the transition relation
Tr. Finally, the assertion in the program represents the safety property that needs to hold
during the execution of the program; the violation of the safety property is encoded as the
negation of the condition inside the assertion: Bad = e A x > 200.

The goal of safety verification is to prove that there does not exist a reachable state
s within the transition system that satisfies Bad. If there exists a satisfying trace from
the initial states to a state that violates the safety property, then the transition system
is unsafe:

359,51, - - - » Sp-Init(sy) A trace(sg, 1, - - - »5,) ABad(s,)
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Safety Problem
C program
int x = 0; Int=x=0Ay =50Al,
int y = 50; a
/] $1.08 Tr=(,AlAX <100 A X' =x+y Ay =y)V
vhile (X+< OO (AL AX=100AX =x Ay =y)V
X = X v;
+ (LAUAY>O0AX =xANy =y—x/10)V
// $1_1$%
while (y > 0) { (LAEAY<OAX ' =xAY =y)
= - x/10; R
T Bad £ ¢ A x > 200
// $e$

assert (x < 200); X={x,y}eZ

Figure 2.2. C program and its symbolic encoding into a safety problem.

If no such trace exists, the transition system is safe. The absence of such a trace
can be proven by the construction of an inductive invariant Inv(X), such that:

Init(X) — Inv(X)
Inv(X)ATr(X,X") — Inv(X")

To prove safety, the invariant should also satisfy the following property: =3X.Inv(X)A
Bad(X), meaning that Inv(X) A Bad(X) is unsatisfiable, and there does not exist a
reachable state within the transition system that violates the safety property.

Safety verification of transition systems is a fundamental problem in formal meth-
ods, and has been extensively studied in the literature. Various techniques have been
applied to TS verification, such as BMC, PDR, LAWI, TPA, and many others. The safety
problem is closely related to the problem of invariant synthesis, as finding an inductive
invariant proves the safety of the system.

2.2.4 Termination and Nontermination

While safety verification asks whether a bad state is reachable, termination analysis asks
whether every execution of the system is finite. A run of a transition system (Init, Tr, X )
is a finite or infinite sequence of states s, s, . . . such that Init(s,) holds and Tr(s;,s;.1)
holds for every pair of consecutive states.

Definition 3 (Termination and nontermination). A transition system (I nit, Tr, X ) is ter-
minating if it has no infinite run, i.e., there exists no infinite sequence of states Sy, S1, S, - - -
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such that
Init(sy) AVieN. Tr(s;,$;11)-

Otherwise, i.e., if such an infinite sequence exists, the transition system is nonterminating.
For example, consider X = {pc, x}, Init(X) = pc =0, and
Tr(X,X)=(pc=0Apc’ =1AX">0)V(pc=1Ax>0Apc’ =1Ax"=x—1).

The first transition nondeterministically chooses an arbitrary non-negative value of x,
which is then decremented until it reaches 0. Every run of this system is finite, so the
system is terminating, although from every initial state there exist runs of any length.
Both termination and nontermination are undecidable in general, since they subsume
the halting problem. Decidability results exist only for restricted classes, such as linear
and some polynomial loops [45, 94, 108, 170].

Nontermination is typically witnessed by a recurrent set [105]: a set of states that
contains an initial state and that execution never has to leave.

Definition 4 (Recurrent set). For a transition system (Init, Tr,X), a formula N(X) is a
recurrent set if: (1) YX.N(X) — X" Tr(X,X’) AN(X"), and (2) 3X.N(X) A Init(X).

If a recurrent set exists, the transition system is nonterminating: starting from an
initial state in N, an infinite run can be constructed by repeatedly choosing a successor
that again lies in N.

Termination is witnessed by well-founded relations.

Definition 5 (Well-founded relation). A binary relation W € D x D over a domain D
is well-founded if there exists no infinite descending chain:

ﬂdo,dl,dz,"'ED. VlEN. (di7di+1)€W

Definition 6 (Ranking function). Let (D, >) be a well-founded domain, i.e., > is a well-
founded relation over D. A function f that maps states to D is a ranking function for a
relation W(X,X") if VX, X'. W(X,X") - f(X) > f(X)).

If a relation admits a ranking function, it is well-founded, since an infinite chain in
W would induce an infinite descending chain in D. In practice, ranking functions are
often linear functions f (X) = ). a;x;+c into the integers. Since > is not well-founded
over all integers, f must additionally be bounded from below on W:

VXX WX,X) = f(X)=0A f(X)> fFX).
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Over the rationals, f must instead be bounded from below and decrease by at least a
fixed 6 > 0 in every step [156]. A transition system terminates if its transition relation,
restricted to the reachable states, admits a ranking function.

For complex systems, a single ranking function may not exist or may be hard to
find. Podelski and Rybalchenko [157] showed that it suffices to cover the transitive
closure of the transition relation by finitely many well-founded relations.

Definition 7 (Disjunctively well-founded relation). Arelation K(X,X’) = U?:o Wi(X,X")
is called disjunctively well-founded if every relation W;(X,X") is well-founded.

Theorem 1 ([157]). A transition system (Init, Tr, X ) is terminating if and only if there
exists a transition invariant TrInv(X,X") that is disjunctively well-founded.

Note that the union of well-founded relations is not necessarily well-founded. The
theorem relies on the fact that TrInv overapproximates the transitive closure of Tr (see
Section 2.2.2), and not only Tr itself. The theorem is stated for transition invariants as
relations over states.

Termination and nontermination analysis. The most widely studied approach to prov-
ing termination is the synthesis of ranking functions: complete methods exist for lin-
ear ranking functions of simple loops [22, 44, 156], and multiphase and lexicographic
ranking functions broaden the class of programs that can be handled [21, 23]. Other
approaches synthesize ranking functions via learning, syntax guidance, or decompo-
sition [85, 109, 128, 163, 174]. Transition-invariant-based techniques construct dis-
junctively well-founded transition invariants, e.g., via abstraction refinement or loop
summarization [65, 66, 127, 171], and can be exported as termination witnesses [27].
Fixpoint-based methods reduce both problems to the validity of first-order fixpoint
formulae [173]. Nontermination analysis is centered on recurrent sets, constructed
by constraint solving, Max-SMT, or symbolic execution [52, 105, 132]; alternatives
include geometric nontermination arguments [134], loop acceleration [89, 90], and
Hoare-style specification inference [133]. Several approaches reduce termination [30,
65] and nontermination [59] to safety verification, which allows them to reuse safety
verifiers. This is also the starting point of the approach in Chapter 4. State-of-the-art
termination tools include APROVE [96], T2 [51], and KoAT and LoAT [90, 137], which
are compared annually in the Termination Competition [97, 98].

2.2.5 Constrained Horn Clause Solving

Constrained Horn Clauses (CHCs) are a powerful formalism for encoding safety prob-
lems. They allow for a more concrete and detailed representation of the original pro-
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gram compared to transition systems, as constrained Horn clauses maintain the soft-
ware structure.

A constrained Horn clause over a set of uninterpreted predicate symbols R = {ry,...,r,}
is a universally quantified first-order formula of the form:

VX, X' /\ rX)AeX,X) > h
i=k

where r,...,1,, € R, p(X,X’) is an interpreted first-order logic formula, and h is
either a single uninterpreted predicate h(X) € R, or L. The left-hand side of the
implication (called body) may have multiple occurrences of predicates from R, but ¢
contains no symbols from R. The right-hand side of the implication (called head) may
contain at most one occurrence of a predicate from R. For readability, the leading
VX,X'. is omitted and all CHCs are assumed to be implicitly universally quantified.
This thesis works with a subset of CHCs — Linear CHCs — which allow at most one
uninterpreted predicate in the body. A clause whose body contains no uninterpreted
predicates is called a fact, and a clause with L as the head is called a query.

Example 4. In particular, the program in the Example 3 can be encoded as the following
CHC system:

x=0AYy=50—->Ly(x,y)

Lo(x,Y)AXx <100 A xX'=x+y ANy =y — Ly(x',y")

Lo(x,y)Ax=100AXx' =xAy' =y > Li(x,y")

Lix,y)Ay>0Ax"=xANy'=y—x/10—> L,(x",y")

Li(x,Y)AYy<OAX'=xANy' =y > E(X,y")
E(x,y)Ax>200— L

As can be seen, the structure of the program is preserved in the CHC system. Predicates L,
and L, correspond to the first and second loops of the C program. Each clause encodes the
operations executed between loopheads. This structure allows for more precise reasoning
that takes the program structure into account.

CHCs are used as an intermediate representation for procedural and object-oriented
programs and allow the verification tools to symbolically enumerate program behav-
iors. CHC representation is beneficial for the purposes of software verification, as it
decouples software modeling and software verification. As long as software can be
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translated into a CHC representation, it can be submitted to any CHC solver to be
verified.

The goal of CHC solving is similar to safety verification. CHC solvers seek an inter-
pretation of all uninterpreted predicates in the system that makes every clause valid.
This interpretation is analogous to constructing safe inductive invariants for program
locations. CHC solvers return SAT if there exists such an interpretation, and UNSAT if
it does not exist. The violation of the safety property is detected similarly to transition-
system-based safety verification, by detecting a counterexample that allows to violate a
safety property, called unrolling. An unrolling of a CHC system is a formula derived by
repeatedly substituting clause bodies for predicate occurrences until no uninterpreted
predicates remain. This concept corresponds to the concept of the trace in the transi-
tion system. If there exists an unrolling of the CHC system that yields a false statement,
then the CHC solver returns UNSAT (meaning the safety property can be violated).

2.2.6 Quantifier Elimination and Model-Based Projection

Quantifiers are present in software verification for describing and reasoning about dif-
ferent properties, such as the existence of safe inductive invariants and transition in-
variants. However, reasoning about quantified formulae is significantly harder than in
the quantifier-free case; one way to handle such formulae is to remove quantifiers from
the formula. Quantifier elimination (QE) is the problem of deriving a quantifier-free
formula equivalent to a given quantified formula within a given theory.

Example 5. Consider the following formula:
dy.8<yAx+y<O0

Eliminating the existential quantifier: 3y.—8 < y Ay < —X requires —7 < —X,
i.e., X < 7. The equivalent quantifier-free (in y) formula is therefore: x < 7.

Quantifier elimination is computationally expensive, and many techniques use an
underapproximation that computes only a partial result of QE. This underapproxima-
tion is produced using Model-Based Projection (MBP). Given an existentially quantified
formula Jy. ¢(x,y) and a model m satisfying ¢, MBP returns a quantifier-free for-
mula v (x) such that m = ¢(x) and Y (x) = 3Jy.p(x,y). In other words, MBP
produces a sufficient but not necessarily complete witness for the existential formula:
it covers the model m but may not cover all satisfying assignments.

2.2.7 Golem CHC Solver

A large part of our work is built within the GoLEM Constrained Horn Clause Solver.
GoLEM is a modular CHC solver implemented in the University of Lugano, which sup-
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Figure 2.3. High-level architecture of Golem.

ports a range of techniques for CHC solving and model checking. It is available on
GitHub®. It has consistently ranked among the top CHC solvers in the LIA, LRA, and
LIA-Lin categories of CHC-Comp [71] (2023-2025), a competition for CHC solvers.

A key benefit of GoLEM is its tight integration with the underlying SMT solver,
OpPENSMT, which allows one to evaluate how changes in the underlying SMT solving
engine influence verification. The modularity of the tool allows new CHC solving and
model checking engines to be implemented and integrated efficiently. Additionally,
GoLEM supports (non)termination analysis, has an implementation of QE and MBP,
and support for witness generation, enabling validation of the verification results. The
overall high-level architecture of GoLEM is depicted in Figure 2.3.

As can be seen in the figure, GoLEM receives a CHC system encoded in SMT-LIB2
format as input. This system is parsed into a graph representation and preprocessed,
producing an equivalent simplified system. It is then solved by one or more CHC solv-
ing engines, using OpenSMT as the backend. Currently, GoLEM supports multiple
CHC solving engines, including PDR, LAWI, and TPA. GoLEM returns SAT together
with an interpretation of the uninterpreted predicates if such an interpretation exists.
Otherwise, it returns UNSAT together with a counterexample unrolling witnessing the
violation of the safety property.

2.3 Smart Contracts and Their Verification

Smart contracts are programs that are stored and executed on a blockchain. On Ethereum,
the most widely used platform for smart contracts, contracts are compiled to bytecode
of the Ethereum Virtual Machine (EVM), and the most popular source language is So-
lidity. A Solidity contract resembles a class in an object-oriented language: it consists

*https://github.com/usi-verification-and-security/golem
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of state variables, which are kept in the persistent storage of the contract, and functions
that operate on them. Users and other contracts interact with a deployed contract by
sending transactions that call its public functions. Each transaction is executed atom-
ically: it either completes and commits its changes to the contract state, or it reverts,
undoing all of its effects. Besides the contract storage, a function can access the exe-
cution environment, such as the caller’s address (msg.sender), the amount of Ether
sent with the call (msg.value), account balances, and block data; every executed
instruction consumes gas, which is paid for by the sender of the transaction.

Faults in smart contracts are particularly costly. Contracts often manage signif-
icant financial assets, their code is publicly visible, and once deployed it cannot be
patched in place. As a result, vulnerabilities, such as reentrancy, arithmetic over-
flows, or unchecked external calls, have been repeatedly exploited, causing substantial
losses [9]. This makes the analysis of contracts before deployment especially important.

From the verification perspective, a smart contract can be viewed as a transition
system. Its state consists of the contract storage and the relevant part of the blockchain
state, the initial states are determined by the constructor, and each transition corre-
sponds to a call of one of the public functions, with arbitrary arguments and environ-
ment, in any order and any number of times. Properties of a contract, such as assertions
in function bodies or invariants over the contract storage, are therefore safety proper-
ties over an unbounded number of transactions, while the function bodies themselves
may contain loops and internal calls. This structure maps naturally to CHCs: one pred-
icate captures the contract state between transactions (a contract invariant), and fur-
ther predicates encode the summaries of individual functions [4, 139]. The encoding
used in this thesis is described in Chapter 5.

A broad range of techniques has been applied to smart contracts. Static analyz-
ers, such as SLITHER [86], detect known vulnerability patterns quickly, but are neither
sound nor complete. Symbolic execution [11, 123], used for example by OYENTE [138],
explores contract paths with an SMT solver, but is limited by path explosion. Fuzzers,
such as EcHIDNA [104] and the fuzzer integrated into FOUNDRY, execute contracts
on large numbers of generated inputs [99]; they are efficient and produce concrete
executions, but provide no guarantees of coverage. Formal verifiers prove properties
of contracts: soLc-VERIFY [107] translates annotated contracts into a deductive ver-
ification language, VERX [155] verifies temporal safety properties, SMARTACE [177]
reuses LLVM-based analyzers on a translation of the contract, and SoLCMC [4], the
model checker built into the Solidity compiler, encodes contracts as CHCs and solves
them with off-the-shelf CHC solvers. Formal verifiers return proofs or counterexam-
ples, but not tests that developers can run and maintain. Chapter 5 builds on the CHC
encoding of SOoLCMC to generate such tests automatically.



Chapter 3

Structure-aware Modular Safety
Verification of Software

Model checking is one of the most active research fields within formal verification.
Recent advancements in SMT, inductive invariant generation, and the introduction of
new, efficient model checking techniques have significantly increased safety verifica-
tion capabilities [24, 25]. Nonetheless, there is still a wide range of problems that
require attention, such as model checking for nonlinear arithmetic, search for deep
counterexamples, or analysis of multiple-loop systems.

A significant amount of research in model checking is centered around loop anal-
ysis. There exist many different approaches which target [88, 181] specifically single-
loop programs. Techniques targeting multiloop and nested-loop approaches are less
common, primarily because such systems are more difficult to analyze than single-
loop software due to the complex inner structure, interconnected loops and branching.
Nonetheless, developing such approaches is crucial, as such software is widespread.

One of the critical problems for multiloop analysis is the presence of deep loops
which can have large number of iterations. The presence of such loops might signifi-
cantly slow down model checking of the whole program. Recent work on TPA improves
the analysis of deep loops. TPA was developed for reasoning about single-loop systems,
however, it would be possible to apply it to multiloop programs using a transformation
to merge multiple loops into a single loop [55]. Main drawback of this approach is
that it loses structural information about the original program, leading to a slowdown
of verification.

This chapter discusses a novel algorithm that enables effective reasoning over mul-
tiloop programs by applying TPA modularly and incrementally for each loop. It explores
every possible execution path of the program, discovering transition invariants for each
loop along a path and utilizing them during the exploration of other paths. Learned in-

27
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formation about the safe states is propagated back and forth through the explored path,
thus contributing to substantial runtime savings. This technique efficiently conducts
safety verification for loops with large numbers of iterations leveraging the benefits of
TPA. The algorithm handles programs with branching and multiple loops efficiently, as
confirmed by experiments.

This chapter also presents an extension of the multiloop technique for verification
of nested-loop software. This extension enables efficient verification of nested-loop sys-
tems while maintaining a modular and incremental verification strategy. It optimizes
the multiloop technique using transition invariants as loop summaries. TPA is used to
construct and refine loop summaries for every loop in the program, which enable rea-
soning about the safety of the overall system. The construction of the loop summaries is
hierarchal and structural, as inner loop summaries are used to construct an outer loop
summary, allowing for a more guided overapproximation. The experimental evaluation
over nested-loop systems demonstrated the efficiency of the technique compared to the
original multiloop approach as well as compared to other state-of-the-art techniques.

The two approaches were implemented inside the GoLEm CHC solver. They were
experimentally compared to classical TPA (multiloop programs were transformed into
single-loop in advance) and state-of-the-art tools, such as Z3-SpACER, ELDARICA, and
LoAT [92]. Results demonstrate that the modular analysis is able to solve a signifi-
cant number of multiloop and nested-loop benchmarks previously unmanageable both
by GoLEM’s competitors and by TPA. The original multiloop approach was published
and presented at FM 2024 [47] and received the distinguished paper award. The ex-
tension for verification of nested-loop programs was published and presented at iFM
2025 [48]. Readers are referred to the Chapters 1 and 2 for notable references for
some of the concepts, tools and algorithms used in this chapter.

3.1 Preliminaries

The approach is based on a symbolic program representation that maps the program’s
control flow to formulae in first-order logic. A set of logic formulae Fla is restricted to
Linear Integer Arithmetic (LIA).

While language. The presentation is restricted to programs in the conventional While
language [150]. This language has the following sorts and categories: n (over inte-
gers), x (over variables), a (over arithmetic expressions), b (over boolean expressions),
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int x1 = nondet(), x2 = nondet(), x3 = 0;
assume (0 <= x1 <= 100 && 0 <= x2 <= 50);
while (x1 < 300) { ++x1; ++x2; --x3;}
while (x3 < x2) { ++x3; --x1; }

assert (x1 <= 0);

Figure 3.1. Multiloop example.

and S (over statements):

a::=n|nondet()|x|a,+a,|a;*a,|a; —a,

b::=true| false|a; =a,|a; <a,|—b|b;Ab,

S ::= assert(b) | assume(b) | x :=a | skip |
S;S|if bthen S else S |whilebdo S

Figure 3.1 gives an example of a program with two consecutive loops. It is pre-
sented in a more familiar C syntax, but it could easily be translated to While. Ad-
ditionally, this example is used to illustrate the solving process of the algorithm in
Section 3.2.3. The first loop increments both x; and x, until x; = 300, also decre-
menting x5. The second loop increments x5 and decrements x; until x, < x5. The
safety property of the program is given in the assertion x; < 0. This program is safe,
as for any value of x; and x, the assertion will be satisfied. The example can be made

unsafe by changing the assertion x; < 0 to x; > 0.

Program encoding and cutpoint graphs. The representation of the program assumes
a global set of variables denoted X. Conventional primed notation is used to represent
“next-state” variables. Multiloop programs are modeled using Cutpoint Graphs (CPG),
which offer more compact program representations than classic Control Flow Graphs
(CFG). Every node in a CPG (except entry and error) represents a loophead in the
corresponding program. For every single loop-free segment between the loopheads,
there exists a single corresponding edge in the CPG, even when there are multiple
possible paths through it.

Definition 8. Given a program 2, its cutpoint graph G, = (N, E, L,entry, error) is
a tuple where N is a finite set of cutpoints (graph nodes), representing loopheads in the
program. E is a set of actions between the cutpoints (edges between the nodes) of the
form (u,v), where u,v € N U {entry,error}. L is a mapping L : E — Fla from edges
to logic formulae over X and X', representing symbolic encodings of loop-free statements,
and entry and error are such that Yu € N : (error,u) € E A (u,entry) ¢ E.
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X1 < 300
X'=xq+ 1 X2 > X3
X2'=X2+1; X1'=X1-1;
X3'=X3-1; X3'=X3+1;
0 < xq <100
0 < %, < 50;

x3=0;

Figure 3.2. Cutpoint Graph for program in Figure 3.1. Transitions are labeled with
constraints from Fla.

Based on Definition 8, it is possible to represent any program specified in While
as a CPG. For example, the CPG for the program in Figure 3.1 is given in Figure 3.2.
For a CPG G4 = (N, E, L, entry, error), a path through the CPG is a sequence of edges
n = [e},e,,...,e,], where e, e,,...,e, € E. Path encoding is a logical formula
that encodes a path 7t within a cutpoint graph: ¢(7) = L(e))(X©@, XI)A ... A
L(e,)(X® D x™) A path  is feasible if its path encoding ¢ (1) is satisfiable. Cut-
point graphs can be easily produced and translated from the linear Constrained Horn
Clauses, converting the uninterpreted predicates to nodes in the CPG and the inter-
preted parts of the clauses into the edges labels. The clauses themselves correspond to
the edges of the CPG - transition from one uninterpreted predicate to another.

Transition Power Abstraction. As mentioned in Chapter 1, TPA is an interpolation-
based safety verification approach based on the abstraction of the transition relation.
It takes a safety problem (Init,Tr,Bad,X) as input and decides if any Bad state is
reachable from some initial state. Moreover, it can return a reflexive transition invariant
if the system is safe or produce a provably reachable subset of Bad and a trace to reach
it if the system is unsafe. A transition formula TrInv(X,X’) is a reflexive transition
invariant, if VX, X' : RX) ATr*(X,X") = Trinv(X,X"), where Tr* is the reflexive
transitive closure of Tr and R is a set of reachable states in the system (meaning Trlnv
is a transition invariant and TrInv(X,X’) A /\x ex X = x’ is satisfiable). The transition
invariant TrInv is safe if Init(X) A Trinv(X,X’) A Bad(X') is unsatisfiable.

One of the most important properties of the TPA is the ability to efficiently execute
deep safety checks during the search for counterexamples. TPA runs iteratively, using
transition abstractions ATr=", instead of exact transitions. ATr=" over-approximates
the sequence of 2" transitions for n-th iteration of the TPA, allowing it to double the
amount of the considered transitions every iteration of the algorithm.

Example continued. The example program in Figure 3.1 has two interesting prop-
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erties. First, the depth of the loops, which can overall result in up to 950 iterations. If it
was an unsafe example, TPA would be more efficient than the approaches based on the
explicit state abstraction due to its ability to overapproximate the transition relation.
Second, in the presence of multiple loops, TPA would verify this program only if loops
in the program are merged into a single loop. The merged loop will be bigger in size
and lose structural information about the program, which could cause a slowdown in
verification.

On the other hand, TPA could be applied to the loops separately. However, that
would require some intermediate assertion to define safety property for the first loop
and initial conditions for the second loop. For example, the condition x; < x4 — X3
could serve as such intermediate assertion introduced between lines 3 and 4. Notably,
the algorithm presented in the next section automatically infers similar helper infor-
mation and applies TPA modularly.

3.2 Multiloop Analysis with TPA

The algorithm performs forward reachability checking over the program’s cutpoint
graph. It searches for a feasible path from entry to error, building the path gradually
and backtracking when the current path cannot be extended further. Before backtrack-
ing from a blocked state, it generalizes the reason for the conflict and learns blocking
lemmas (similar to IC3/PDR-style algorithms). These define states that are guaranteed
to be safe (i.e., there is no feasible path to error from these states), so the algorithm
will know to avoid them the next time it reaches the same CPG node. Important to
note that this the only type of loops in the CPG supported by this algorithm is a single
self-looping edge loops. The proposed algorithm cannot handle complex nested loop
systems (unless they are modelled as a single self-looping edge). This restriction is
addressed in Section 3.4 where the algorithm is extended to handle nested loops. This
contribution has been presented in FM 2024 [47].

3.2.1 Overview

To utilize the strengths of TPA, the algorithm alternates between two phases: i) rea-
soning about traversing from one loop to another, and ii) reasoning about traversing a
single loop.

The first phase checks the feasibility of a single (large-block) step in the tradi-
tional sense, and it can be reduced to a single SMT check. However, the second phase
attempts to extend the current path by getting to the exit of the current loop in an
arbitrary number of its iterations. This effectively means checking a safety problem for
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a transition system where initial states are the currently reached states, transition rela-
tion encodes one iteration of the loop, and error states are the states at the loop exit not
yet blocked by the algorithm. While any algorithm for answering reachability queries
over transition systems could be applied here, TPA has two advantages over traditional,
state-focused model-checking algorithms. Its deep exploration makes it less likely to
exhaust computational resources within a single loop that requires many iterations to
traverse and, secondly, TPA is able to re-use transition invariants learned in previous
queries to speed up current query to the same node. Note that when the algorithm
reaches the same node but with a new state, the initial states (and possibly the error
states too) of the safety problem change, but the transition relation always stays the
same. Thus, the transition invariants from previous queries are still valid, while state
invariants would very likely be invalidated.

3.2.2 The Core Algorithm

The algorithm for the verification of multiloop software is illustrated in Algorithm 1. It
takes as input a CPG of a program together with a safety property and decides if the
error node is reachable (UNSAFE) or not (SAFE). For each node v in the graph, the
algorithm keeps track of two versions of the node, a, and w,, called the pre-state and
the post-state, respectively. The pre-state captures when the algorithm has reached v
from another node. In programs, this represents execution reaching the loop head for
the first time. The post-state captures when the algorithm is about to exit node v and
continue to another node. In programs, this represents the execution exiting the loop.
Each node version keeps track of a set of states already proven to be safe, denoted
as a,.safe and w,.safe. These sets of states are represented as symbolic formulae
initialized as L (no states are proved safe at the start).

The algorithm also maintains the current feasible path prefix in the variable path
as a stack of entries of the form (a,|w,, p) representing that the set of states ¢ has
been reached at the entry or exit of node v. At the beginning, path is initialized as
leaving the entry node with no restriction on the states (Line 1). When error is added
to path, the algorithm has discovered a feasible path from entry to error and the
program is unsafe (Line 17). If the algorithm ever backtracks beyond the initial entry
(path becomes empty), there is no feasible path from entry to error, and the program
is safe (Line 27). Assuming path is not empty, the algorithm attempts to extend the
current feasible path prefix. There are two distinct cases. If the last entry on the path
is a post-state of some node v (w,, Line 4), the algorithm attempts to use v’s outgoing
edges (ignoring the self-loop edge) to traverse to the pre-state of a different node w.
Otherwise, the last entry is a pre-state of some node v (a,, Line 20) and the algorithm
attempts to get to the post-state of v by traversing v’s self-looping edge some arbitrary
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Algorithm 1: Multiloop-TPA
Input : Cutpoint Graph G = (N, E, L, entry, error);
Output: SAFE/UNSAFE

1 path « (Wepgry> T)

2 while path is not empty do

3 | switch path.peek() do

4 case (w,,curr) do

5 if YweN, s.t. (v,w) € E : (v,w).blocked # 1 then

6 blocked —  /\  e.blocked

e€v.outgoing
7 w,.safe — w,.safev N\ e.blocked
e€y.outgoing

8 path.pop()

9 for e € v.outgoing do e.blocked < L
10 continue
11 else
12 pick w € N s.t. (v,w) € E and (v,w).blocked = L
13 t(X,X") « curr(X) AL((v,w))(X,X") A =(a,,.safe)(X")
14 if SAT?[t(X,X’)] then // TraverseBridge
15 let M = t(X,X")

16 path.push({a,,, MBP(3X : t(X,X"),M)))

17 if w = error then return UNSAFE
18 else

19 ‘ (v,w).blocked « Itp(curr(X), L((v,w))(X,X") A =(a,,.safe)(X"))
20 case (a,,curr) do // TraverseLoop
21 (res, reached, TrInv) = TPA(curr(X), L((v,v))(X,X"), = (w,.safe)(X"))
22 if res = reachable then
23 ‘ path.push({w,, reached))
24 else
25 a,.safe «— a,.safe V Itp(curr(X), Trinv(X,X") A =(w,.safe)(X"))
26 path.pop()

27 return SAFE
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number of times. These two cases are described in detail below.

Post: When the algorithm is leaving some node v with reached states curr (Line 4),
it searches for an unblocked outgoing edge as a candidate for extending the current
path prefix (Line 5). An edge e is marked as blocked if the current path prefix cannot
be extended with this edge, and the algorithm remembers the set of blocked source
states (states for which it is not feasible to traverse the edge) in e.blocked. Algorithm 1
ensures the blocked states are superset of curr.

If all outgoing edges are blocked, it means that all outgoing edges have been con-
sidered as possible extensions, but all have failed eventually. The current path thus
cannot be extended, and the algorithm backtracks to the pre-state of v (Line 8) to try
a different continuation from that point. Before backtracking, the algorithm learns a
new set of safe states as the intersection of states that are safe for individual outgoing
edges (these are guaranteed to include all currently reached states) and unblocks all
edges (Lines 7-9).

If, on the other hand, there is an unblocked edge (Line 12), the algorithm attempts
to reach some potentially unsafe state of the edge’s target node. The feasibility of this
traversal, given the constraint of the edge, is checked in Lines 14-19 which, for sim-
plicity, are called TraverseBridge throughout the rest of the chapter. It decides if
some potentially unsafe states are reachable and computes a set of definitely reached
target states (in case of reachability) or a set of definitely blocked source states (in
case of unreachability). If the traversal is feasible, the path is extended (Line 16), and
the analysis will continue from the new reached point unless error has been reached,
in which case the algorithm immediately terminates (Line 17). If the traversal is in-
feasible, the picked edge is blocked (Line 19), marked with superset of curr for which
the traversal is infeasible (see more details on TraverseBridge below). In the next
iteration, the algorithm tries to pick a different, unblocked edge.

Pre: When the algorithm is entering some node v with reached states curr (Line 20),
it attempts to find a feasible traversal of the loop, i.e., to reach some potentially unsafe
post-state of v (taking an arbitrary number of loop iterations). The feasibility of this
traversal is checked in Lines 21-26, which for simplicity are called TraverseLoop.
Similarly to TraverseBridge, TraverseLoop not only decides the feasibility of the
traversal but also computes a set of definitely reached target states to extend the cur-
rent path (Line 23) or a set of definitely blocked source states, which forces backtrack-
ing (Line 26). Further details on TraverseBridge and TraverseLoop are provided
below.

TraverseBridge. Given reached states curr, target states —(a,, .safe), and a tran-
sition constraint L((v,w)), the goal is to check if any target states are reachable from
source states with one step of the transition constraint. The reachability check then
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amounts to the satisfiability check for the conjunction of the three formulae (denoted
t to simplify writing). Provably reached state can be defined exactly as 3X : ¢ (X).
To avoid quantifiers, the set of reached states is underapproximated with model-based
projection (MBP). The formula: =3X’ : L((v,w))(X,X’) A =(a,,.safe)(X") describes
provably blocked states. It is possible to avoid quantifiers, obtaining a generalization
of the source states, using Craig interpolation.

TraverseLoop. Given reached states curr, target states —(w,.safe), and a transi-
tion constraint L((v,v)), the goal is to check if any target states are reachable from
source states with any number of steps of L((v,Vv)). This is equivalent to deciding a
safety problem for a transition system (Init, Tr, Bad) with Init = curr, Tr = L((v,Vv))
and Bad = ~(w, .safe). TPA satisfies the additional requirements on TraverseLoop.
It internally computes provably reached states as part of the witness for reachability.
Provably blocked states can be computed using a safe transition invariant that TPA
computes as a witness for safety. Similarly to TraverseBridge, Craig interpolation
is leveraged to eliminate quantifiers. Note that computing a logically weak (more gen-
eral) interpolant for A = curr and B = TrInv A —(w,.safe) yields a potentially much
larger set of blocked states than the source states themselves.

Using TPA for implementing TraverseLoop has the additional advantage that TPA
learns bounded and unbounded transition invariants during a single reachability check,
which can be leveraged to bootstrap the transition abstractions in future reachability
queries for the same loop. The ability of not starting from scratch has the potential to
significantly speed up the consequent queries.

3.2.3 Running Example

To demonstrate the execution of Algorithm 1, the motivating example from Figure 3.2
is used as input. The execution is then depicted in Figure 3.3.

Initially, the algorithm attempts to leave entry and picks the single (unblocked)
outgoing edge leading to s,. Potentially unsafe states at a; are T at this point, so
TraverseBridge computes reached states at a; to be 0 < x; < 100A0 < x, <
S0Ax3=0.

As the next step, the algorithm attempts to traverse loop s, with T as the potentially
unsafe states at w, . TraverseLoop determines that with one loop iteration state
1<x, <101A1<Xx, <51 Axg3=—1isreached at w,.

Attempting to continue from this state will now fail, because the only outgoing
edge to s; is not feasible, as determined by TraverseBridge with x; < 300 being
the blocked states.
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The algorithm now backtracks to a,, and attempts to traverse loop s, again, but
this time with x; > 300 as the potentially unsafe states. Here TPA quickly determines
that those states are reachable, e.g. after 255 iterations of the loop the state x; =
300 A 255 < x5, < 305 A x5 = —255 is reached.

From this state at w it is possible to traverse to a;, , reaching states defined by the
same formula. Next, the algorithm attempts to traverse loop s;.

Similarly to how it behaved for the first loop, TPA suggests exiting the second loop
after one iteration, in state x; = 299 A 255 < x, < 305 A x5 = —254. However,
when checking the single outgoing edge to error, TraverseBridge determines the
infeasibility of this attempt and computes x, > x; as safe states at ;..

Thus, the algorithm backtracks again and attempts to traverse loop s; in a differ-
ent way so that it ends up in a potentially unsafe state x, < x5. Here TPA quickly
determines that such a state can be reached after 511 iterations, with variable values
x; = —211 A x, = 256 A x3 = 256. However, this path cannot reach error, as
determined by TraverseBridge with x; < O determined to be safe states at w,.

In the final attempt to traverse s; TPA determines that no unsafe state is reachable
anymore and computes x; < 384 A 384 < x, — X3 as new safe states at a . Thus,
the algorithm backtracks again and tries to find a different way to reach unsafe states
of a, from w, . TraverseBridge determines this to be impossible with x; < 384 A
384 < x, — x5 being safe at w, as well. Note that this condition can be viewed as
an intermediate assertion between the two loops (as briefly mentioned in Section 3.1).
It is sufficient to prove error cannot be reached by traversing the second loop, and, as
will be seen shortly, it cannot be violated by traversing the first loop.

Finally, after backtracking to a; , an attempt to traverse loop s, to avoid the safe
states at w;_ fails, as TPA in TraverseLoop determines that x; < 108 Ax; —x, <0
are safe states at a; . Finally, the algorithm backtracks to ., and, with no new
feasible way to extend the path, it concludes safety.

3.2.4 Correctness

This section first proves correctness when Algorithm 1 answers UNSAFE.

Theorem 2. When Algorithm 1 returns UNSAFE, there exists a feasible path from entry
to error.

Proof. By induction on the entries of path, for every entry (v, ¢) added to path, states
¢ at node v are reachable from entry.

Base case. The claim trivially holds for the initial entry (cw,,,, 1) added on Line 1,
since entry is reachable from itself.



37 3.2 Multiloop Analysis with TPA
Tries to Iterates on the g
Initial state: reach Sy Reached model: self-loop of Sy Reached model:
0<x4<100; 0 < x4<100; 1<x1<101;
>
0 <X, < 50; 0= x,<50; 7 <sx,<51;
_Xé_ Lines 12, _XS_ Lines 19, _x21_ @,
x3=0 14 are x3=0 21 are x3=-T
excuted excuted
Tries to e’
reach S4
Lines 12,
from SO 17 are
@ 9 excuted g
Updates self-loop exlt
terat th Tries to conditions of node S
erates on the .
Reached model: | self-loop of S;| Reached model: reach Sy Reached model: and iterates on the Conflu.:t fogthe
fr oo from S, self-loop of Sy model: .
6 Xq =299; xq = 300; 0 x4=300; 1 <xq < 101; Explanation:
< «— <x1=101;
255 < xo < 305; 255 < x, < 305; 255 < x, < 305; . . 300 > x4
o Lines 19, 255, 255; Lines 5-8, 1sx<51;
X3 = -254; 21are |37 X3 = 19,21 are 3=-1;
@’ excuted excuted
. Lines 12,
Trlehséo_t 17 are ‘ ‘ ‘
reach Exi
CpEE = @G0 -0
Updates self-loop exit .
™ Tries to
Conflict for the conditions of node S4 A reach Exit Conflict for the
g model: and iterates on the | Reached model: from S, model:
by = 299; self-loop of Sy N X1 = 2251611 Xy = -211; 1Explanalion:
> = o S
255 < x, < 305; X2 Lines 5-8, 2= e Lines 12, o = 256; X8
Xg = -254; 19,21 are X3 = 290 17 are 5 = 256;
excuted excuted
Tries to exit self- Lines 20
loop, satisfying 23-24 are
new constraints excuted
in Sy
Y
Reached Safe: @ ‘ Conflict for the
AAll of the possible model: Explanation:
paths from Entry <€ 4 =-211; Xq <3841\
= 256; -
f:;g; reach the Exit Set of similar "] Xo - : 384 < xp-x3
. rollbacks = 26

Figure 3.3. Algorithm execution flow for the example from Figure 3.2.

Inductive step. New entries are added to path only at Lines 16 and 23, in both
cases as an extension of the entry currently on top of path. By the induction hypoth-
esis, the states of that entry are reachable from entry. It follows from the properties
of TraverseBridge and TraverseLoop that the newly reached states pushed onto
path are reachable from the states of the previous top entry, and hence, by transitivity,

from entry.

Algorithm 1 returns UNSAFE exactly when an entry {error, -) is pushed onto path
(Line 17); by the above, the sequence of entries in path at that point witnesses a

feasible path from entry to error.

O

The correctness of the safe answer is proved next, using some auxiliary lemmas.
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Lemma 1. The following is an invariant of the algorithm: For each node v € N and each
state s € v.safe there is no feasible path from entry to error going through (v,s).

Proof. Initially, all sets of safe states are empty (L), so the invariant holds trivially.
Sets of safe states are extended at two points: Line 7 and Line 25.

On Line 25, the set of safe states for node a, is extended with the blocked states
from TraverseLoop. TraverseLoop ensures that the blocked states are a superset
of the currently reached states in a, that is guaranteed to only reach safe states of w,.
Thus, this extension of safe states preserves the invariant.

On Line 7, the set of safe states for node w, is extended with the intersection of
the blocked states computed for each of v’s outgoing edges. TraverseBridge ensures
that the blocked states computed for an edge are a superset of the currently reached
states in w, that is guaranteed to only reach safe states of w, the target of the edge.
Thus, this extension of safe states preserves the invariant, too. O

Lemma 2. When an entry (v, @) is about to be popped from path (Lines 8 and 26), the
current path cannot be extended to a feasible path from entry to error.

Proof. The entry (v, ¢) is popped on Line 8 (resp. Line 26) precisely when a superset
of ¢ has just been added to w,.safe (resp. a,.safe) on Line 7 (resp. Line 25), so ¢ €
w,.safe (resp. ¢ € a,.safe) at the moment of popping. By Lemma 1, there is no feasible
path from entry to error through any state in w,.safe or a,.safe, and in particular not
through (v, ¢). Therefore, the current path prefix ending in (v, ¢) cannot be extended
to a feasible path from entry to error. O

Theorem 3. When Algorithm 1 returns SAFE, there is no feasible path from entry to
error.

Proof. Algorithm 1 returns SAFE exactly when the initial entry (entry, T) is popped
from path (Line 27). By Lemma 2, this means the current (empty) path prefix, cor-
responding to the unrestricted initial states T, cannot be extended to a feasible path
from entry to error. Hence, no feasible path from entry to error exists. O

3.2.5 W.itness Production

This section shows that Algorithm 1 can be extended to produce witnesses for both safe
and unsafe programs (if it terminates).

Violation witnesses. A witness can be computed from path constructed by Algo-
rithm 1, following the standard notion of a violation witness as a counterexample path
defined by a sequence of program states.



39 3.2 Multiloop Analysis with TPA

Definition 9 (Violation witness). Given a CPG G, = (N, E, L, entry, error), a violation
witness is an execution path [sy, ..., s, ] such that

* for each i € [1,n], tuple s; = (v;,st;) where v; € N and st; is a program state,
i.e., an assignment of all program variables,

* s, = (entry, T) and s, = (error,q) for some q # L,

* for each consecutive pair (v;,st;) and (v;,q,St;11), (V;,Vi41) € E and
L((v;, vi41))(st;, st 1) is satisfiable.

In a violation witness, loops are represented explicitly by their iterations: each
iteration of a loop v corresponds to two consecutive states (v, st;) and (v, st;,,) of the
witness, connected by the self-loop edge (v,v). A witness that traverses loop v in k
iterations therefore contains k + 1 consecutive states at node V.

When Algorithm 1 decides the input CPG to be unsafe (Line 17), the entries in
path form a blueprint for the violation witness. Let entry = vy, v;,...,V,, = error be
the sequence of nodes recorded in path. The blueprint defines exactly which loops the
counterexample traverses and in what order. However, it does not define how many
iterations are taken in each loop, nor the intermediate states of the program in those
iterations.

This information is collected during the traversal of the CPG. Every time TraverseLoop
succeeds for a node v; (Line 23), TPA has found a counterexample for the reachability
problem {curr, L((v;, v;)), 7w, .safe): atrace of some length k; that leads from a state
in curr to a state in ~w,, .safe. The provably reached states reached correspond to this
trace, i.e., every state in reached is reached from curr in exactly k; iterations of the
loop. The algorithm stores the length k; together with the entry (w,, ,reached) pushed
to path. If the algorithm later backtracks over this entry, k; is discarded with it, and
if the loop is traversed again from different reached states, a new length is computed.
Consequently, when error is reached, every loop v; on the path in path is annotated
with the number of iterations k; of its most recent successful traversal. Note that only
these numbers are stored, not the traces themselves.

The blueprint together with the iteration counts defines a concrete path through
the CPG: the edge (v, v;), followed by k; repetitions of the self-loop edge (v;,v;),
followed by the edge (v;, v,), and so on, until the edge (v,,_;, V,,)-

Constructing the witness thus requires only a single SMT query over a loop-free
formula after the verification has finished. The size of formula, grows linearly with
the total number of loop iterations Zi k;, which can be large, since TPA is designed to
discover long counterexamples. This is inherent to violation witnesses that list every
program state explicitly.

Safety witnesses. Inductive invariants are used as safety witnesses.
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Definition 10 (Safety witness). Given a CPG G, = (N, E, L,entry,error), a safety
witness is a mapping Inv : N — Fla from loops to state formulae such that Inv T,
nv,..,.,= 1L, and V(v,u)=e €E : Inv,(X) AL(e)(X,X') = Inv,(X").

entry —

Note that this definition includes the requirement that Inv,, is an inductive invariant
because the condition must hold also for self-loop edges (v, v).

Inductive invariants can be computed from the information produced by Algo-
rithm 1. Recall that the algorithm computes for each loop Vv the set of safe states
a,.safe and w,.safe. A safety witness can be obtained by computing, separately for
each loop v, a safe inductive invariant for a reachability problem (a,.safe, L((v,v)),
—w,.safe) (which is known to be safe).

Lemma 3. Suppose Inv, is a safe inductive invariant for a reachability problem

(a,.safe, L((v,v)), w,.safe) for all v € N. Then invariants of the CPG nodes Inv, is a
safety witness according to Definition 10, i.e., V(u,v) = e € E : Inv (X)AL(e)(X,X') =
Inv,(X").

Proof. Each Inv,(X) is, by construction, an inductive invariant for its corresponding
loop v. It remains to show that these invariants are inductive also with respect to
transitions between loops.

Consider an edge e = (u,v) with u # v. Since Inv, is a safe inductive invariant
for the reachability problem (a,.safe, L((u,u)), ~w,.safe), it follows that Inv, —>
w,.safe. Moreover, w,.safe A L(e) = a,.safe is valid based on how the set of safe
states is constructed in Algorithm 1: only those states at u that cannot reach states
outside of a,.safe are ever added to w,.safe. Finally, a,.safe = Inv, is valid by
construction of Inv,(X") as the inductive invariant for {(a,.safe, L((v,V)), —w,.safe).
All three implications together yield the desired property Inv, A L(e) = Inv,.

O

3.3 Evaluation of the Multiloop Verification

Algorithm 1 has been implemented in the GoLEM CHC solver®. This implementation
is referred to as GoLEM-MuLTILOOP. In the experiments, GOLEM-MULTILOOP is com-
pared with state-of-the-art tools Z3-SpaciR (v4.13.0) and ELDARIcA (v2.1.0), as well as
the existing TPA and SPACER engines of GOLEM (denoted as GOoLEM-TPA and GOLEM-
SpaciER). Benchmarks are centered specifically around multiloop instances. All ex-
periments were conducted on a machine with an AMD EPYC 7452 32-core processor

! Any model checking algorithm can be used here, including TPA.
https://github.com/usi-verification-and-security/golem.
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Figure 3.4. Comparison of performance of Golem-Multiloop with other tools: Z3-
Spacer, Eldarica, Golem-Spacer and Golem-TPA. Plot on the left demonstrates the
number of solved safe instances over time, plot on the right shows UNSAFE instances.

and 8x32 GiB of memory (the artefact, including the benchmarks and an executable
version of GOLEM-MULTILOOP, is publicly available®).
The evaluation aims to answer the following two research questions:

* RQ1: How does the new modular algorithm compare to GOLEM-TPA running on
a transformed single-loop program?

* RQ2: How does the performance of GoLEM-MULTILOOP fare against state-of-

the-art tools?

The set of benchmarks* used in the experiments is partially composed of SV-COMP-
23 instances® (specifically from the ‘Joops-crafted-1° set) and partially of crafted mul-
tiloop examples. The benchmarks have a common structure, with multiple loops in-
terconnected between each other without nested loops. The motivating example from
Figure 3.1 illustrates the structure of these benchmarks. The benchmark set consists
of 263 safe and 179 unsafe problems.

Quantile plots, shown in Figure 3.4, compare the performance of individual tools
on the benchmark set. A data point (x,y) in the plot represents the fact that the
corresponding algorithm solved y problems given time Xx (in seconds). The results

*https://zenodo.org/records/18683197.
“https://github.com/BritikovKI/fv-benchmarks-2024
Shttps://gitlab.com/sosy-lab/benchmarking/sv-benchmarks
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show that GoLEM-MutTiLoop outperforms GOoLEM-TPA both for safe and unsafe in-
stances. The large performance improvement for safe instances can be attributed to
GoLEM-MutLTiLooP’s modularity. While GoLEM-TPA has to find a single safe transition
invariant for the whole (transformed) program, GoLEM-MuLTIiLOOP builds separate
transition invariants for individual loops incrementally.

For unsafe problems, the difference between the two approaches is smaller but
still significant. The modular nature of GoLEM-MuLTILOOP likely also helps it build
better, more focused transition abstractions which, in turn, allow it to discover the real
counterexample faster than GoLEM-TPA, which needs to spend more time refining the
abstraction of the monolithic transition relation. To answer RQ1, the incremental and
modular nature of GoLEM-MULTILOOP delivers significant improvements over applying
TPA in a monolithic way to a transformed single-loop program.

GoLEM-MutLTIiLOOP also significantly outperforms state-of-the-art tools. From the
safe problems, GoLEM-MULTILOOP solves 198 benchmarks, while the second best, E1-
DARICA, was able to solve 125 benchmarks. However, ELDARICA solved 10 safe instances
uniquely, demonstrating some orthogonality to the approach. Similar results can be
observed for the unsafe benchmarks. GoLEM-MuLTILOOP solves 23 instances more
than Z3-SPACER, the second-best tool, even though Z3-SpaceEr was able to solve 12
instances uniquely. To answer RQ2, the evaluation shows that GOLEM-MULTILOOP Sig-
nificantly improves upon the state of the art, solving more instances than the next-best
competitor. Moreover, it is on average 4.1 times and 2.8 times faster than the next best
competitor on unsafe and safe instances, respectively.

Overall, the evaluation demonstrates that the new algorithm is capable of success-
fully handling both safe and unsafe challenging multiloop programs. It significantly
improves not only over TPA applied to transformed single-loop programs but also over
existing state-of-the-art tools.

3.4 The Multiloop Approach Extended to Nested Loops

The multiloop approach presented above is not efficient for verification of software
with nested loops, as it cannot handle complex nested structure, and can only handle
systems where nested loops are encoded as a single transition. The remainder of this
section presents an approach that handles nested While programs, allowing complex
loop structure. This technique uses a similar exploration flow to the multiloop approach
presented in Section 3.4.3. It applies TPA to build and refine the loop summaries dur-
ing verification, which are then used to overapproximate inner loop execution. This
additional loop approximation-based strategy enables more effective reasoning about
the behavior of nested loops. This contribution has been published and presented at
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int x1 = 0, x2 = 0;
while (x1 < 512) {
while(x2 < 32) { x2 = x2 + 2; }
x1 = x1 + x2; x2 = 0;
}
assert(xl == 512);

Figure 3.5. Nested loop example.

X2<32
Xp'=Xo +2

X 2 32
X1 =X+ X
X2' =0

X1 2512
X1 1= 512;

X1=0
X2:O;

Figure 3.6. Cutpoint Graph for program in Figure 3.5. Transitions are labeled with
constraints from Fla.

iFM 2025 [48].

3.4.1 Nested Loops and Loop Summaries

The approach uses a cutpoint graph to represent programs with nested loops, simi-
larly to how multiloop programs are represented in Section 3.4.3. Consider the While
language program in Figure 3.5, written in C syntax.

This program contains two loops: an outer loop at line 2 and an inner loop at
line 3. The outer loop increments x1 by the value of x2 and assigns 0 to x2, while the
inner loop increments x2 by 2 while x2 < 32. When execution of the loops is finished,
x1 equals 512, so the program is safe. The CPG representation of this program can be
seen in Figure 3.6.

Inner loop. Fornodes a,b € N of a CPG G4 = (N, E, L, entry,error), a path from a
to b is a sequence of edges T = [(vy, V1), (V1,V5),*+ , (Viep, Vi)l with k > 1, vy = q,
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vy = b, and (v,_;,Vv;) € E for every i € [1,k]. The set of nodes it visits is denoted
nodes(7) = {vg, V1, ..., Vi }-

Definition 11 (Inner loop node). Let G5, = (N, E, L,entry,error) be a CPG and let
v,u € N. A node u # v is an inner loop node of v if u is reachable from entry, error is
reachable from u, and v occurs on every connecting path:

Y 7 from entry to u. v € nodes( 1) and Y 7 from u to error. v € nodes().
The set of all inner loop nodes of v is denoted Inner(v) C N.

In a corresponding manner, a node u is an outer loop node of v if v is an inner loop
node of u.

Loop Summary For a CPG G, = (N, E, L,entry,error) Loop Summary is a formula
%, (X,X"), where v € N is a node in the cutpoint graph, representing a specific loop-
head. %,(X,X") overapproximates the encoding of any possible path from node v to
itself which contains edges through inner loop nodes or the node v itself. For exam-
ple, for loop s, in Figure 3.5 the corresponding loop summary % (X,X’) = (x, <
32 Ax, <33 Ax]=x;)V(xy > 32). This formula overapproximates any possible
number of iterations of loop s;.

Paths through the CPG. Reasoning about the behavior of the nested loops requires
the notions of iteration paths and simple paths through the CPG. These paths are used
to construct the loop summaries.

Definition 12 (Iteration path). Let G5 = (N, E, L, entry, error) bea CPGandletv € N.
A path T = (vy,v1)(v, V) - (Vi_1, Vi) from v to v (50 Vv, = V;) is an iteration path of
v if its first edge is its only edge with source v: Vi€ [1,k]. v,=v, = i=k

Definition 13 (Simple path). Path © = [(v,u),...,(k,1)],(v,u),...,(k,1) € E through
the CPG G4 = (N, E, L,entry,error) is called simple if V(v,u) € m.=3(k,l) € 7\
(v,u) s.t. k=v.

Expansion of a path © = [e;,...,€;,€;,1,...€,] Where e,,...,e, € E is another
path: 7’ =[e},...,€;,...,€:41,...€,] such that the first and the last edges of 7’ are
the same as in 7t, and all of the edges in 7t are present in 7.

Lemma 4 (Simple path expansion). Given a CPG G5 = (N, E, L,entry,error), and
two nodes s,t € N, any path 1 from s to t is either a simple path, or an expansion of a
simple path.
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3.4.2 Extension of the Multiloop Approach to the Programs with Nested
Loops

To resolve the drawbacks of the multiloop approach in verifying programs with nested
loops, this section introduces a technique that extends Algorithm 1. This extension
performs forward reachability analysis of the program’s cutpoint graph from entry to
error, gradually building a path through the system. The core difference of the exten-
sion is the analysis of nested loops, since loops can be composed of multiple nodes and
edges, containing inner loops and complex branching structure. The algorithm main-
tains loop summaries for every loop node in the system and uses them to construct
an overapproximated transition system for loop nodes. This transition system is then
used to check whether the loop can be exited, and if so, to construct a path through
the loop.

To keep track of the constructed loop summaries, for every node v in the CPG, the
algorithm maintains a loop summary formula: >,. Initially ¥, is set to T for every
node. Additionally, for every node v, the algorithm maintains the inner loop nodes of
node v: v.inner. When the safety check is UNSAT, TPA returns the formula reached
encoding the reached states, together with a counterexample trace ¢,,,. Otherwise,
when the target states are unreachable, it returns a transition invariant TrInv. The pro-
posed extension differs from the multiloop approach in two respects: it distinguishes
between inner and outer loops, and it modifies the loop-traversal phase so that the al-
gorithm can handle a complex inner-loop structure when a loop is nested. First, based
on the DAG, the algorithm constructs all possible simple paths through the graph from
the node to itself. These paths outline all possible iteration paths that can happen in-
side the loop. Using simple iteration paths and the loop summaries for the inner loops,
the algorithm constructs a formula u, that overapproximates a single iteration of the
loop. Based on u,, the algorithm constructs a Transition System and checks whether it
can exit the loop using this overapproximation. TPA is used for the reachability check,
allowing for a deep exploration of the loop, detecting whether an overapproximated
traversal of the loop is possible. When it is, the algorithm attempts to construct the
exact loop path through the CPG. In case the exact path does not exist, the inner loop
summaries are refined and the algorithm traverses the loop again.

3.4.3 Core Algorithm

The main flow of Algorithm 2 is similar to Algorithm 1. For the TraverseBridge
case, the algorithm attempts to traverse only the edges that do not lead to inner loop
nodes, as the inner loop nodes are handled separately. Major differences in the al-
gorithm are introduced in the TraverseLoop case, starting from Line 18, as part of
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Algorithm 2: Multiloop-Nested-TPA

Input : Cutpoint Graph G = (N, E, L,entry, error);
Output: SAFE/UNSAFE

1 path — {<wentry: T>}
2 while path is not empty do

3

® N o u H

18

19
20
21
22
23
24
25
26
27
28
29
30
31
32
33

switch path.peek() do

case (w,,curr) do
if Yw € N \ v.inner, s.t. (v,w) € E : (v,w).blocked # | then

| | SAME CODE AS IN ALGORITHM 1 | // TraverseBridge
else
| | SAME CODE AS IN ALGORITHM 1 |
case (a,,curr) do // TraverseLoop

[T, « construct all simple iteration paths from v to itself using BFS.

u,(X,...,X") « SummarizEITERATION(G, v, T1,)

(res, reached, ¢ pqep, Trinv) = TPA(curr(X), uy (X, ..., X"), 7(w, .safe)(X"))

if res = reachable then

M = pre(X) A ¢paen(X,...,X") Apost(X")

loop, < ExtractPath(G, ¢pqn, M, 11,)

if 3(w,u) € loop,, s.t. (w,u) # (v,v) then
refinedReached < RefineReached(G,v,curr, ¢pqp,l00p,)
if refinedReached = L then continue

else

‘ refinedReached < reached

path.push({w,,refinedReached))

else

2, « X, VTriny

| SAME CODE AS IN ALGORITHM 1 |

34 return SAFE
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handling the Pre case, when the algorithm enters node v with reached states curr.
Unlike the approach in Section 3.4.3, the algorithm starts by detecting all simple paths
in the CPG from node v to itself using Breadth-First Search. These paths serve as a
foundation for the construction of possible paths which the loop iteration can take (in
the case node v is a loop head of the nested loop). Using the detected simple paths,
the algorithm constructs a formula u,(X,...,X’") = SummarizelTErRaTION(G, v, I1,).
This formula overapproximates any possible loop execution, as it uses loop summaries
to overapproximate any possible execution of the nested loops. The following example
illustrates the construction of the formula u, that overapproximates the execution of a
single loop iteration.

Example 6. Recall the CPG in Figure 3.6. Suppose the goal is to overapproximate all
possible iteration paths over node s,. There are two classes, I, and I,, of iteration paths over
So: (1) simple path I; = [(sg,51),(S1,S0)], which can be encoded as L(sy,s1) A L(s1,S0),
and (2) path with inner loop execution® I, = [(so,51)1®[(s1,51), - - ., (51,51)]10[(51,50)],
where [(S1,51),---,(51,51)] is some number of inner loop iterations. The path can be
encoded as L(sq,57) A L(s1,81) A -+ A L(s1,81) A L(sq,0). It is known that the loop
summary ZSI(X ,X') = xé <33A xi = X, overapproximates any execution of the inner
loop. Therefore, any iteration path over s; can be overapproximated by the following
formula”: u(X©@,xM xF x@) =
A B
L(50, 5 )X, XY A (L(51,50)X D, XB) v (2, 6, XY A L5y, 50) 07, X D))

~~

c D

Here, conjunct A captures the traversal of edge (S,,5,), shared between both iteration
classes. Conjunct B encodes two cases: either only (s1,s,) is traversed without enter-
ing the loop (captured by C), or the loop over s, is traversed, followed by the traver-
sal of edge (sq,S,) (captured by D). The formula u overapproximates the simple path
[(S9>$1), (51,80)] or any iteration path. The concrete formula would look as follows (with
variable sets X, X® substituted by X, X’): ,uSO(X,X(l),Xf,X’) =

A c

(xl <512A xil) =x; A xgl) = x2) /\((xgl) >32Ax] = xgl) + xél) Ax,=0)V

(xS S33/\x{=x§1))/\(x£232/\x1=x{+x£/\x£=0)))

D
Based on the example above, the following procedure produces formulae that over-

approximate a single iteration over a specific loophead in the CPG:

Definition 14 (SUMMARIZEITERATION). Given a CPG G = (N, E, L,entry,error), a
node v € N, and the set II of all simple iteration paths from node v to itself, SUMMA-

®Here ® denotes concatenation of paths.
"Throughout, X/ is a fresh copy of variables X.
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RIZEITERATION produces a formula u,(X,...,X’)%:

|
\ (L(eo)(X(O),X(l)) A

nell

-1

N\ (Z,&D, X5 AL, x D)) v L(ei)(X(“,X““))))
i=1

For each disjunct, the set of variables X© is substituted by X and X ™) by X'.

Formula u, overapproximates any possible single iteration from v to itself. This
allows to use U, as a basis for the transition system, that would overapproximate loop
execution over node V.

Lemma 5 (Iteration Overapproximation). Let SUMMARIZEITERATION over a CPG G =
(N,E, L,entry,error), node v, a set of simple paths I1,, return a formula u. Then, for any
iteration path T, (path from a predicate to itself through inner loop nodes), its encoding:
()X, X)) = ux©®, ..., xM),

Proof. The lemma is proved by contradiction. Assume there exists an iteration path 7,
such that ¢ (7, )(X©, ..., XA =u(X©,...,X™) is satisfiable.

By Lemma 4, any path 7, is either a simple path, or an expansion of a simple path
n, = [eq,...,e,]. Therefore, the iteration can be written as 7, = [(v,k)] ® 7, &
[(k,])]®---®m,®[(r,v)], where each loop path 7, is either an empty path or a loop
path over inner loop node. Basically 7T, is either a simple path, or a simple path with

some loops within it.

By definition u = \/nel’[ U, where each u, corresponds to a specific simple path
7. By the initial assumption, ¢ (7r,) A~ is satisfiable, so ¢ (7,) A ., is also satisfi-
able for every u . Consider specifically u,, which was constructed for the same simple
path as the considered iteration 7t,. The conjunction ¢ (7T,) A =, can be written as:

P(m )X, . XY A, (X, x™) =

(
L(ep)(X©,xM) A (e1)
(¢(m XD, XOYA L(en)(X D, x DY) A (ez)
AN
(p(m XD, ., XEDYA L(e, )X, x (™)) (en)
) A (
L(ey)(X@, x M)A (e1)
(L(e)X @, xE D) v (2 (XD, X D) A Len)(X D, X)) A (e3)
AN
(Ll )XD, XMy v (2, (XD, XD A L(e, ) (X1, xMY)) (e,)
).

8X7 is an auxiliary copy of variables X, unique for each conjunct. It is needed to ensure the equiva-
lence of the variable versions of the first and last set of variables within each conjunct. Here |7t| denotes
the size of the path.
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Based on the definition of the loop summaries, for any loop path 7t,: ¢ (7, )(X,...,X")
¥ (X,...,X’). Additionally, for any edge e;: L(e;)(X,X’) — L(e;)(X,X’). There-
fore, for each e;: ¢ (m)(XD, ..., XO) A L(e,)(XD, XUV — L(e)(XD,xD) v
(XD, XOY A L(ey)(XD, X)), This means that:

¢(m,) = Uy,

Therefore, ¢ (7,) A 7, is unsatisfiable. It is a contradiction of the initial assumption
that ¢(7t,) A 1 is satisfiable. This completes the proof. O

After constructing a formula that overapproximates a single loop iteration over v:
u,(X,...,X") at Line 20, the algorithm proceeds to detect whether it is feasible to tra-
verse the loop, reaching some potentially unsafe states (—w,,.safe). The algorithm uses
TPA to check the reachability, using formula u, as the transition. In case potentially
unsafe states are reachable, the algorithm then needs to confirm that the result was
not spurious (as U, is an overapproximation) and to construct an exact path through
the loop. When the TPA call finds a counterexample, TPA can return ¢, which is
a logical formula ¢ q;(X,...,X") = u,(X,...)A--- Au,(...,X") composed of tran-
sitions, such that curr(X) A ¢ o (X, ..., X") A =(w,.safe(X")) is SAT. At Line 23 the
algorithm extracts a variable evaluation that leads to reaching some state that satisfies
—w,.safe. Function EXTRACTPATH is used to analyze this variable evaluation and to
extract a path through the loop that leads to the violation of the safety property.

Definition 15 (EXTRACTPATH). Given a CPG system G, a satisfiable formula ¢ = (pre(. .
A, (X XOYA A, (XD ,X(”))/\post(X(”))), and a set of simple paths
I1, from v to itself, let M |= ¢ be a model of ¢p. EXTRACTPATH returns the sequence of sim-
plepaths {mty,..., 7, | M |= preAu,, -+ A, Apost,s.t. forali€[1,n],m; €II,}.

Afterwards, the algorithm checks whether a feasible path extending this sequence
exists by calling RefineReached (Line 26), described in detail in the next section.
It either constructs a concrete path through the loop, keeping track of reached states,
entering and exiting every node, or returns ) and refines the loop summaries of the
nodes used to construct U,,.

In case when the potentially unsafe states are not reachable, the algorithm follows
the same steps as Algorithm 1, updating the safe states.

3.4.4 Refinement of Reached States

This subsection describes RefineReached, which is called in the Pre stage of Algo-
rithm 2. RefineReached takes as input a CPG G of a program, a node v over which
the loop path is considered, formula pre, which records the set of states currently

—

LX)
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reached in the system, a path loop, through the loop that can reach —w,.safe, and
a formula ¢path which overapproximates the path through the loop. The procedure
either constructs reachable states that satisfy —w,.safe or, if such states do not exist,
refines the loop summaries and returns L. The refined loop summaries change u, in
Algorithm 2, blocking spurious paths and refining the overapproximation of a single
loop iteration.

This procedure gradually constructs a concrete path through the CPG, maintaining
the set of states that are reached within the system, following the path detected by
Algorithm 2. The approach follows the same logic as Algorithm 2, restricted to a single
path: it does not explore all possible paths through the cutpoint graph, but only needs
to check and refine one specific path in the graph. Additionally; it keeps track of index
0 <id < 2x]|loop,|, defining the position in the traversed path. id is double the size
of [loop, | due to the u, formula encoding, as iteration overapproximation encodes ev-
ery edge e; as L(e,)(X®D, XYV (L(e)(XD XAz (XU, x(E+D)), The algorithm
traverses edges one by one and unrolls the loops encountered during traversal, produc-
ing concrete reachable states instead of the ones produced by the loop summary. In
case the loop traversal does not lead to the expected set of states, it is refined using
the transition invariant produced by TPA. The algorithm returns L if the given path is
spurious and the loop summaries were refined. It maintains the currently reached set
of states curr, and updates it while traversing an exact path to reach some of the states
that satisfy ¢,,,. The path construction follows the simplified two-case approach of
Algorithm 2 in two stages, which are described below.

Post: When the algorithm exits a node, the edge traversal is simplified compared
to the original approach. The procedure does not need to roll back, as if it refines
some of the inner loop summaries, the reachability check of the outer loop v is ex-
ecuted again in Algorithm 2 to construct a different path. The algorithm approxi-
mates the states reachable after traversal of the edge (Line 6) with MBP. Formula
curr(XUD) A (;bpath(X(O), ..., X)) is satisfiable, as initially, based on the TPA exe-
cution in Algorithm 2, curr(X©) A @ pach X©_ . .., x™) is satisfiable, and curr is
updated only when it satisfies the formula ¢,,,;(X © ..., x®),

Pre: When the algorithm enters a node, it attempts to traverse the corresponding
loop to reach the states expected by (/)Imth. First, the algorithm constructs a formula
representing the states expected after execution of the loop, extracting part of the
formula ¢, (Line 9). Afterwards, the algorithm follows the flow of Algorithm 2 to
construct the exact set of states reachable after the execution of the loop that satisfy the
expected target formula. In case such traversal of the loop is impossible, the algorithm
refines the loop summary (Line 21) and returns L, to refine the outer loop path and
attempt the loop traversal again.
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Algorithm 3: RefineReached(G, v, pre, ¢4, l00D,)

Input : Cutpoint Graph G = (N, E, L, entry,error); Node v € N; Preconditions
formula pre; Formula which overapproximates path through the loop
® parhs; Vector of traversed edges loop,

Output : refinedReached - refined formula of reached states, or false if TPA
execution was spurious

1 curr « pre
2 forie(0,...,|loop,]|) do

3 | id <« 2x%i

4 | (w,u) « loop,[i]

5 | M= curr(XU) A qbpath(X(O), LX) // TraverseBridge
6 | curr — MBP(Ix(d+D) .

curr(XUDYA o n X, ., x 0D x (D) 5y pr)

7 | if w # v then

8 while T do // TraverseLoop
9 toReach(XW+?) | ) — ¢p(xWd+2) Vst Gpath =

FX, ..., X0+ 2 ) A p(xEd+2) )

10 I1,, « construct all simple paths from w to itself using BFS.

11 Uy (X, X’) « SummarIZEITERATION(G, W, I1,,,)

12 (res,reached, subpath, Trinv) =

TPA(curr(X), u,(X,...,X"), toReach(X’,...))

13 if res = reachable then

14 M = pre(X) Asubpath(X,...,X") Apost(X’)

15 subloop « ExtractPath(G,subpath, M,I1,,)

16 refined < RefineReached(G,w,curr,subpath,subloop)
17 if refined = | then continue;

18 ;

19 curr « refined
20 else
21 2, =2y, ATrinv
22 return L

23 return curr

3.4 The Multiloop Approach Extended to Nested Loops
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Figure 3.7. The algorithm execution flow for the example from Figure 3.6.

3.4.5 Example

To demonstrate the execution of Algorithm 2, the motivating example from Figure 3.6
is used as input. Its execution is depicted in Figure 3.7.

Initially, the algorithm execution is similar to Algorithm 1. It attempts to leave
entry and picks the single (unblocked) outgoing edge leading to s,,. Potentially unsafe
states at @, are T at this point, so TraverseBridge computes reached states at a;,
to be x; = 0 A x, = 0. Attempting to continue from this state will now fail, because
the only outgoing edge to error is not feasible, as determined by TraverseBridge
with x; < 512 being the blocked states.
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The algorithm now backtracks to a,, and attempts to traverse loop s, again, but
this time with x; > 512 representing the potentially unsafe states. The transition rela-
tion is constructed as follows: ;= L(so,51)(X, X" ) A X (X', X") A L(s1,50)(X’, X").
This transition relation is used in the call to TPA, which detects that potentially un-
safe states are reachable in one transition and produces a corresponding path formula
®path = Ms,» to which corresponds a path through the loop: (s,51), (s1,50)- Algo-
rithm 3 is called to construct a concrete path through the loop based on the extracted
path. RefineReached traverses the edge (s,,$;), reaching the state x; = 0Ax, = 0.
Afterwards, it constructs the states that it expects to reach after the execution of the
loop s,. These states are described by the formula: x] = x; +x, Ax;, = 0Ax] > 512.
These states are not reachable by the call to TPA over s,, as it can only reach x, = 32
after one iteration. Therefore, TPA constructs a new loop summary Zsl(X ,X) = x; >
X9 A x; <33A x{ = Xx;, and RefineReached returns L.

Afterwards, Algorithm 2 attempts to traverse loop s, one more time, using the up-
dated loop summary. Similarly to the previous attempt, it constructs i, with updated
%.,, and calls TPA, which detects a potential counterexample in 16 transitions and con-
structs path formula ¢ ,,,, = s, A- . . A, Of 16 transitions, to which the corresponding
path is: [(Sg,$1),(51,S0), - - -, (51,89)] — 16 iterations over loop .

RefineReached is called over the system again, and it traverses the detected path,
unrolling the loop over s;, reaching the state x, = 0 A x; = 32 after the first it-
eration, x, = 0 A x; = 64 after the second, until it reaches the 16th iteration and
it attempts to traverse loop s; from the state x, = 0 A x; = 480, trying to reach
Xy = x; + x5 A x;, = 0Ax] > 512, which can be simplified to x; + x, > 512. Here
TPA once again detects that these conditions are unreachable after execution of the
loop over s; and refines the summary % , blocking the spurious counterexample, with
TraverseBridge determining x; < O to be the safe states at w;, .

In the final attempt to traverse s,, TPA determines that no unsafe state is reachable
anymore and computes x; = OAx, = 0 as new safe states at a; . Finally, the algorithm
backtracks t0 Wy, and, with no new feasible way to extend the path, it concludes
safety.

3.4.6 Correctness

This section first proves correctness when Algorithm 2 answers UNSAFE.

Theorem 4. When Algorithm 2 returns UNSAFE, there exists a feasible path from entry
to error.

Proof. The proof follows the same induction as Theorem 2, since Algorithm 2 only
changes the handling of the Pre case (Line 18); the Post case (TraverseBridge) is
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unchanged, so the argument for entries pushed on Line 16 is identical.

For entries pushed on Line 30, a target state is first found reachable under the
overapproximate transition W, by TPA (Line 21). This overapproximate witness is
only accepted once confirmed concrete: ExTRACTPATH (Line 23) extracts the simple
paths which need to be expanded to reach the counterexample, and Ref ineReached
(Line 26) attempts to confirm that simple paths correspond to an actual path through
the loop which reaches the expected state. If it is confiremed with concrete path
through the loops refinedReached is pushed onto path, otherwise RefineReached
refines the inner loop summaries, updating u, and forces the algorithm to retry with-
out extending path.

Hence, as in Theorem 2, every entry added to path carries states reachable from
entry, so Algorithm 2 returning UNSAFE (Line 17) establishes a feasible path from
entry to error. O

The correctness of the SAFE answer is proved next, using some auxiliary lemmas.

Lemma 6. The following is an invariant of the algorithm: For each node v € N and each
state s € v.safe there is no feasible path from entry to error going through (v, s).

Proof. The argument for TraverseBridge (Line 7) is unchanged from Lemma 1, since
Algorithm 2 does not modify the Post case.

On Line 25, the set of safe states for node a, is extended with the blocked states
returned by TraverseLoop, computed with respect to the overapproximate transition
u, rather than the exact loop transition. Since U, overapproximates every possible
loop iteration (according to Lemma 5), any state which is unreachable under u,, is also
unreachable with the exact, concrete transitions. Thus, the blocked states remain a
superset of the currently reached states in a,,.saf e are guaranteed to only reach safe
states of w,.saf e, and this extension of safe states preserves the invariant. O

Lemma 7. When an entry (v, @) is about to be popped from path (Lines 8 and 26), the
current path cannot be extended to a feasible path from entry to error.

Proof. The proof is analogous to that of Lemma 2, using Lemma 6 in place of Lemma 1.
O

Theorem 5. When Algorithm 2 returns SAFE, there is no feasible path from entry to
error.

Proof. Algorithm 2 returns SAFE exactly when the initial entry (entry, T) is popped
from path (Line 27). By Lemma 7, this means the current (empty) path prefix, cor-
responding to the unrestricted initial states T, cannot be extended to a feasible path
from entry to error. Hence, no feasible path from entry to error exists. O
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3.4.7 Witness Production

This subsection describes witness production for Algorithm 2.

Unsafety witness. Unsafe witness production follows the procedure for Algorithm 1:
the entries of path form the blueprint of the witness, the traversal of every loop on the
path is recorded when it succeeds, and the concrete states are obtained from a model
of the loop-free formula encoding the resulting path. The difference lies in how the
traversal of a loop is recorded, since a loop v with inner loops is no longer traversed by
repeating a single self-loop edge.

When TraverseLoop succeeds for a node v (Line 30), TPA has returned a coun-
terexample ¢,,,, composed of k, copies of ., where k, is the length of the trace, i.e.,
the number of iterations of the outer loop v. EXTRACTPATH splits this counterexample
into k, simple iteration paths 74,..., i, € II,, one for each iteration. These paths
may pass through the heads of inner loops w, whose execution U, only overapproxi-
mates by the loop summary %,,. RefineReached replaces each such summary by a
concrete traversal: it calls TPA on the inner loop w, which again returns a counterexam-
ple whose length k,, is the number of iterations of w, and it refines the loops nested in w
recursively in the same way. If RefineReached succeeds (refinedReached # 1),
every iteration of v and of every inner loop along the way has been made concrete.
The result is a path loop,, of CPG edges from v back to v, in which every inner loop
w is unrolled the number of times k,, returned by TPA. The algorithm stores this path
together with the entry (w,, refinedReached) pushed to path. If v has no inner
loops, loop, consists of k, repetitions of the self-loop edge (v, V), exactly as for Al-
gorithm 1. If RefineReached returns L, the spurious path is discarded, and if the
algorithm backtracks over an entry, the stored path is discarded together with it.

When error is reached, concatenating the edges between the loops recorded in
path with the stored loop paths yields a concrete path through the CPG from entry
to error. As before, the path is encoded as a loop-free formula, which is satisfiable
because every set of states recorded during the traversal (both in path and in curr
within RefineReached) contains only states that are provably reached along the path.
A model of this formula gives the concrete program states of the violation witness
according to Definition 9.

Safety witness. When the algorithm returns SAFE, it has proven that no feasible
path exists from entry to error. The witness construction in this case is more complex
compared to the original approach, as the algorithm needs to construct a witness for
both the outer and inner loops. Similarly to Definition 10, inductive invariants are used
as safety witnesses.

Inductive invariants can be computed from the information produced by Algo-
rithm 2. The inductive invariant for the outer loops can be computed using the itera-
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tion overapproximation u, and the a,, w, states. Separately for each outer loop v, a
safe inductive invariant is computed for a reachability problem (a,.safe, u,,, 7w, .safe)
(which is known to be safe).® Afterwards, the inductive invariants for the inner loops
are computed similarly. It is possible to compute all the simple paths from the outer
loop head v to the inner loop head w, using DFS: II,,. For each inner loop w, there
exists a computed loop summary %.,,. To compute pre-states for node w, the following
formula should be constructed:

a,.safe(...,X) = \/ ([nvv(X(O)) A (X, ..,X(”)))[X(") —X]

nell,,

where u,, is a formula that overapproximates the execution of the path from v to w,
using the loop summaries of the inner loops.

|7l

b = L(e) X, X A A (2, D, X5) A L(e) (X!, X)) v L(e ) (X, X))
i=1

The post-states can be computed as follows:

w,.safe(...,.X)=a,.safe(...,. XAz, (X x)[xD - x]

Afterwards, the inductive invariant for each inner loop w can be computed using
the reachability problem (a,,.safe, u,,, 7w,,.safe), which is guaranteed to be safe, since
2., overapproximates any loop traversal. Safety check can produce a safe inductive
invariant for each inner loop w: Inv,,. This procedure can be applied hierarchically to
all inner loops until the innermost loops are reached.

Lemma 8. Suppose Inv(v) is a safe inductive invariant for a reachability problem
(a,.safe, u,, w,.safe) for all v € N. Then Inv is a safety witness according to Defini-
tion 10, i.e., V(u,v) =e € E : Inv(u) A L(e) = Inv(v).

Proof. Each Inv(v) is, by construction, an inductive invariant for its corresponding loop
(since w, is an overapproximation of a single loop iteration). For all outer loop heads
the correctness of the lemma follows directly from the Lemma 3.

It remains to prove that the invariants are inductive with respect to the inner
loops (and between inner loops) as well. Consider two nodes u and v, such that

°Any model checking algorithm can be used here, including TPA.
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there exists an edge e = (u,v) with u # v, and u and v are connected within an
inner loop. Since Inv(u) is a safe inductive invariant for the reachability problem
(a,.safe, u,, “w,.safe), it follows that Inv(u) =—> w,.safe. By construction of
the algorithm, a,.safe(...,X") = (a)u.safe(. LX)A L(e)(X,X’)) V ... The formula
w,.safe A L(e) = a,.safe is valid based on how the set of safe states is constructed
for the inner loops. Finally, a,.safe = Inv(v) is valid by construction of Inv(v)
as the inductive invariant for (a,.safe, u,, 7w, .safe). All three implications together
yield the desired property Inv(u) A L(e) = Inv(v).

O

3.5 Evaluation of the Extended Multiloop Technique

Algorithm 2 has been implemented in the GoLEM CHC solver'?; this implementation
is referred to as CSRA. It is compared to several state-of-the-art tools: Z3-SPACER (im-
plemented in Z3, v4.13.1), ELDARICA (v2.2.0), LOAT - ABMC (v0.7.0), and to existing
GoLEM engines, namely GOLEM-TPA and GOoLEM-SPACER. The evaluation focuses on
complex linear CHC instances encoding programs with nested loops. Experiments were
conducted on an Ubuntu 20.04 machine with an AMD EPYC 7452 32-core processor
and 8x32 GiB RAM (the artefact is publicly available!!). The evaluation addresses the
following research questions:

* RQ1: How does the new algorithm compare to other engines in GOLEM?
* RQ2: How does CSRA perform against state-of-the-art tools?

The benchmark suite'? is composed of nested-loop instances selected from the LIA
category of CHC-COMP 2024 [70] and aeval-benchmarks [84]. Additionally, nested-
loop functions were extracted from the source code of several tools: Z3, OPENSMT,
SEaHoORN, and GoLEM, and encoded as LIA CHC instances using Korn and SEAHORN.
Benchmark selection is based on the presence of nested loops in the original program;
for instances without nested loops, CSRA performs similarly to GoLEM-TPA (for exam-
ple, on the LIA-lin benchmarks from CHC-Comp, which mainly contain single loops,
CSRA is on average 20% faster compared to GoLEM-TPA and solves 20 more instances).
The final set contains 130 CHC instances (68 SAT, 62 UNSAT).

Each point (x, y) in the plots represents the solving times of a particular CHC
instance, with x being the execution time of CSRA and y the execution time of the

Ohttps://github.com/usi-verification-and-security/golem/tree/nested-1oops.
Uhttps://zenodo.org/records/17055558.
2https://github.com/BritikovKl/pretzel-benchmarks/tree/main


https://github.com/usi-verification-and-security/golem/tree/nested-loops
https://zenodo.org/records/17055558
https://github.com/BritikovKI/pretzel-benchmarks/tree/main
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Figure 3.8. Comparison of CSRA with other engines in Golem.

competitor. Green squares are SAT instances, and red circles are UNSAT instances.
Points above the diagonal indicate cases where CSRA outperformed the competitor.
Points beyond 300s are timeouts for at least one of the engines.

The results indicate that CSRA consistently outperforms both GoLEM-SpPACER and
GoLEM-TPA for SAT and UNSAT instances. This can be attributed to the modular na-
ture of the algorithm, which decomposes the reachability analysis task into multiple,
smaller subproblems — thereby reducing the overall complexity of reasoning. CSRA
leverages structural information and explicitly analyzes cycles separately, which bene-
fits both SAT and UNSAT performance. In contrast, GoLEM-TPA merges the entire CHC
system into a CHC cycle composed from a single clause, losing structural information.
GOLEM-SPACER, while effective in many scenarios, struggles with deep nested loops. In
particular, as the number of loop iterations increases, GOLEM-SPACER frequently times
out. Overall, CSRA solved 118/130 instances, compared to 78 for GoLEM-TPA and 93
for GoLEM-SPAacER. To answer RQ1, the compositional strategy of CSRA leads to better
performance. This can be attributed to the modular summarization-based approach,
which uses TPAfor fast deep reachability checks and summarization, while maintaining
structural information about the system.

Figure 3.9 gives comparison charts for CSRA to other state-of-the-art CHC solvers.
CSRA solves the most benchmarks (118), followed by ELpaRIcA (111), Z3-SPACER (91),
and LoAT - ABMC (55). The listed approaches are somewhat orthogonal, as ELDARICA
solves 6 SAT and 1 UNSAT instance uniquely, and Z3-SPACER solves 3 unique SAT prob-
lems. CSRA significantly outperforms all competitors for the UNSAT systems. In the
analysis of SAT instances, CSRA is competitive with other techniques; it is only slightly
outperformed by ELDARICA, which solves 6 more SAT problems. To address RQ2, the
evaluation shows that CSRA not only solves the highest number of benchmarks but
also does so more efficiently. On average, for instances solved by both solvers, CSRA
is 2.5x faster than ELDARICA and 1.9X faster than Z3-SpacER. In summary, the pro-
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Figure 3.9. Comparison of CSRA with state-of-the-art.

posed algorithm achieves strong performance on both SAT and UNSAT CHC instances,
outperforming existing GOLEM engines and other state-of-the-art solvers.

3.6 Limitations

Both approaches presented in this chapter have limitations that originate from the
techniques they build on.

Theory support. Both algorithms rely on Craig interpolation and model-based
projection: interpolation is used to learn blocked and safe states and inside TPA to
construct transition invariants, and MBP is used to underapproximate the reached
states. Consequently, they can be applied only to theories for which these operations
are available. The implementation in GoLEM supports linear real and integer arith-
metic (QF_LRA and QF_LTIA). For example, a program containing the loop

while (i <n) {s=s+1ix*x1i; i=1+1; }

cannot be analyzed, since the multiplication i * 1 is nonlinear, and neither can pro-
grams whose state includes arrays or other data structures.

Cost of the safety checks. Every traversal of a loop is decided by a full safety check
with TPA, and a loop may be entered many times, once for every new set of reached
states produced by the search. Although transition invariants are reused between these
queries, a loop with a complex body, whose behavior can only be captured by complex,
e.g., highly disjunctive, transition invariants, may require many refinements of TPA and
dominate the overall running time. For nested loops, the cost grows further. Formula
U, is a disjunction over all simple iteration paths through the loop body, and the number
of such paths can grow exponentially with the number of branches in the body: a loop
body with k consecutive if-else statements has up to 2¢ simple iteration paths. In
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addition, every spurious counterexample found with the overapproximation u,, triggers
a refinement of the inner loop summaries and a new TPA query for the outer loop, so
deeply nested loops with imprecise initial summaries may require many iterations of
this refinement loop.

Extending the supported theories and reducing the cost of the safety checks, e.g.,
by running independent loop-level queries in parallel, are discussed in Section 3.8.

3.7 Related Work

Invariant generation. Inductive invariant generation is a widely used technique for
reasoning about loops by producing an overapproximation of program states, such
that any loop iteration remains within the same overapproximation. Multiple ap-
proaches include CEGAR and predicate abstraction [148], IC3/PDR [41, 115], pro-
gram transformation-based methods [120], syntax-guided synthesis [83], and machine
learning/neural networks [121, 162]. One of the most popular approaches, used in a
wide variety of algorithms, is interpolation-based invariant generation [136]. Unlike
the approaches above, the method presented in this chapter does not rely purely on
state invariant generation to prove safety, but instead uses transition invariants to sum-
marize loop behavior and reason about the system. Additionally, unlike these other
techniques, the multiloop approach exploits the structural information of the system,
exploring the loops in a modular and guided manner.

Lazy annotation and conflict-driven path exploration. Lazy annotation [146,
147] transfers the conflict-learning principle of CDCL SAT solvers to program verifi-
cation. It searches for a feasible path to the error location in a depth-first manner,
and whenever the search reaches a dead end, it uses Craig interpolation to annotate
the program locations on the path with conditions that explain why the error cannot
be reached from there. These annotations act like learned clauses: they prune the
subsequent search, which avoids states already covered by an annotation. A related
approach is Lazy Abstraction with Interpolants (LAWI) [145], which builds an abstract
reachability tree labeled with interpolants and uses a covering relation between its
nodes to detect when the exploration of a loop can stop. Algorithm 1 follows the same
principle at the level of the cutpoint graph: it extends a path prefix (path), backtracks
when the prefix cannot be extended, and before backtracking learns, via interpolation,
sets of blocked and safe states that prevent the search from revisiting the same conflict.
The main difference lies in the treatment of loops. Lazy annotation and LAWI explore
loops iteration by iteration and rely on the learned annotations to eventually generalize
across iterations. In contrast, Algorithm 1 treats the traversal of a whole loop as a single
step of the search, decided by a TPA reachability query, and the transition invariants
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it learns summarize any number of loop iterations and are reused in later queries to
the same loop. This lets the search reach loop exits that require a very large number
of iterations.

Decomposition and distributed verification. Another line of work decomposes
a verification task along the structure of the program. Spacer [124] computes under-
and overapproximating summaries of procedures for the verification of recursive pro-
grams. Beyer et al. [28] decompose a verification task into multiple smaller, connected
tasks, one for each block of the program’s control flow, and compute block summaries
by distributed, continuous refinement. For every block, preconditions are synthesized
at the block entry from the postconditions of its predecessors, and violation conditions
are synthesized at the block exit from the violation conditions of its successors. Since
every block is an independent verification problem, all blocks can be analyzed in par-
allel, and the analysis of a block is restarted whenever new information from its neigh-
bors becomes available. The approaches in this chapter share the idea of decomposing
the system along its structure and of exchanging information about states between its
components: the reached states play the role of preconditions passed forward to the
next loop, and the safe states a,.safe and w, .safe play the role of (negated) violation
conditions passed backward. The decomposition, however, serves a different purpose.
The approach of Beyer et al. is designed for distribution, analyzing all blocks indepen-
dently and in parallel, whereas the approaches in this chapter use loops as the unit of
decomposition and are guided by a single path search, so that information is computed
only for the states actually reached along the current path. Running the independent
loop-level queries in parallel, in the spirit of distributed summary synthesis, is a natural
direction for combining the two ideas.

Single-loop transformation. A common strategy for analyzing complex systems is
to transform them into a single-loop representation [1, 75]. This enables techniques
such as IMC or TPA, which are optimized for single-loop analysis [29], to be applied
to the original, more complex program structure. This transformation, however, leads
to a loss of structural information, which can negatively impact the performance of the
analysis.

Loop acceleration. Techniques [15, 40] aim to produce quantifier-free first-order
formulae that are equivalent to or underapproximate a loop’s behavior. These methods
are motivated by improving the scalability of safety verification, attempting to replace a
loop with a concrete formula. State-of-the-art acceleration approaches predominantly
rely on underapproximation and can struggle with proving safety. Unlike the presented
technique, state-of-the-art loop acceleration techniques are limited to simple loops and
rely on underapproximation, which makes them unsuitable for proving safety.

Loop summarization. A group of approaches overapproximates loop execution
by constructing a symbolic relation between loop inputs and outputs, allowing the
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loop to be abstracted away in subsequent analysis. Common methods include sym-
bolic abstraction [37, 126, 168] and symbolic execution [101, 169]. However, such
approaches are typically property-agnostic and unaware of the surrounding system,
which can reduce their effectiveness. Some of the approaches above also do not sup-
port summarization of nested loops. In contrast, the method presented here performs
property-guided summary generation and handles nested loops.

3.8 Future Work

The techniques presented in this chapter enable modular, efficient safety verification
of software systems with multiple and nested loops, while taking the structure of the
verified system into account. Nevertheless, several extensions and improvements to
this work are possible.

A direct way to address the theory limitation discussed in Section 3.6 is to extend
the approach to further theories, such as arrays or nonlinear arithmetic. The algorithms
themselves do not depend on a particular theory; they only require interpolation and
model-based projection, so they can be applied to any theory for which the SMT solver
supports these operations.

One such extension is parallelized safety verification. Due to the modular nature of
both algorithms, the analysis can be parallelized, exploring multiple paths through the
CPG simultaneously. The parallel threads could share information as it is discovered,
jointly updating the transition invariants and the incoming and outgoing state sets
associated with each CPG node. This would significantly speed up the analysis, both
when proving safety and when searching for counterexamples.

Another direction is to reverse the search and adopt a PDR-like, backward explo-
ration. The algorithm would start from the unsafe states and explore backward toward
the initial states of the system. This backward search could be combined with the exist-
ing forward analysis and potentially improve verification performance, especially when
the two directions are run in parallel.

A further direction is to use the approach for incremental verification. During anal-
ysis, many artifacts are produced: the explored states of each loop, transition invari-
ants, and state invariants, all of which carry information useful for verification. If only
part of the program is subsequently changed, the artifacts already computed for the
unaffected parts can be reused, and only the parts invalidated by the change need to
be recomputed, significantly speeding up verification. This would make the technique
far better suited to integration into an active development workflow, such as regression
verification or continuous integration.
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3.9 Conclusion

This chapter introduced two approaches: one for safety verification of programs with
multiple loops, and its extended approach for the verification of programs with nested
loops. The idea that connects both approaches is a modular analysis and path-by-
path exploration of the system. The multiloop approach propagates information about
reachable and blocked states between consecutive loops. The utilization of Transition
Power Abstraction for the analysis of individual loops enables incremental computation
and use of transition invariants for program verification, which significantly improves
the overall performance of the approach. The extended technique additionally exploits
the capability of TPA to produce transition invariants to the full capacity. Produced
transition invariants serve as a loop summary, offering efficient and compact over-
approximations of nested loop systems. The chapter proved the correctness of both
algorithms and demonstrated how witnesses, both for SAFE and UNSAFE instances,
can be generated. The experimental evaluation demonstrates that the proposed ap-
proaches significantly outperform a straightforward application of TPA as well as other
competitors in the analysis of multiloop and nested-loop systems. Two novel solutions
have been presented at FM 2024 and iFM 2025, with [47] winning the distinguished
paper award at FM 2024.
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3.9 Conclusion




Chapter 4

Mutually Guided Termination and
Nontermination Analysis

Termination analysis of infinite-state systems is a fundamental problem in formal meth-
ods. Proving termination and nontermination is undecidable in general, yet there exist
many techniques that succeed on a large class of real-world problems. Modern tech-
niques treat termination and nontermination as separate problems, since each has a
different proof procedure. The existence of a ranking function by e.g. [21, 85, 96, 109,
128, 156, 160] witnesses termination by providing a measure that strictly decreases
along every transition. Alternatively, fixpoint computation, e.g. [173], and disjunc-
tively well-founded transition invariants [27, 66, 127, 171] have been proposed for
termination analysis. Nontermination techniques are predominantly based on the de-
tection of recurrent sets — sets of states from which execution cannot escape [52].
There also exist alternative approaches based on Hoare-style reasoning [133], safety
proving, representing infinite runs as sums of geometric series [134], or synthesis of
negative exact loop bounds.

This chapter presents a unified framework for proving both termination and non-
termination. This framework extends the safety-based nontermination analysis (SNA),
enabling it to prove termination. The extension is a novel interpolation-based method
for generating disjunctively well-founded transition invariants for termination analy-
sis. The proposed approach uses terminating transition traces constructed by SNA,
overapproximating them with a Craig interpolation. The interpolant is processed into
a transition invariant candidate, which is used to prove termination. Additionally,
based on the transition invariant candidate, the algorithm creates smaller, focused
(non)termination problems, which guide the analysis of the whole transition system.
Solving these problems helps to extend the transition invariant candidate and enables
an efficient nontermination analysis of complex problems.

65
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The new technique was implemented in the GoLEM Constrained Horn Clause solver
and evaluated on the Integer Transition Systems benchmarks from the Termination
Competition [97]. Our tool solved a large number of terminating instances and demon-
strated significant improvement for nontermination analysis, compared to the classical
SNA. The comparison with the winners of the Termination Competition 2025'—KoAT,
LoAT, and T2— shows that the approach is competitive with state-of-the-art tools and
can solve unique instances, including those that were never solved by any tool before.

Overall, the contributions of this chapter are as follows: (1) a novel interpolation-
based method for the generation of disjunctively well-founded transition invariants, (2)
a unified termination/nontermination analysis procedure that utilizes the intermediate
results of (non)termination analysis for self-guidance, and (3) its implementation and
evaluation. This work is going to be submitted to TACAS 2027 conference.

4.1 Preliminaries

This section introduces the required definitions and formalisms required for the intro-
duced termination analysis framework.

This contribution is based on the Transition System TS = (Init, Tr,X) and safety
problem P = (Init, Tr,Bad, X ) formalisms, introduced in Chapter 2. It also relies on
the notions of termination and nontermination, recurrent sets, ranking functions, and
disjunctively well-founded transition invariants introduced in Section 2.2.4.

SAFETYCHECK (P) denotes a safety verification procedure. If P is safe, it returns a
tuple (SAFE, Inv(X)), where Inv(X) is an inductive invariant. If P is unsafe, it returns
(UNSAFE, Tr"(X © .. .X (M), a counterexample trace for which the following formula
is satisfiable:

it(XYAT(X©, ..., Xx™) ABad(X™)

The SaAFETYCHECK function can be instantiated with any automated safety verification
procedure, such as TPA, Spacer, or the multiloop procedure described in Chapter 3.

4.1.1 Proving Nontermination via Safety

Many techniques reduce termination and nontermination analysis to safety verification.
One notable approach is the reduction of nontermination to safety, which constructs
recurrent sets via inductive invariants. It was introduced in the context of proving
nontermination of programs with loops, and can be extended to transition systems.

https://termination-portal.org/wiki/Termination_Competition_2025.
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Figure 4.1. Execution flow of Safety-based Nontermination analysis.

Definition 16 (Sink states). For a Transition System (Init, Tr, X ), a state s is a sink state,
if 73s’.Tr(s,s’). Sink(X) denotes the formula encoding all sink states in the transition
system: VX .Sink(X) <= —3X".Tr(X,X")

Algorithm 4 for Safety-based Nontermination analysis (SNA) takes a safety problem
P = (Init, Tr, Sink,X ), where sink states are constructed from TS using quantifier
elimination (QE): Sink(X) = —QE(3X’.Tr(X,X’)). As an output, it returns NONTERM
if the system is nonterminating, and UNKNOWN, if the algorithm cannot conclude the
analysis. Figure 4.1 illustrates the execution flow of Safety-based Nontermination.

SNA iteratively solves increasingly refined safety problems until the given sink
states are proven unreachable. In every iteration, if there exists a trace reaching sink
states (line 3), BLockTERM (Algorithm 5) refines the safety problem P by blocking
the states that deterministically lead to the sink states, updating the safety problem.
BLocKTERM is described in detail below. When the original sink states are no longer
reachable, SNA checks if the computed inductive invariant Inv(X) is a recurrent set
(line 6). This amounts to deciding satisfiability of the following formula:

Inv(X) A —3X".Tr(X,X").

If Inv(X) is a recurrent set, then the transition system is nonterminating. Otherwise,
SNA returns UNKNOWN.
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Algorithm 4: Safety-based Nontermination Analysis (SNA).
Input : Safety problem P = (Init, Tr, Sink, X)
Output: NONTERM | UNKNOWN

1 while T do

(res, ¢ = Tr" or Inv) « SAFETYCHECK(P)

if res = UNSAFE then

‘ P < BLockTERM(P, ¢)

else
if VX.¢(X) — 3X’.Tr(X,X’) then

| return NONTERM
return UNKNOWN

o 9 O U~ W N

Algorithm 5: BLockTERM (P, Tr").

Input : Safety problem P = (Init, Tr, Sink, X ), terminating trace
(X, ..., X)) =Tr(X© Xy A ATr(X D, x (M)
Output: Refined safety problem P’

Data :S,...,S, - formulae which encode states within trace reachable in 0, ..., n
transitions
1ie<n—1
2 while i > 0 do
3 | S (X) « QE@EAX©@, .. x® x(+2)  x)
it(X©) A T A Sink(X M) [x D — X]
4 | S:(X) —QE(AX® .. x(D x(+D - xm)
it(XO) A T A Sink(X™)[ XD — X ]
if SAT ? S;(X) ATr(X,X") A=S; 1(X’) then
T (X, X)) « Tr(X,X") A=S; 1 (X))
return (Init, Tr’, Sink, X )
8 |i«—i—1
o Init’ (X©)  Init(X @) A =QE@EAX W, ..., X™ Mmit(X @) A Tr" A Sink(X M)
10 return (Init’, Tr, Sink, X )

N o @

The BLockTERM procedure takes as input a safety problem P and a trace formula
Tr(X©, ..., X™) such that Init(X YA T(X©, ..., X)) ASink(X ™) is satisfiable.
The algorithm iteratively analyzes the trace from the last transition backward. Using
QE, Algorithm 5 computes S; and S;,, encoding the states that are reachable after i
and i+1 transitions from Init (lines 3, 4). Then, at line 5 it checks if S;(X)ATr (X, X")A
=S, .1 (X’) is satisfiable. Intuitively, with this query, the algorithm checks if it is possible
to take an alternative transition at step i, one that does not lead to the sink states. If it is
possible, the algorithm blocks the states deterministically leading to the sink states by
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excluding them from the transition relation (line 6). If the whole trace is deterministic
(it is not possible to take an alternative transition along the trace), BLockTERM blocks
the subset of initial states deterministically leading to sink (line 9).

Lemma 9. If Algorithm 4 returns NONTERV, then the transition system is nonterminat-
ing.

Example 7. Consider a transition system TS = (Init, Tr, X ) with X = {x}, Init(X) = T,
and Tr(X,X") = (x’ = x—1Vx’ = x—2)Ax # 0. The sink states are Sink(X) = x = 0,
and the initial safety problem is P = (Init, Tr, Sink, X ). This TS is nonterminating, since
X infinitely decreases.

Algorithm 4 updates the initial states and the transition relation in two iterations,
via BLockTERM: Init(X) « x # 0, and Tr(X,X’) « Tr(X,X')Ax" # 0. The
safety check of the updated problem concludes SAFE, with Inv(X) = x # 0. Inv(X) is a
recurrent set, and algorithm returns NONTERM.

Motivation for transition invariant-based termination analysis. Consider a small mod-
ification (replacing x # 0 with x > 0): Tr(X,X') = (x'=x—1Vx' =x—2)Ax > 0.
This renders T'S terminating since X is strictly positive and decreases every step. However;
Algorithm 4 cannot detect termination by design, and it would return UNKNOWN.

Consider the execution of Algorithm 4 on this example. First, using BLOCKTERM, it
blocks initial states that instantly terminate: Init(X) < x > 0. In the second iteration,
SAFETYCHECK (P) returns UNSAFE with a trace Tr* (X @, X ) satisfying 3X @, X Init(X @)A
Tri(X©@, XM) A Sink(X™M). The key insight is to generalize terminating traces into a
formula describing an entire class of terminating behaviors. If this generalization yields
a disjunctively well-founded transition invariant over all reachable states, it witnesses ter-
mination. Particularly, Trinv(X,X’) = x’ < x Ax > 0 Ax’ > —2 is a well-founded
transition invariant that proves the termination of T'S. Section 4.2 presents the algorithm
that automates this generalization via Craig interpolation.

4.2 Termination Analysis via Interpolation-based Transi-
tion Invariant Generation

This section presents a new termination analysis approach that leverages safety verifica-
tion to generate a well-founded transition invariant via interpolation. At each iteration,
the procedure constructs a trace from the initial states to a sink state. A candidate well-
founded transition invariant is then constructed based on the overapproximation of the
terminating trace. If the candidate is valid for all reachable states (meaning it is a tran-
sition invariant), termination is concluded. The interpolation-based approach enables
efficient generation of a transition invariant guided by the termination conditions.
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Figure 4.2. Execution Flow of Interpolation-based Transition Invariant Generation

4.2.1 Interpolation-based Generation of Well-Founded Transition In-
variants

The core of the approach is TRINVGEN, a procedure for the automated interpolation-
based generation of well-founded transition invariants. Given a transition system and a
terminating trace, it constructs a disjunctively well-founded approximation of the trace.
If the resulting formula constitutes a transition invariant over all reachable states, it
witnesses termination.

The procedure consists of five steps: (1) Computing NT", the formula encoding
states from which non-sink states can be reached within n transitions. NT" is used to
construct the interpolant. The negation of NT" encodes the states from which Sink is
guaranteed to be reached in at most n transitions. (2) Constructing an overapprox-
imation of the terminating trace via interpolation. The usage of sink states allows
the interpolant to capture the reason for termination. (3) Converting the interpolant
into an underapproximating DNF formula. This enables efficient ranking function syn-
thesis for each disjunct. (4) Filtering disjuncts, preserving only disjuncts that encode
well-founded relations. These disjuncts are used to construct a candidate transition
invariant. Only well-founded relations are preserved, as the transition invariant needs
to be disjunctively well-founded to witness termination. (5) Computing the formula
C(X), encoding states for which the candidate transition invariant is valid. The transi-
tion invariant needs to be valid only over the reachable states to conclude termination.
Therefore, if all reachable states satisfy C(X), then TS is terminating. The overall flow
of the procedure is illustrated in Figure 4.2 and described in Algorithm 6.

Algorithm 6 takes as input a safety problem P = (Init, Tr,Sink,X), a transition
trace Tr"(X©@,xM ..., X™), and a transition invariant formula TrInv(X,X’). It re-
turns a tuple of formulae (TrInv, C), where TrInv(X,X") is a disjunctively well-founded
transition invariant candidate, and C(X) is a formula encoding the states for which
Trinv is a valid transition invariant. It proceeds in the following steps:

Step 1: Computing NT" (line 1). NT"(X) encodes all states from which a non-sink
state is reachable within n transitions. It is defined by the following property, for all
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Algorithm 6: TRINVGEN(P, Tr", TrInv).
Input : Safety problem P = (Init, Tr, Sink, X ), transition trace
Tr(x©@, xMW ... x(M), candidate transition invariant TrInv(X,X’)
Output: Updated transition invariant TrInv(X,X’) and formula C(X) encoding states

covered by transition invariant
1 NT'(X©) — Qe(Ax D), ..., xMW 1 (x©, xM .. xM) A =Sink(x ™))
itp(X,X") < 1rp(Tr"(X, ...,X"), "NT"(X) A =Sink(X"))
Cs(X,X’) « ToDNE(itp)
Trinv « TrInvV \/i{di € Cs | 3 ranking function f (X)}
C(X) « —QE(EX’,X”. (I1d(X,X") V TrInv(X,X")) ATr(X’,X") A =TrInv(X,X"))
6 return (TrInv,C)

A wN

3]

X,
NT'(X @) IxD . xO 12(x @ . XMWY A =Sink(X ™)

NT™" is constructed with quantifier elimination, eliminating all variables from the
formula except for X(®. The construction of NT" enables the overapproximation of the
trace.

Example 8. Consider TS = (Init, Tr,X) with Init = x > 0, Tr(X,X’) = (x' = x —
1Vx' =x—2)A(x >0V x <—10), X = {x}. The sink states are Sink(X) = x <
0 Ax > —10. For n = 1, quantifier elimination yields NT*(X) = x > 1V x < —10:
states from which —Sink is reachable in one transition.

Step 2: Interpolation (line 2). The following formula is unsatisfiable by construction
since any state that satisfies ="NT" must reach Sink within at most n steps:

“NT'"(XOYA (X, ..., X™) A =Sink(X ™)

This allows computing a Craig interpolant that overapproximates the trace Tr". Cru-
cially, the usage of the sink states for the interpolant construction allows the interpolant
to capture the reason why the particular trace is terminating.

Step 3: DNF underapproximation (line 3). For a transition invariant to witness
termination, it must be disjunctively well-founded: every disjunct must encode a well-
founded relation. Converting the interpolant to DNF would simplify the well-foundedness
check for separate disjuncts. However, complete DNF conversion can cause an expo-
nential blowup in formula size and take a significant amount of time. Moreover, even
a complete DNF is not guaranteed to yield a transition invariant.

Instead, the algorithm follows a lazy approach: it constructs an underapproximating
DNF formula on demand. Specifically, the algorithm constructs disjuncts as follows:
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(1) the SMT solver produces a model that satisfies itp; (2) the literals satisfied by this
model are extracted and conjoined to form a single disjunct; (3) this disjunct is blocked
from itp and the process repeats until some m disjuncts are constructed. The result is
a formula:

Cs(X, X)) = \m/di
i=0

where each d; is a conjunction, and Cs(X,X’) — itp(X,X’). This approach signifi-
cantly reduces formula size and speeds up both the DNF construction and subsequent
well-foundedness check, while preserving correctness: in the worst case, Cs fails to be
a transition invariant, but this is also possible even with a complete DNF conversion.

Step 4: Filtering Well-Founded Disjuncts (line 4). For each disjunct d(X,X’) €
Cs(X,X"), the algorithm checks if d(X,X’) encodes a well-founded relation. The ex-
istence of a ranking function is checked by automatically synthesizing a linear ranking
function. The disjuncts admitting a ranking function are preserved, the rest are dis-
carded. The resulting formula is disjoined with the input candidate transition invariant
Trinv.

Step 5: Synthesis of the states for which the transition invariant is valid (line 5).
If TrInv is a transition invariant over all reachable states, then TS terminates, since
every disjunct encodes a well-founded relation. To verify this, the procedure computes
the formula C(X) encoding the states over which Trlnv is a valid transition invariant
(including sink states, as any candidate invariant is valid over Sink).

Definition 17 (Coverage formula). Given a transition system TS = (Init, Tr,X) and a
formula Trinv(X,X"), a formula C(X) is called a coverage formula if the following holds
forall X, X', X":

CX)ATr(X,X") >TrInv(X,X")
CX)ATrInvX, X )ATr(X',X") > TrInv(X,X")

That is, TrInv is a transition invariant over states that satisfy C(X).

Similarly to NT", C(X) is constructed by applying quantifier elimination, negating
the states for which TrInv is not a transition invariant. It is a coverage formula by
construction.

Example 9. Continuing Example 8, suppose the procedure constructs an interpolant itp(X,X") =
x' <xA((x>0Ax">—-2)Vx < —10). Afterwards, the algorithm would construct

the DNF form: (x’ <xAx >0AXx">—=2)V(x' < x Ax <—10), and since the sec-

ond disjunct is not well-founded, it would be dropped, resulting in TrInv(X,X') = x’ <

x Ax > 0A x> —2. Quantifier elimination at line 5 then returns C(X) = x > —10.
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Note. If 7C(X) is unreachable, then Trinv(X,X’) is a disjunctively well-founded
transition invariant over all reachable states, and witnesses termination of the transition
system. For illustration, the transition invariant in Example 9 is sufficient to prove
termination since the states satisfying =C(X) = x < —10 cannot be reached within
TS.

Lemma 10. Let TS = (Init, Tr,X) be a transition system and let C(X) be a formula
such that =C(X) is unreachable in TS. If Trinv(X,X") is a finite disjunction of formulae
encoding well-founded relations and satisfies VX, X', X":

CX)ATr(X,X") >TrInv(X,X")
CX)ATrInvX, X YA Tr(X',X") > TrInv(X,X")

then TS is terminating.

Proof. The proof shows that Trinv is a disjunctively well-founded transition invariant
over the reachable states of T'S, from which termination follows.

Disjunctive well-foundedness. By construction, for each disjunct d; of TrInv =
\/i d; there exists a ranking function. Therefore, every disjunct is a logical encoding of
well-founded relation. Hence Trinv is disjunctively well-founded.

Transition invariant. It remains to show that VX, X’. R(X)AT (X, X’) — Trinv(X,X"),
where R(X) denotes the reachable states of TS, by induction on the number of steps
nin Tr* (X, X’).

Base case (n = 1): It is needed to prove that:

RX)ATr(X,X') — Trinv(X,X’)

Since —=C(X) is unreachable, R(X) — C(X), and therefore R(X)ATr(X,X’) = C(X)A
Tr(X,X).
The following assumption holds by the lemma statement:

CX)ANTr(X,X") — Trinv(X,X").

Therefore the base case holds.

Inductive step: Assume R(X) A Tr"(X,...,X’) — TrInv(X,X’) for some n > 1.
Let Tr*1(X,X") hold, so that 3X,..., X", X" R(X) A T"(X,...,X") A TH(X',X").
Since R(X) A Tr'(X,...,X") — TrInv(X,X’), then trivially R(X) A Tr"(X,...,X") A
Tr(X’,X") = R(X) A TrInv(X,X’) A Tr(X’,X"). Now, due to the fact that R(X) —
C(X), the following holds: R(X)ATrIinv(X, X" )ATr(X',X") - C(X)ATrInv(X,X")A
Tr(X’,X"). By the lemma hypothesis:

CX)ATrInv(X, X YA Tr(X',X") - Trinv(X,X").
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Figure 4.3. Execution Flow of Interpolation-based Transition Invariant Generation (new
components are placed in a gray block, lines 5,6,8).

Therefore, through the chain of implications:
RX)AT(X,X") — Trinv(X, X").

Thus TrInv is a disjunctively well-founded transition invariant over all reachable
states, and TS is terminating. O

4.2.2 Interpolation-based Termination Analysis

This subsection presents the full termination analysis procedure using the interpolation-
based transition invariant generation. It integrates TRINVGEN into the main loop of
Algorithm 4. At each iteration, instead of only blocking terminating states, the algo-
rithm also constructs a transition invariant candidate. The overall flow is shown in
Figure 4.3.

Algorithm 7 takes as input a safety problem P = (Init, Tr, Sink, X ), where Init
and Tr encode the initial states and transition relation, Sink is the formula encoding
sink states, and X is the set of variables over which the transition system is defined.
As an output, the algorithm returns NONTERM if T'S is nonterminating, TERM if it is
terminating, and UNKNOWN if the procedure cannot determine the final result. The
procedure maintains a candidate transition invariant TrInv(X,X’). During the exe-
cution, Trinv is extended with new disjuncts, which are generated by the TRINVGEN
procedure, and encode well-founded relations. Changes to the original SNA are at
lines 5, 6, and 8.
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Algorithm 7: Interpolation-based Transition Invariant Generation for Proving
and Disproving Termination.

Input : Safety problem P = (Init, Tr, Sink, X )

Output: TERM | NONTERM | UNKNOWN

Data : TrInv - formula that encodes transition invariant

1 Trinv « L

2 while T do

3 | (res,¢ = Tr" or Inv) < SAFETYCHECK(P)

4 | if res = UNSAFE then

5 (TrInv, C) « TRINVGEN(P, ¢, TrInv)

6 (res’, ) « SsaFeTYCuECk((Init, Tr,~C,X))
7 if res’ = UNSAFE then P « BLockTERM(P, ¢)
8 else return TERM

9 | else
10 if VX.¢p(X) — AX'.Tr(X,X") A ¢(X’) then
11 ‘ return NONTERM
12 return UNKNOWN

Every iteration of Algorithm 7, similarly to Algorithm 4, begins with the safety
check at line 3. The algorithm handles two possible cases:

UNSAFE A terminating trace Tr" exists. The algorithm calls TRINVGEN to extend
TrInv and compute the coverage formula C(X) (line 5). Then, it checks if ~C(X) is
reachable from the initial states (line 6). If =C(X) is reachable, the algorithm refines
the safety problem by blocking the states that deterministically lead to termination via
BLockTERM, and the loop continues. Otherwise, Trinv is a transition invariant over all
reachable states, and the algorithm concludes termination.

SAFE No sink state is reachable, and there exists an inductive invariant Inv(X). If
Inv(X) is a recurrent set, the system is nonterminating. Otherwise, the algorithm re-
turns UNKNOWN as the analysis is inconclusive.

Example 10. Consider TS from Example 8 withInit=x >0, Tr=(x'=x—1Vx' =
x—2)A(x > 0Vx < —10), X = {x}. Preprocessing computes Sink = x < 0Ax > —10.
Then, the algorithm is called with P = (Init, Tr, Sink, X ).

The safety check detects a trace Tr' reaching Sink. TRINVGEN produces a transition
invariant candidate Trinv(X,X’) = x’ < x Ax > OAx’ > —2 and the formula C(X) =
x > —10. The safety check for (Init, Tr,—~C(X),X) returns SAFE, and the algorithm
concludes that the transition system is terminating.
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Limitation of the approach. Consider a different TS, with X = {x,u}, Init(X) =
u<10Ax>0,and Tr(X, X )= ((x' = x—1At =w)V(x' = x+1AU =u+1Au <
10)) A x > 0. Intuitively, each transition either decrements x (and keeps u unchanged),
or increments both x and u until u < 10. Once u = 10, only the decrementing transition
is possible, and x decreases monotonically to zero. Hence TS is terminating. The sink
states are Sink(X) = x < 0.

Algorithm 7 detects a trace Tr* (X © x1) reaching Sink states. TRINVGEN constructs
transition invariant: Trinv(X,X’) = x’ < x Ax > 0. The coverage formula is computed
as: C(X) = x <0V (x > 0Au=10). The safety check for {Init, Tr,—~C,X) returns
UNSAFE, since states with u < 10 are reachable from Init. BLOCKTERM then blocks the
states that are guaranteed to reach sink: Tr(X,X’) « Tr(X,X")Ax’ > 0.

The algorithm calls SAFETYCHECK(P), which returns SAFE with inductive invariant
Inv(X) = x > 0. However, Inv is not a recurrent set, so Algorithm 7 returns UNKNOWN.

The root cause why the algorithm cannot prove termination is that TrInv does not
cover states with u < 10. It captures why the system terminates when u = 10, but not the
global argument: u grows until at most u = 10, after which x decreases monotonically.
A complete termination proof requires a second disjunct covering the u < 10 region.
Section 4.3 presents an extension that focuses on the state space for which the transition
invariant candidate is not valid, aiming to extend the transition invariant.

4.2.3 Correctness

This subsection proves the soundness of the introduced approach. It first proves that
when the algorithm returns TERM, the transition system is terminating, and then
proves the correctness for the nontermination.

Lemma 11. If Algorithm 7 returns TERM, then the transition system (Init, Tr, X ) is ter-
minating.

Proof. TERM is returned only at line 8. It means that there exists a transition in-
variant TrInv which is valid over states C(X), and —~C(X) is unreachable from the
initial states. The safety problem is updated iteratively, blocking the states that de-
terministically lead to termination, so in the end the P = (Init’, Tr’, Sink, X ), where
nit'(X) = Init(X) A /\?1:0 =S,(X)and T = Tr(X, X") A /\;:0 =S;(X”) . According to
Lemma 10, transition system (Init’, Tr’, X ) is terminating, since TrInv is a disjunctively
well-founded transition invariant over all reachable states.

[

Since the states satisfying \/;n:o S;(X)and \/j:O S;(X") deterministically lead to the

termination, every trace of (Init, Tr,X) either follows Tr’ or passes through a blocked
state, which leads to termination. Hence (Init, Tr,X) is terminating. O
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Lemma 12. If Algorithm 7 returns NONTERV, then the transition system (Init, Tr, X )
is nonterminating.

Proof. The proof of this lemma follows directly from Lemma 9, as the nontermination
analysis in Algorithm 7 follows exactly the same procedure as Algorithm 4. O

4.3 Extended Interpolation-based Transition Invariant Gen-
eration for Proving and Disproving Termination

Algorithm 7 is already capable of proving termination efficiently through the construc-
tion of transition invariants. This section describes an extension of the algorithm that
aims to improve interaction between termination and nontermination analyses. Ad-
ditionally, it presents further extensions to the original SNA algorithm that improve
overall performance. The high-level flow of the extended algorithm can be seen in
Figure 4.4.

4.3.1 Analysis of States for Which the Transition Invariant Is Not Valid

A transition invariant candidate can be used to guide the termination analysis.
Particularly, Algorithm 7 constructs the formula C(X) encoding states for which the
transition invariant is valid. If ~C(X) is reachable, there exist states for which the
transition invariant is not valid, and which can potentially lead to nontermination.
The intuition is to compute the reachable states S,, within =C(X) (which corresponds
to line 11 of Algorithm 8). Then, it is possible to run a (non)termination check for
these particular states within TS (line 12).

In the case of termination, the algorithm produces a witness transition invariant
that extends the transition invariant of the original system, making it valid for more
states. If nontermination is proved for S,,, then the original T'S is also nonterminating,
since S,, is reachable from the initial states.

4.3.2 Overall Algorithm

Algorithm 8 extends Algorithm 7 to enable more efficient (non)termination analysis.
First, in addition to maintaining the transition invariant, the algorithm maintains a
stack Prs of safety problems to be analyzed (line 2). At each iteration, the algorithm
pops a safety problem P’ = (Init, Tr, Sink, X ) from the stack and analyzes it (line 4).
The stack allows the algorithm to focus on (non)termination analysis of particular
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Figure 4.4. Extended Interpolation-based Termination Analysis (new components are
highlighted in dark orange and dark blue colors).

reachable states within T'S. The original safety problem always remains in the Prs
stack.

The postprocessing phase of transition invariant construction is the main change
to Algorithm 7. When —C is reachable, the extended algorithm performs three ac-
tions: (1) it pushes the BLockTERM-refined problem (line 10); (2) it computes a for-
mula encoding reachable states for which the transition invariant candidate is not valid
(line 11); and (3) it pushes a new subproblem to analyze for termination (line 12), with
S,, as the initial states. This allows the algorithm to concentrate on proving termination
or nontermination of particular reachable states.

If =C is not reachable, TrInv proves termination of the currently analyzed TS (the
last TS popped from the stack), and the number of remaining subproblems decreases.
If the stack is empty, Algorithm 8 returns TERM. The algorithm incorporates two fur-
ther extensions.

Simple termination check (line 19). When the safety check returns SAFE and ¢ (X)
is not a recurrent set, the algorithm additionally checks whether it is possible to take a
transition from the initial states by querying:

nit(X) ATr(X,X’)

If this formula is unsatisfiable, then no transition can be taken from the initial states
(or all transitions are blocked, meaning all reachable states deterministically lead to
termination), and the system is trivially terminating.
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Algorithm 8: Extended Interpolation-based Transition Invariant Generation
for Proving and Disproving Termination.

Input : Safety problem P

Output: TERM | NONTERM

Data : TrInv - candidate transition invariant, Prs - stack of safety problems
1 Trinv « L

2 Prs < [P]

3 while T do

4 | P/ = (Init, Tr, Sink,X) < Prs.pop()

5 | (res,¢) < SaFETYCHECK(P')

6 | if res = UNSAFE then

7 (TrInv, C) « TRINVGEN(P’, ¢, TrInv)

8 (res’, ¢’} « SareTYCHECK({Init, Tr, = C, X))
9 if (res’, ¢’) = (UNSAFE, Tr'™) then

10 Prs.push(BLockTERM(P’, ¢))

1 $,(X) —QEEAX® ... XD mit(XO) A ¢’ (X©@,..., xM)A

—Cc(xXmMN[x™M — X

12 Prs.push({(S,,, Tr,C,X))

13 else

14 if Prs = () then return TERM

15 else continue
16 | else

17 if VX.(X) — 3X".Tr (X, X") A ¢(X’) then
18 | return NONTERM

19 if UNSAT? Init(X) A Tr(X,X’) then

20 if Prs = () then return TERM

21 else continue
22 Sink’(X) « —-QE(3X'.Tr(X,X"))
23 Prs.push({Init, Tr, Sink’, X))

Refinement of Sink states (lines 22, 23). When ¢ (X) is not a recurrent set, this is
often because BLockTERM has eliminated all transitions leading to Sink. This means
that the produced ¢ contains sink states due to the updated Tr. The new formula
encoding sink states is computed as:

Sink’(X) = ~QE(3X’.Tr (X, X))

Formula Sink’ replaces Sink in the safety problem, enabling the analysis to proceed
instead of returning UNKNOWN.
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Lemma 13. If Algorithm 8 returns TERM, then the original transition system (Init, Tr, X )
is terminating.

Proof. TERM is returned at line 14 or line 20. As in Algorithm 7, to return TERM,
the termination conditions need to be satisfied for the transition system (Init’, Tr’, X ),
where Init'(X) = Init(X) A \;=S;(X), and Tr'(X,X") = Tr(X,X") A \\; =S;(X").
\/ano S;(X) and \/;:0 S;(X’) are the states that deterministically lead to termination.

Case 1. If TERM is returned at line 14, then the termination proof follows directly
from Lemma 11. This is the case, since the original safety problem is preserved in the
stack, so if Prs = {J, the original safety problem is terminating.

Case 2. If TERM is returned at line 20, then formula Init’ (X) A Tr'(X,X’) is unsat-
isfiable, so no transition is reachable from Init’. Thus, every transition in the original
transition system leads to deterministically terminating states, and the transition sys-
tem is terminating. 0l

Lemma 14. If Algorithm 8 returns NONTERM, then the original transition system (Init, Tr, X )
is nonterminating.

Proof. NONTERM is returned at line 18, where ¢ (X) is a recurrent set for the currently
considered TS (Init’, Tr’,X). By Lemma 9, there exists a recurrent set in the transition
system (Init’, Tr’, X ), and since Tr'(X,X’) — Tr(X,X’) and Init’ is reachable from Init
(or it is Init), this recurrent set witnesses nontermination of T'S. O

4.4 Implementation and Evaluation

This section presents the implementation details and experimental evaluation of the
approach.

4.4.1 Implementation

Prototypes of Algorithms 4, 7, and 8 were implemented inside GoLEM?; these im-
plementations are referred to as SNA, ITpTiG, and ITPTIG+. GOLEM was chosen be-
cause it supports multiple different safety verification procedures, such as Property-
Directed Reachability (PDR), Transition Power Abstraction (TPA), and Interpolation-
based Model Checking. Additionally, the quantifier elimination already implemented
in GoLEM is used. For SMT queries and interpolation, the implementation uses the
OPENSMT solver. OPENSMT is integrated within GoLeEM and provides native support
for interpolation.

https://github.com/usi-verification-and-security/golem.
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Table 4.1. Comparison of ItpTig+ with SNA and ItpTig.

Algorithm | Total | Terminating | Nonterminating | Uniquely
SNA 343 0 343 7
ITrTiG 521 186 335 7
ITpTiG+ 761 320 441 240

4.4.2 Evaluation

ITPTiG+ was compared against SNA and ITPTIG to evaluate the effect of combining ter-
mination and nontermination analyses. Additionally, ITPTiG+ was evaluated against
several state-of-the-art tools: LoOAT (version eacb74b), KoAT (version 41cb681), T2
(version 10f1373). The evaluation focused on termination analysis of Integer Tran-
sition Systems. Experiments were conducted on an Ubuntu 20.04 machine with an
AMD EPYC 7452 32-core processor and 8x32 GiB RAM. The evaluation addressed the
following research questions:

* RQ1: How does extending SNA with the termination procedure affect verifica-
tion performance?

* RQ2: How does ITPTiG+ perform compared to state-of-the-art tools?

The benchmark suite of Integer Transition Systems was taken from the Termination
Competition. Overall, there are 1222 benchmarks (538 nonterminating, 665 terminat-
ing, and 19 unknown). 42 trivially terminating benchmarks were excluded from the
evaluation (termination of which can be detected by trivial syntactic checks), as they
are solved by all tools. The evaluation was executed with a 120-second timeout (in-
creasing the timeout does not significantly influence the evaluation).

Table 4.1 gives the experimental results for ITPTiG+, SNA, and ITPT1G. It confirms
that ITPTiG+ consistently outperforms both SNA and ITpTiG for terminating and non-
terminating instances, solving 240 instances that neither SNA nor ITPTiG could solve.
This can be attributed to ITPTiG+’s generation of focused subproblems, which allows
the analysis to concentrate on specific reachable states. This benefits recurrent set
detection by focusing the analysis on specific states not covered by the transition in-
variant. It also benefits termination proving by extending the transition invariant with
additional disjuncts that cover different regions of the reachable state space. In answer
to RQ1, the combination of termination and nontermination reasoning in ITpTiG+ sig-
nificantly outperforms either individual approach in isolation.

Interestingly, ITPT1G+ behaves differently depending on the underlying safety ver-
ification engine: with TPA it solved 761 instances and with PDR - 755. That said, it
solved 24 (resp. 18) benchmarks uniquely with TPA (resp. PDR).
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Figure 4.5. Comparison of ltpTig+ with KoAT, LoAT and T2 (runtime in seconds).

Table 4.2. Comparison of ItpTig+ with state-of-the-art tools.

Algorithm | Total | Terminating | Nonterminating | Uniquely
LoAT 525 0 525 48
KoAT 562 562 0 26

T2 1002 572 430 40
ITPTIG+ 761 320 441 8

Figure 4.5 shows a scatter plot comparing ITPTIG+ against state-of-the-art termina-
tion analyzers, where each axis represents the solving time in seconds for a given tool.
Orange squares denote nonterminating instances; blue crosses denote terminating in-
stances. Points above the diagonal indicate instances where ITPTIG+ is faster than the
competitor. ITPTiG+ solves 761 benchmarks, with T2 solving 1002, KoAT 562, and
LoAT 525 instances; the full comparison can be seen in Table 4.2. As shown in Fig-
ure 4.5, ITpTiG+, despite being a prototype implementation, is competitive with state-
of-the-art termination analyzers. Among all compared tools, ITPT1G+ uniquely solves
eight instances. Notably, two of these — juLinkedListCreateAddAll. jar-obl-11
and juLinkedListCreateAddAl1At. jar-obl-17 — have never been solved in the
Termination Competition. ITPTIG+ found recurrent sets and proved nontermination
for them. In answer to RQ2, ITPTiG+ is competitive with state-of-the-art tools and
solves instances not solved by any tool in the Termination Competition.

4.5 Limitations

The evaluation also revealed limitations of the approach.

Complex transition relations. The transition invariant is constructed by gener-
alizing individual terminating traces with Craig interpolation. When the transition
relation is complex, e.g., when it consists of many disjuncts corresponding to different
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branches of a loop body, an interpolant computed for one trace may describe only the
branches taken by that trace. The algorithm then needs many iterations, each requir-
ing a new safety check, before the transition invariant covers all reachable behaviors.
Moreover, the interpolant is converted into DNF before the well-foundedness of its dis-
juncts is checked, and the number of disjuncts can grow exponentially in the size of the
interpolant. For example, for a loop whose body consists of k consecutive if-else
statements, each updating a different variable, the interpolants may need to distinguish
up to 2% combinations of branches.

Quantifier elimination. The approach makes heavy use of quantifier elimination:
to compute the sink states, the sets of states S; along a terminating trace in BLOCKTERM,
and the region C(X) where the transition invariant is valid. Each of these eliminates
the variables of an entire trace, so its cost grows with the length of the trace, and quan-
tifier elimination for linear integer arithmetic is expensive in the worst case. Since
TPA is designed to find long traces, a single terminating trace of, say, a thousand steps
leads to a quantifier elimination problem over a thousand copies of the program vari-
ables. In the experiments, such quantifier elimination problems were a frequent cause
of timeouts.

Possible remedies, such as a modular analysis of individual loops and cheaper al-
ternatives to quantifier elimination, are discussed in Section 4.7.

4.6 Related Work

Recent years have seen significant advances in automated techniques for both termi-
nation and nontermination analysis. The concrete citations of the related work are
introduced in the Chapter 2 and above in this chapter.

Nontermination. Nontermination analysis is typically centered on the construc-
tion of recurrent sets — sets of states from which execution cannot escape. These
techniques range from template-based synthesis to safety-check-based recurrent set
construction, the latter of which the approach in this chapter directly extends. An al-
ternative approach detects nontermination by identifying lasso-shaped executions —
finite paths leading to a cycle — via bounded model checking. Leike and Heizmann
use geometric nontermination witnesses: finite representations of infinite executions
via sums of geometric series. Unlike the approaches above, which treat nontermination
in isolation, the technique in this chapter is integrated with termination analysis within
a unified framework, so that intermediate results guide one another.

Termination. The most widely studied approach to termination analysis is the
synthesis of ranking functions. State-of-the-art techniques focus on the construction of
multiphase or lexicographic ranking functions, which significantly broaden the class of
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programs for which termination can be proved. However, the complexity of a transition
system can make ranking function synthesis infeasible. Fixpoint-based methods reduce
termination and nontermination to the validity of a first-order fixpoint formula. Dis-
junctively well-founded transition invariants enable overapproximating the behavior
of the transition system. The central challenge there is the generation of the transi-
tion invariant itself: existing techniques rely either on template-based generation or
on the direct construction of a ranking relation from a particular trace. In contrast,
the approach in this chapter uses Craig interpolation to guide transition invariant syn-
thesis with respect to the actual termination conditions, producing property-directed
invariants.

4.7 Future Work

One way to extend this work is to employ the modular techniques described in Chap-
ter 3. A modular approach would significantly improve the performance of termination
analysis. One of the core weaknesses of the technique is the cost of interpolant produc-
tion and the search for invariants during the safety check. A more modular approach
would allow every loop in the system to be analyzed in isolation, simplifying both the
interpolation and the invariant, since the analyzed system would be much simpler.

The cost of quantifier elimination (Section 4.5) could be reduced by replacing ex-
act quantifier elimination with model-based projection where an underapproximation
suffices, e.g., when blocking terminating states, and by working with shorter trace
segments instead of complete traces.

Another possible direction is to use different ranking arguments for the well-foundedness
check of the disjuncts. Currently, the well-foundedness test relies on a linear ranking
function. This function could be replaced with lexicographic, multiphase, or non-linear
ranking arguments, as the algorithm does not depend on any specific ranking-function
synthesis approach. Richer ranking arguments would let more disjuncts pass the well-
foundedness check, admitting more candidates into the transition invariant.

4.8 Conclusion

This chapter has presented an interpolation-based approach to transition invariant gen-
eration for proving and disproving termination of infinite-state systems. The approach
extends safety-based nontermination analysis with a termination proving capability,
unifying the two within a single framework. The key insight is to exploit terminating
traces produced by the SNA as a source of structural information, using Craig interpo-
lation to construct well-founded transition invariants guided by the termination con-
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ditions. The interaction between termination and nontermination reasoning is central
to the technique: transition invariants focus the nontermination analysis on uncov-
ered states, while SNA provides terminating traces that drive invariant generation.
Grounding the approach in safety verification provides a robust foundation, enabling
efficient checking of both termination and nontermination via existing safety solvers.
The soundness of the algorithm was proved, and an extensive experimental evaluation
was conducted. The results demonstrate the benefit of combining termination and non-
termination analysis, and show that the approach achieves competitive performance
against state-of-the-art tools, including the unique solution of instances never solved
by any tool in the Termination Competition. Using this approach, GoLEM received
an award for the tool with the biggest improvement in the Termination Competition
2026 [98].
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Chapter 5

Safety-based Automated Test Generation

Safety verification can have many different applications other than proving concrete
properties of a program. Sometimes complete safety verification can be infeasible or
even impossible in the case of a complex software system. In these cases, other tech-
niques, such as testing, can be used. Safety-verification-based counterexample search
can be very effective for the automated test generation. This chapter presents an ap-
proach for safety-based automated test generation for Solidity programs. Background
on smart contracts and on existing approaches to their analysis is given in Section 2.3.

As discussed in Chapter 2, CHCs provide an efficient logic-based format for ver-
ification. The CHC-based solutions focus on the one hand on the development of a
front-end for the translation of the source code into the language of logic constraints
and on the other hand on the implementation of the back-end for solving logical queries
constructed from the encoding. CHC solvers have been applied to verification of pro-
grams in various languages (e.g., SEAHORN, KorN and TRICERA for verification of C
code, JAyHoRrN for Java, RusTHORN for Rust [141], SoLCMC and SMARTACE [177] for
Solidity). Recently, the CHC-based approach called HoRNTINUUM was also proposed
for the automated exhaustive test-case generation for an imperative language with-
out recursion [182]. Given a CHC-encoding, this approach gradually explores various
control-flow paths represented by CHC unrollings and relies on an off-the-shelf SMT
solver to produce exact values for the program inputs.

This chapter builds on top of [182], proposing a framework for test generation
for programs in Solidity, a contract-oriented language, and on an implementation of
an automated test generation tool on top of the Solidity compiler’s model checker,
SoL.CMC. It relies on a CHC representation of a smart contract generated by SoL.CMC
which is different from the encoding of an imperative program, due to the presence
of functions that can be invoked in any order. This complicates the path enumeration
process, necessary for generating test cases. The new approach explores contract be-
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haviors gradually, from shorter ones to longer ones, and keeps track of functions and
branches that have already been covered.

This chapter presents the algorithmic solution as it was implemented in the SoLTG,
a new fully automated tool for Solidity test generation. SOLTG receives one or more
Solidity source files, extracts the compiler metadata and the CHC representation from
SoL.CMC, computes CHC unrollings, and communicates with the Z3 SMT solver to re-
ceive values of function parameters for a test case. Each test case is compiled into a
human-readable test file following the format of the well-known Founpry' framework
to build, test, fuzz, debug, and deploy Solidity smart contracts. Thus, it becomes im-
mediately useful for contract engineers, who receive test coverage reports based on
the contract execution that cannot be obtained with other tools. This contribution was
published and presented at CAV 2024 [50].

5.1 SolTG: Test Case Generator for Solidity

5.1.1 Tool Overview

Figure 5.1 gives an overview of the architecture of SOLTG?. The input is a source file
with a Solidity smart contract, and the output is a set of test files for FOUNDRY, a
framework to build, test, fuzz, debug, and deploy Solidity smart contracts. The tool
relies on the external modules: Solidity Compiler to obtain the compilation metadata,
Solidity Compiler Model Checker to get the CHC encoding, and an SMT solver Z3 to
actually extract concrete values for test cases.

Figure 5.2 gives an overview of a higher-level testing process monitored by engi-
neers, where SOLTG plays the central role. The generated test files are human read-
able and are kept and used for testing until the contract under test has been updated.
The test reports in the HTML format (Figure 5.3) are generated by FOUNDRY, which
compiles the contracts being tested and executes the test cases. Reports provide infor-
mation on three different types of coverage for each specific benchmark. Additionally,
the average coverage metrics for the whole project are measured (seen in the top right
corner). The internal components of SOLTG are described below.

Preprocessor is responsible for parsing and analyzing the input data. It receives
compilation metadata and the CHC encoding of the Solidity contract. Preprocessor
then parses the compiler’s metadata, determining the complete list of the contract’s

https://book.getfoundry.sh.

The code is available at https://github.com/usi-verification-and-security/SolTG
(the backend is available at https://github.com/BritikovKI/aeval/tree/tg-nonlin); the
artefact is available at https://zenodo.org/records/17061325.
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public and external (testable) functions, constructors, and their required inputs. Pre-
processor encodes the full set of constructors, functions, and input variables, and then
provides it as input together with the CHC encoding to Symbolic Behavior Enumerator
to discover possible execution scenarios.

Symbolic Behavior Enumerator (see details in Sect. 5.2) synthesizes sequences of
function calls over tuples of concrete values for function parameters. Overall, SOLTG
exhaustively enumerates symbolic representations of different paths through the con-
tract’s functions and relies on an SMT solver (here, Z3) to extract values of those pa-
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Figure 5.3. HTML coverage report.

rameters, until either all branches are covered with tests or a timeout is reached.

Test Synthesizer receives a set of concrete function arguments for the tests from
the SMT models and corresponding sequences of function calls that are provided by
Symbolic Behavior Enumerator. It processes the inputs and generates a set of tests
stored as a test file for FOUNDRY.

FounDRy compiles, executes, performs coverage analysis, and generates a report
for the synthesized test files. Coverage analysis uses classical test coverage metrics, such
as line/branch/function coverage, which are commonly used by contract engineers.
The distinguishing feature of the framework is that the reported results reflect the
exact blockchain response to the tested function calls.
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5.1.2 Support of Solidity Constructs

SoLTG supports various Solidity features: it can process smart contracts with con-
structors, multiple fields and functions, polymorphism, inheritance of other contracts
or interfaces, etc. It can also handle Solidity-specific constructs like inherent transac-
tion data, the current state of the blockchain, contract state variables, and a full set of
standard Solidity datatypes. A set of features unique to the Ethereum blockchain and
the Solidity programming language is outlined below.

Addresses Addresses are one of the most used data structures in the development of
smart contracts. An address is a 20-byte array that represents a user or a smart contract
in the blockchain space, and it is encoded as an integer number. Resulting tests with
addresses have the following form:

function test_weth() public {
weth.approve (0x52F6000000000000000000000000000000000000, 7719)

’

assertTrue (true);

Transaction data Every function call in Solidity is a complex data structure. Every
function call has a sender, receiver (which are the addresses in the blockchain space),
value, data, and many other parameters. SOLTG is capable of modeling those intrinsic
function call parameters if they influence function execution. For example, for the
function:

function deposit() public payable {
if (msg.value > 1e18){
balanceOf [msg.sender] += msg.value;
}
}

SoLTG would generate 2 tests, which fully cover branching on msg.value:

function test_weth_1() public {
wethl.deposit () ;
assertTrue (true);
}
function test_weth_2() public {
weth2.deposit{ value: 1000000000000000001 wei }();
assertTrue (true);
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Blockchain state support Analogous to the message data, the blockchain also has its
current state at the point of transaction execution. Specifically, this includes informa-
tion about the current block, timestamp, the balances of all addresses, address data
(specific to the smart contracts), and other parameters. Due to SoLCMC-provided en-
coding, SOLTG currently supports only the balances of the addresses. Consider the
following example:

function balanceCheck ()

public
returns (bool)

{
if (address (this) .balance > 1000){
return true;
} else {
return false;
}
}

SoLTG would be able to generate 2 different tests for this specific branching, as the
balance of the specific address is also extracted from the model:
function test_store_1() public {
vm.prank (address (storagel));
vm.deal (address (storagel), 8720 wei);
storagel.balanceCheck () ;

//balanceCheck__33("address(this) .balance=8720", 0)
assertTrue (true) ;

}

The test is generated automatically, and lines 2 and 3 serve specifically to mock the
blockchain state and to assign a specific value to the ether balance associated with the
address.

Contract state variables support Contracts frequently have internal variables on which
the function execution in the contract might depend. It is possible to extract these vari-
ables from a model and assign them before the function call, so the function call has the
behavior that corresponds to the one discovered by the Symbolic Behavior Enumerator.

uint UNIQUE_STATE_VAR;

function balanceCheck() public view returns (bool) {
if (UNIQUE_STATE_VAR > 1000){
assert (UNIQUE_STATE_VAR > 1000);
return true;
} else {
return false;
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}

function set_state_var(uint n) public payable {
UNIQUE_STATE_VAR = n;
}

SoLTG detects a state variable UNIQUE_STATE VAR while processing the Solidity
file, which leads to the generation of chains of functions that allow full coverage of
balanceCheck. The tests look as follows:

function test_store_state_1() public {
storagel.balanceCheck () ;

assertTrue (true);

}

function test_store_state_2() public {
storage2.set_state_var( 1001);
storage2.balanceCheck () ;
assertTrue (true) ;

}

By calling set_state var in the test, SOLTG unblocks one of the branches in bal-
anceCheck by setting a specific value for UNIQUE_STATE_VAR.

5.2 Test Case Generation from CHC Encoding

5.2.1 Solidity Smart Contracts to CHCs

This section begins with a brief intuitive overview of the CHC encoding employed by
SoLTG, which is inspired by SoLCMC. For demonstration purposes, the encoding princi-
ples are simplified, but the main ingredients are highlighted. Each test-case generation
target may operate over Solidity’s ABI and cryptographic functions, transaction data,
the blockchain state, balances, and storage for every contract. Their logic representa-
tion is denoted s, and there is assumed to be a fully interpreted formula init(s) that
describes how § is instantiated before an instance of the contract under test has been
created. The contract under test is assumed to have a vector of fields v;,..., v, thatis
symbolically encoded into some V that does not overlap with 5. Throughout the lifecy-
cle of an instance of the contract, it could undergo a (possibly unbounded) number of
changes made by calling the contract’s functions. These are modeled with the help of
an auxiliary uninterpreted predicate fc. Intuitively, it corresponds to a contract transi-
tion system (this notation is used later) that has two logic rules, for the initiation and
consecution, respectively:

init(s) = fc(s,v) (5.1)
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fe(3,9) Asum(3,s", v,v") = fe(s',v") (5.2)
For the second rule, assume a set of defined functions F. An uninterpreted predicate
sum stands for a summary of an arbitrary function over two vectors of logic variables
¥ and v/ that represent symbolic values of the contract’s fields before and after each
function call, respectively.

Each f € F has a CFG (V;, E;), where V; is a set of basic blocks and E is a set of
control-flow edges, each one connecting two basic blocks. The dedicated basic block
en, is the only one with no incoming edge in E;, and the dedicated basic block ret;
is the only one with no outgoing edge in E;. There is also assumed to be an encoding
function 7 : E; — Prop that translates each (b, b,) € E; into an SSA form and further

to a logic formula over 5,5, ¥,V/, in, loc, where in is a vector of input variables to f
and loc is a vector of fresh local variables (and auxiliary SSA variables created during
the encoding). This formula symbolically encodes the basic block b; and the condition
under which the control transitions to basic block b,. The CHC encoding then has a
set of rules for f:

For each control-flow edge (b,ret;), the CHC encoding uses an uninterpreted
predicate b:

- 2 >

T(b,ret;) = b(s, s, v, v, i_fl,lac) (5.3)
Then for each control-flow edge (b;,b,) where b, # ret,, the CHC encoding uses
uninterpreted predicates b; and b,:

- -

b,(5,s",%,v",in,loc) A t(by, b,) => b,(5,5,¥,v,in, loc) (5.4)

Lastly, to connect the entry to function f with its summary, it uses uninterpreted
predicates en £ and sum (which is in turn used to connect f with the contract transition
system via rule (5.2)):

-
- = - -

— : - 2 5
ens(s,s’,v,v’,in,loc) = sum(s,s’,V,v’) (5.5)

This encoding is illustrated using the following example contract with one field a,
a constructor, and two other functions.

contract A{
uint a;
constructor (uint in) {a = in;}
function reset() public {a = 0;}
function f(uint x, uint y) public {
if (a < x) reset();
else a += y;1}
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The CHC encoding is as follows. Field a (resp. inputs in, x, and y) is represented
in CHCs by logic variable a (resp. in, x, and y). For simplicity, s is taken to be
empty and init to be true. The entry points to the constructor and two functions
are represented using predicates en,,, €M, and erny, respectively. The CFG of the
constructor (similarly, function reset) is trivial, so it needs one CHC of form (5.3)
and one of form (5.5). Since function f contains a conditional statement, its CFG has
basic blocks b; and b,, and its CHC encoding makes use of predicates b; and b, in the
CHCs of form (5.3) and (5.4). For readability, formula T(enf,bl) (resp. T(enf,bz))
is colored purple (resp. blue) and placed in the box. Lastly, note that 7(b;,ret f) has

an occurrence of predicate en,,., which corresponds to calling function reset.

reset>

true = fc(a)

en.(a,a’) = by(a,a’,x,y)
fe(a) Asum(a,a”) = fe(a’)

ad=a+y|= by(a,d,x,y)
a =in | = en,,(a,d,in)

: b(a,a’,x /\m:en a,a’,x
e (@, in) = sum(a,a’) 1(@a’x ) Ala<x]| fla,d,x,y)

by(a,a’, x, /\m = en((a,a’, x,
a/ =0 | = enresgt(a’ a/) 2( y) - f( .y)

eng(a,a’,x,y) = sum(a,a’)

enreset(a: a/) = Sum(a; a/)

The boxed formulae are the building blocks to be used in the test-code generation
as described in the next subsection. Purple (resp. blue) color emphasizes that the
formula is used to symbolically encode the then-branch (resp. the else-branch) of
f’s behavior, and black color in the box indicates the code of the constructor.

5.2.2 Algorithmic Enumeration of Contract Behaviors

SoLTG generates tests by symbolic enumeration of the possible behaviors of the contract
under test. Each test case begins with creating an instance of the contract ¢ (by calling
its constructor). Suppose then we wish to observe the behavior of a certain function
f which will be expressed as c.f (..) in the test. If £ uses an input, the test case
should specify one of the possible concrete values. A test could have a sequence of
multiple functions under certain inputs, each of which contributes to updating the
fields. For the example above, when we wish to test function f’s behavior, we could
(manually) create a test ¢ = new A(0); c.f(0,0). This would, however, not be
enough to test the then-branch of the conditional in £’s body. For this reason, another
test, e.g., ¢ = new A(0); c.f(1,0) would be needed. In general, finding these
sequences of function calls and concrete inputs is challenging. Our tool effectively
generates sequences of function calls by enumeration over permutations of available
functions, and it generates concrete inputs from the models of satisfiable logic formulae
that correspond to distinct unrollings of CHCs. Specifically, the enumeration has three
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nested loops (denoted respectively A, B, and C).

A: Enumerating the lengths of tests At the higher level, the tool sequentially considers
unfoldings of the contract transition system (5.1)—(5.2), which allows it to eventually
consider test cases of various lengths. That is, an unrolling of length one would yield
only test cases with constructors, an unrolling of length two — test cases with a con-
structor and one function call, etc. More formally, at this level, the tool performs an
unfolding of fc in CHC fc(v) A sum(v,v’) = fc(v") but keeps sum uninterpreted.
For a length n, the tool unfolds fc exactly n+ 1 times, for which it uses the consecution
rule n times and then the initiation rule once. As a result, we get a new CHC (called
C,) with n distinct occurrences of sum in the body.

B: Enumerating the functions At the middle level, i.e., for an unrolling of a fixed
length n, the tool considers a sequence of n functions (possibly with repetitions), where
the first function is necessarily a constructor. Specifically, given the output from the
outer loop, i.e., a CHC C, with n distinct occurrences of sum in the body, the tool
considers a set of n-tuples F" and computes |F|" tuples of uninterpreted predicates
T = {en; | f € F}". It finally computes |F|" distinct CHCs, each one by the pairwise
replacement of the n-tuple of sum predicates in C, by an n-tuple from T (introducing
fresh variables for in and loc whenever needed).

C: Enumerating behaviors for each function At the inner level, for each of the n
functions to be tested, the tool considers all paths through the CFG. That is, it receives
one of the CHCs constructed at the middle level, and it computes all possible unrollings
by recursively eliminating all uninterpreted symbols. Algorithmically, an unrolling of
each function is similar to the approach of, and the tool repeats it n times, for each
high-level function call (i.e., each one synthesized in the test file). This loop gives a set
of logic formulae, each of which is sent to an SMT solver. Lastly, to enumerate inputs
for each function call, the tool relies on an SMT solver. Given a formula, the solver
aims to find a satisfying assignment from which the desired input values are extracted.

Pruning test case enumeration Because of the exhaustiveness of enumeration, the
complexity of steps A, B, and C grows exponentially with the number of contract func-
tions and the points of control-flow divergence. The tool attempts to mitigate this by
employing optimizations, similar to those in, to prune the search space of test cases.
First, the initial function to be called in a test case should always be the constructor
of the contract under test. Second, assume there is a subset F’ C F of functions that
already have full coverage (thanks to the already synthesized test cases). Then, when
synthesizing a new test case as a sequence of n function calls, step B can enumerate
only |F|""2 - |F \ F’| possibilities instead of |F|" (i.e., any function f € F’ could only
be called in either the 1-st, 2-nd, ..., or n — 1-th position).

Synthesizing tests Each test case is synthesized from two components: a sequence
of functions created at the end of step B, and a sequence of tuples of concrete values
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extracted from an SMT model at the end of step C. In general, the tool has to create
an unrolling of the following CHC, for some f1, f5,... € F:

eny (3,s,V,v',loc,in) Aen (s,s”,v',v",loc’,in") A... = fe(sM,v()
Note that the ultimate unrolling still has occurrences of variables in and in’ but no
predicates eng , eng,,... Thus, if satisfiable, the SMT solver returns a tuple of values
in;, in,,... for in, a tuple of values in';, in',,... for in’, etc. The final test case is
then constructed as follows:

f,(in;, in,,...); £5(in'q,in',,...);..

The whole process is illustrated on the running example. The formula encoding
calls to the constructor and function f under the then-branch has the following un-
rolling:

a =inA (constructor - first call)
a <xA (f(x, y) —second call, then-branch)
a’=0 (reset () — nested call)

It is satisfiable with a model in — 0,x — 1,y + 0... Parsing this model and deter-
mining that in represents an input to the constructor and x represents an input to f
yields the test case ¢ = new A(0); c.f(1,0).

A formula encoding the same function calls but another branch is as follows:

a =inA (constructor - first call)

a>xANd"'=d+y (f (x, y) —second call, else-branch)

It is satisfiable with a model in — 0,x — 0,y — 0..., which yields the test case c
= new A(0); c.f(0,0). These test cases now can be used for the generation of a
Solidity test file:
contract A_Test is Test {
A a0; A al;
function setUp() public { a0 = new A(0); al = new ACO); }
function test_A_O0() public { a0.f(1, 0); }
function test_A_1() public { al.f(0, 0); } }

The test file consists of multiple functions, the naming convention for which follows
the FOUNDRy® standards. setUp is used by FOUNDRY to prepare a testing environment.
Functions test_A_0 and test_A_1 incorporate test cases generated by SOLTG above.
The test file is human-readable and reusable: it can be used to generate test coverage
right away and/or stored for regression testing later.

*https://book.getfoundry.sh/forge/writing-tests
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Figure 5.4. SolTG performance for the benchmark set with different timeouts.
5.3 Evaluation

SoLTG was evaluated on 59 benchmarks from the SoLCMC repository and industrial
smart contracts that exhibit different Solidity-specific features. All experiments were
conducted on a machine with a 2.3GHz 8-core Intel Core i9 processor and 16 GiB
of memory, running Mac OS. Test coverage data was collected from the Foundry test
reports.

For the given set of benchmarks, SoL.TG provided a high level of test coverage. In
particular, on average, it achieved 81.2% line coverage and 90.9% function coverage
for a 60-second timeout. A correlation of the coverage and the chosen timeout for each
benchmark is shown in Figure 5.4. The cactus plot has a range of timeouts from 0.1
sec to 60 sec on the x-axis and the corresponding coverage on the y-axis. Each curve
represents multiple behaviors of SOLTG on a single benchmark w.r.t. different time-
outs. The rapid growth of many curves demonstrates that (1) the preprocessing and
initial enumeration steps are very fast, and (2) SOLTG often needs just a few seconds to
produce many test cases. In fact, SOLTG generates the majority of tests within the first
10 seconds of the execution. For 21 benchmarks, SoLTG generated tests that report
100% line coverage within the first 5 seconds. Further, as more time is allowed, SoL.TG
finds additional test cases, but their production expectedly becomes more costly.

The cases where SoLTG did not report full test coverage within the 60-second time-
out were investigated. One reason, as expected, was the complexity of the control
structures of the contracts, resulting in less efficient test case generation. Remarkably,
the other reason was discrepancies between the CHC encoding and the actual seman-
tics of the contracts.

SoLTG was also evaluated on multiple industrial Ethereum contracts (e.g., Weth.sol,
ERC20.s0l, VestingWallet.sol), and it exhibited performance similar to that on
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the SoLCMC benchmarks. For example, for Weth.sol*, SoLTG was able to produce
tests that achieve 82% line, 83% function, and 75% branch coverage in 20 seconds. In-
terestingly, experimentation with industrial cases revealed a discrepancy between the
CHC encoding and the compiler output: some function calls in Solidity have inherent
properties, and for one of these calls these properties are missing in the CHCs. This
issue was reported to the developers of SOLCMC”.

Comparison with other tools. The evaluation does not include a quantitative com-
parison with other test generators for Solidity, since the existing tools are not directly
comparable to SOLTG. Among the tools considered, only fuzzers could be executed on
the benchmarks. The output of a fuzzer, however, is not a test suite in the sense of
SoLTG: the test cases it produced had to be manually rewritten as FOUNDRY tests before
their coverage could be measured in the same way as for the tests generated by SoLTG.
Moreover, the coverage achieved by fuzzing is not comparable to the coverage of an
exhaustive enumeration. Fuzzers explore the input space randomly, so the coverage
they reach depends on the random seed and on the length of the fuzzing campaign,
and they can easily miss specific program locations, e.g., branches guarded by narrow
conditions such as an equality with a particular value. SOLTG, in contrast, targets ev-
ery branch of every function with a symbolic reachability query: it either produces a
test that reaches the branch or establishes that no sequence of calls of the considered
length reaches it. A coverage comparison would therefore mostly reflect the fuzzing
budget rather than the quality of the generated tests. For these reasons, the evaluation
focuses on the coverage that SOLTG achieves on its own and on the time it needs to
achieve it.

Overall, the results demonstrate the practical value of SOLTG in the contract devel-
opment process.

5.4 Limitations

The current version of SoLTG has two main limitations.

Loops. SoLTG does not support contracts whose functions contain loops. The enu-
meration of contract behaviors unrolls the CHC representation of the function sum-
maries, which is only finite for loop-free function bodies. For example, no tests can
currently be generated for a function such as

function total() public view returns (uint s) {
for (uint i = 0; i < n; i++) s += vals[i];

*https://etherscan.io/token/0xc02aaa39b223fe8d0ale5c4f27ead9083c756cc2
Shttps://github.com/ethereum/solidity/issues/14814.
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which iterates over a storage array.

Deep test cases. Test cases are generated by enumerating sequences of function
calls of increasing length, and the algorithm checks all possible combinations of func-
tion calls. For a contract with f public functions, there are f¢ call sequences of length
d, and the number of control-flow paths that must be explored grows further with
the branches inside each function. For example, a contract with 5 public functions
already has 5% = 625 call sequences of length 4. Consequently, branches that become
reachable only after a long, specific sequence of calls, such as a function that can only
be executed after a contract has been initialized, funded, and moved through several
states, may not be covered within the timeout.

The future work in Section 5.6 addresses both limitations: loop analysis for the
first one, and commutativity checking, function invariants, and the combination with
fuzzing for the second.

5.5 Related Work

The principles of the CHC encoding of smart contracts that SOLTG relies on originate
from [139]. Previously, they enabled the development of the SoLCMC model checker
built into the Solidity compiler. SorL.CMC, however, is not designed for generating
test cases for each branch of each function of a given contract, which requires an ex-
haustive enumeration of path conditions. On the other hand, SoLTG does not rely
on external CHC solvers and has its own approach to achieve the enumeration. An
alternative framework for automated reasoning over Solidity contracts, SMARTACE,
uses an existing infrastructure for LLVM-based model checking, symbolic execution,
or fuzzing [57]. As a result, it does not generate any tests for the original Solidity
code, and the generated reports are based on testing of a semantically different LLVM
binary. A notable benefit of SOLTG over SMARTACE is that the former guarantees that
behavior demonstrated by the tests exactly corresponds to the actual blockchain be-
havior. Another notable tool, VERX [155], is designed to prove functional properties
of smart contracts. Although it follows a different route than SoLTG, the awareness of
the discovered properties can help SOLTG to accelerate the test case generation in the
future.

Fuzzing [99] is the most widely used approach to automated testing of smart con-
tracts, e.g., in EcHIDNA [104] and in the fuzzer integrated into FOUNDRy. Fuzzers
execute the contract on large numbers of generated inputs and call sequences, which
makes them fast and scalable and lets them explore long sequences of function calls
cheaply. However, they give no guarantee of reaching a particular program location,
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and they struggle with branches guarded by narrow conditions. SoLTG has the oppo-
site profile: its symbolic queries reach such branches directly, but the number of call
sequences it enumerates grows exponentially with their length. The two approaches
are therefore complementary rather than competing (see Section 5.6).

There exist multiple SMT-based test generation tools, such as KALI [39] and CAVI-
TEST [154] for Java, FuseBMC [2], SymBioTic [58], and KLEE [56] for C, and some
others. Many of them produce test cases after some communication with an SMT solver,
but none of them is based on CHCs. The closest tool to SoLTG is a CHC-based test
case generator, HORNTINUUM, which is, however, not tailored for smart contracts.
HorNTINUUM alternates invariant generation and test case generation, and it accel-
erates the enumeration process by exploiting the invariants discovered so far. In the
future, this strategy could be adopted in SoLTG as well.

5.6 Future Work

SoLTG offers several directions for future work.

A particularly promising direction is the combination of SOLTG with fuzzing, fol-
lowing the idea of whitebox and hybrid fuzzing [100]. The combination can work in
both directions. First, the tests generated by SOLTG can serve as seeds for a fuzzer:
they already reach branches that random inputs are unlikely to hit, and the fuzzer can
then mutate them cheaply to explore the behaviors around those branches. Second, a
fuzzer can be run first to cover the easy parts of a contract, and SoLTG can then tar-
get only the branches that fuzzing left uncovered with symbolic reachability queries.
The contract states reached by the fuzzer after long call sequences could also be used
as starting points for these queries, reducing the exponential cost of enumerating call
sequences in SOLTG. Such a combination would help determine where symbolic rea-
soning brings the most benefit, and would broaden the practical impact of the tool.

One direction is to explore commutativity checking of contract functions. One of
the main weaknesses of the current technique is the exponential blow-up in complexity
as the number of function calls in a test case grows. A commutativity check would
eliminate a significant number of tests whenever the order of function calls does not
influence the final state of the system. Reducing the number of test cases considered
would significantly speed up test generation.

Another possible extension is loop analysis, allowing SoLTG to handle smart con-
tracts that contain loops. Such analysis could be performed with TPA or BMC under
a hard bound on the number of iterations, which is natural in Solidity: the gas mech-
anism limits the number of instructions executed during a single function call. This
would extend the tool to the broader domain of industrial smart contracts.
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Finally, function invariants could be constructed to replace the explicit exploration
of a function with its invariant. This would be especially beneficial for tests with multi-
ple function calls: every call except the last could be replaced by its invariant, abstract-
ing the system and yielding faster test-generation queries.

5.7 Conclusion

This chapter presents SOLTG, a fully automated Solidity test generator based on CHC
encoding capable of generating tests for industry-grade smart contracts. SoLTG an-
alyzes the CHC-system provided by So.CMC and compiles test cases as a result of
exhaustive enumeration of contract behavior and SMT models, thus avoiding fuzzing.
The compiled tests are supported by the widely used FOUNDRy framework. The evalu-
ation demonstrates that the tool is effective in generating tests on a range of Solidity
contracts and can be fully integrated into the development process. These results have
been presented and published in CAV 2024 [50].



Chapter 6

Flexible SMT Solving for Safety
Verification

The success of modern tools for determining the satisfiability of propositional and first-
order logic formulae using SAT and SMT solving can be partially attributed to the
combination of the search for a satisfying assignment with the search for a refutation
of satisfiability [151]. This idea carries over to safety verification, where many tools
combine a search for a safe, inductive invariant with a search for a counterexample.
This type of safety verification requires tight integration with one or more SAT or SMT
solvers. A broad range of tools rely on artefacts produced by the SMT solver, such as
satisfying assignments and interpolants [5]. Modern SMT solving might suffer from a
lack of diversity in solving strategies, as SMT solvers tend to optimize for one specific
parameter — solving performance. However, this might not be optimal for the purposes
of safety verification. Difficult verification instances, particularly those requiring an
invariant, can be very hard to solve, and the model checker may fail to find a proof
even when one exists.

This chapter addresses this problem by proposing a heuristic for SMT solving, called
P1ckyCDCL, that is sufficiently efficient to solve existing benchmarks while remaining
orthogonal to standard branching approaches. PickyCDCL is a new Conflict-Driven
Clause Learning (CDCL)-based decision procedure with flexible, multi-literal lookahead
selection. P1ckyCDCL combines lookahead-style search [112] with the Variable State
Independent Decaying Sum (VSIDS) branching heuristic.

P1ckyCDCL aims to strike a balance between the speed of the VSIDS heuristic and
the careful literal selection of lookahead search. Rather than relying solely on the
literal scoring provided by VSIDS, PickyCDCL selects, at each branching decision, a
tunable number 6 of literals with the best VSIDS scores and performs a lookahead
procedure over these selected literals to pick the one to propagate. The use of CDCL
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together with the consideration of multiple literals at each decision results in a more
detailed search and in additional learned clauses, which may in turn yield artefacts
better suited to verification purposes (for example, higher-quality interpolants from
interpolating SMT solvers). This chapter explores the impact of this potentially slower
but more careful approach on the production of unsatisfiability proofs and interpolants.
This contribution was presented and published in [49]. Some of the concepts used in
this chapter were introduced in Chapters 1 and 2.

6.1 Preliminaries

SMT solvers have proven to be particularly efficient in solving ground, multi-sorted
first-order formulae with arithmetic. The input instance is interpreted as an arbi-
trary propositional formula over atoms that have Boolean values but may represent
constraints in different theories, such as inequalities over arithmetic expressions and
equalities over uninterpreted functions defined over uninterpreted sorts. The idea in
SMT solving is to find a satisfying assignment or prove the absence of one by combining
a solver for propositional satisfiability with solvers for conjunctions of theory equalities
and inequalities.

When the theory structure is ignored, the formula can be solved using a SAT solver.
The satisfying assignment found by the SAT solver represents a conjunction of equal-
ities and inequalities appearing inside the atoms in the original formula. Under the
theory interpretation, this conjunction might still be unsatisfiable, since the SAT solver
could assign truth values to the equalities or inequalities that are inconsistent in the
underlying theory. To overcome this problem, the theory solvers are queried for the
consistency of an assignment proposed by the SAT solver. In the case of unsatisfiability,
the theory solvers provide an explanation, expressed as a disjunction of (negated) the-
ory atoms. The theory solver may also be unable to determine satisfiability, in which
case it provides new atoms for the SAT solver to branch on.

Conflict-Driven Clause Learning. CDCL is the most popular technique used in mod-
ern SAT and SMT solvers. Modern SAT solvers work by gradually expanding a decision
stack, assigning truth to the atoms of the instance. The stack can be extended either
by branching on values of atoms or by unit propagation. The former is a heuristic
process, whereas the latter works by finding clauses in which, under the current truth
assignment, exactly one literal is unassigned and all others are assigned false, and then
assigning that remaining literal to true. Unit propagation may terminate in a conflict,
in which some literal would need to be assigned both true and false simultaneously.
This triggers a conflict analysis, which aims to find a point in the truth assignment to
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which the solver should be backtracked to resolve the conflict. The analysis is a limited
form of resolution and results in a learned clause, which is guaranteed to have all but
one literal assigned false and the remaining literal unknown at the backtrack point.
Pseudocode for the CDCL procedure is given in Algorithm 9. The algorithm picks a
literal for branching using some heuristic (the call to BEsTLiT) and runs unit propa-
gation (PROPAGATE). If propagation ends in a conflict, either directly or as reported
by a theory solver, the solver then adds a learned clause in line 5 and backtracks to a
previous state in the decision stack.

Heuristics. The branching heuristic of an SMT solver has a big impact on solving
efficiency. Literals are typically scored using an activity-based heuristic such as VSIDS,
where atoms that appear often in resolution receive higher scores. VSIDS is one of the
most popular heuristics for SMT solving. VSIDS keeps track of the literals that appeared
in conflicts, and the number of times these literals were present in the conflict clauses.
This heuristic picks for propagation the literal that has been the most present in the
conflict clauses first. This is combined with an approach that tries to avoid creating
immediate conflicts in the theories by preferring a polarity that is not conflicting with
the model maintained internally by the theory solver.

An alternative to activity-based heuristics is the lookahead heuristic, which attempts
to estimate the size of the remaining search space after branching by computing the
number of atoms that would remain unassigned if a given atom were assigned. As a
result of the theory explanations and the learned clauses, an SMT solver does not have
a fixed number of clauses or even atoms. The number of unassigned atoms may nev-
ertheless be used as an (inaccurate) proxy for the remaining search space size [113].

Algorithm 9: Basic CDCL algorithm.
Input : An SMT instance in CNF ¢
Output: SAT | UNSAT
Data : Decision stack s, literal xp.;

1 while True do
while PROPAGATE (s) results in conflict do
if the decision level of s is O then return UNSAT;
¢ < analyse the conflict
¢ —PANc
Backtrack s until ¢ becomes implying
if s 2 Var(¢) then return SAT;
Xpest < BESTLIT()

S s ({xbest})

O ® N o A WD
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Model checking using interpolation. Let X = {x,,...,x,} be a set of variables in a
multi-sorted logic and X’ = {x’ | x € X} a copy of these variables obtained by adding
a prime to their symbols (used to represent the next-state values of the variables). The
core task of safety verification is to prove that it is not possible to reach a state that
violates the safety property Bad(X) from the initial states Init(X).

To prove this property, most algorithms attempt to construct an inductive invariant
Inv(X), such that Inv(X ) ABad(X) is unsatisfiable. A range of techniques exists for ob-
taining the invariant Inv directly from the proof of unsatisfiability that an SMT solver
produces as a side-product, for example, by computing interpolants. The construc-
tion of interpolants depends on SMT solving, which in turn is guided by the branching
heuristic. This observation is at the center of the experimental evaluation of the heuris-
tics in this chapter.

6.2 PickyCDCL

The P1ckyCDCL algorithm is based on the idea of a “more careful” VSIDS, incorporating
a lookahead on top of it. PickyCDCL learns more clauses than VSIDS on each decision
level, due to the wider scope of its propagations (as it tries to propagate & variables
at every round). Even in the case when no conflicts are encountered, it guides VSIDS,
picking the literal with the highest number of unit propagations. The application of
lookahead allows for greedy learning of conflict clauses, as at each decision level more
literals are propagated and potentially more conflicts are encountered. Algorithm 10
outlines P1ckyCDCL.

The heuristic for deciding on literals is a modification of the VSIDS approach with
two additional steps. The first is updating the VSIDS scores for the literals involved
in the conflict analysis, which PickyCDCL does both on line 4 during the “standard”
propagation, and on line 15 when a clause is learned in the lookahead phase. The
second step implements the procedure that picks the 6 best literals with the highest
VSIDS scores, instead of selecting just one best literal. The value 0 is a parameter of
the algorithm. It gives PickyCDCL the flexibility to pick between exhaustive and quick
approaches. PickyCDCL runs a lookahead algorithm for the picked literals, choosing
the literal that will have the biggest impact on the propagation, i.e., the literal that,
when fixed, causes the largest number of unit propagations as its consequence.

The main execution loop propagates literals one by one and tries to find a satisfying
literal assignment. Initially, the algorithm propagates the current decision stack. When
the propagation results in a conflict, the algorithm handles it. If the solver is at decision
level 0, the instance is unsatisfiable. Otherwise, the solver introduces a new clause to
the instance, blocking the conflicting assignment, and backtracks to the decision level
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Algorithm 10: PickyCDCL algorithm.

Input : An SMT instance in CNF ¢; search width &

Output: SAT | UNSAT

Data : Decision stack s, literal xy,,,, map scores : At(¢) — (N)
1 while True do

2 while PROPAGATE (s) results in conflict do
3 if the decision level of s is O then return UNSAT,;
4 ¢ < analyse the conflict
5 ¢ — ¢ uic}
6 Backtrack s until the second-highest decision level in ¢
7 if s © Var(¢) then return SAT;
8 Xpest < T
9 scores[x] < O for all x €var(¢) ; // Reset literal scores
10 lits « BesTLiTs(§)
11 for x € lits do
12 se—s-({x})
13 if PROPAGATE (5) or CHECKTHEORY () results in conflict then
14 if the decision level of s is O then return UNSAT;
15 ¢ < analyse the conflict
16 ¢ —¢pAc
17 scores[x] <0
18 else
19 scores[x] < la—score(x); // updates lookahead score
20 if scores[x] > scores[xp,s ] then Xpes < X ;
21 Backtrack s until x becomes undefined
22 s — 5 ({Xpest }); // Best literal is propagated
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where the conflict is resolved (lines 4-6). At line 7, the algorithm checks whether all
variables have been assigned, meaning the instance is satisfiable. The remaining part
of the code implements the heuristic that picks the literal for the next propagation.

PickyCDCL starts by resetting the current best literal x,,, to T (line 8) and the
score of every literal to O (line 9). At line 10, the algorithm picks the & literals with
the highest VSIDS scores and stores them in the vector lits. This parameter can range
from 6 = 1 to 6 = nlits, the total number of literals in the instance. The latter
corresponds to running a full lookahead on every branching decision. The former is
almost equivalent to the VSIDS heuristic, with a small added overhead because of the
second propagation'. The parameter & adds flexibility to the algorithm: it allows the
balance between performance (with a smaller 6) and rigor (with a larger &) to be
tuned. & is provided by the user of the solver and can vary between different instances.
Experiments show that the value of 6 should be picked carefully. A linear increase
of the parameter 6 may cause a quadratic growth in complexity, because 0 literals
are propagated during each iteration of PickyCDCL. In other words, the 6 parameter
regulates the breadth of the search: decreasing it reduces the selection precision, while
increasing it enlarges the exploration space for the literal selection.

P1ckyCDCL performs test propagations for all the literals in the vector lits (o lit-
erals with the highest VSIDS scores). Among these literals, the algorithm identifies
the one that leads to the largest number of subsequent unit propagations. If conflicts
are encountered during the test propagations, PickyCDCL adds the learned clauses to
the instance, but does not stop the lookahead procedure. During each test propaga-
tion, P1ckyCDCL also performs a complete theory check (the call to CHECKTHEORY ()
at line 12), to validate that the tentative assignment is consistent with the underly-
ing SMT theory, even when the Boolean propagation itself does not yield a conflict.
Because of this additional check, even Pi1ckyCDCL with 6 = 1 diverges from the clas-
sical VSIDS heuristic: it catches theory conflicts earlier and, as a result, produces more
conflict clauses during the search. In the case of a successful propagation, at line 19,
P1ckyCDCL records the lookahead score for x; the search is then rolled back (line 21)
to the state before the test propagation of x.

Overall, the PickyCDCL algorithm can be described as an enhanced CDCL(T) with
VSIDS. It incorporates CDCL(T) by allowing clause learning during propagation and
expands the VSIDS heuristic by selecting the 6 best literals and applying lookahead
to them during literal selection. This approach provides more ways to find a solution
and varies depending on the value of 6. The PickyCDCL approach learns new clauses
greedily, while following the VSIDS heuristic. Compared to the classical VSIDS, Pick-

!propagation of the literal happens twice: at line 1 and at line 12. This double propagation allows
P1ckyCDCL to catch additional conflicts, but it introduces a slight overhead.
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YCDCL is expected to produce solutions more suitable for the applications that use
interpolation-based SMT solving. This is investigated experimentally through the use
of P1ckyCDCL in different applications.

6.3 Related Work

This work builds upon the CDCL [166] and DPLL [19, 68] approaches for SAT solv-
ing, which were later adapted for use in SMT. The CDCL algorithm is a conflict-driven
methodology that operates by backtracking when conflicts are encountered and utiliz-
ing the resulting information to generate clauses that restrict the assignment of literals
causing the conflicts.

The technique is based on the Variable State Independent Decaying Sum (VSIDS)
heuristic, which greatly improves the splitting part of CDCL(T) by quickly selecting
literals for splitting based on how frequently they occur in recently learned (conflict)
clauses, with scores decaying over time to favor more recent activity. VSIDS is a widely
used heuristic in many solvers, resulting in minimal time spent on selecting literals for
branching.

Lookahead heuristics for SAT and SMT solving are of key importance to this work.
The core idea of a lookahead SAT solver is to propagate all literals and select the one
that leads to the most collateral propagations, repeating the process until all literals
are propagated [38]. The first lookahead-based solver was developed in 1996 and was
a top-performing SAT solver at the time. Lookahead has since been adopted by several
major SAT/SMT solvers, such as Z3, where it is used for selecting cubes for splitting
in the SAT solver core. Recently, the lookahead algorithm was applied to SMT solv-
ing in the OPENSMT solver [118]. This implementation showed improvements over
VSIDS on certain benchmark sets, even though it used a significant number of addi-
tional propagations, checking all literals at each step, even previously checked ones.
This approach was specifically designed for constructing evenly-sized subproblems to
partition a search space in parallel solving. This work differs from that approach in
that it overcomes its performance bottleneck and does not maintain a DPLL-style tree
for parallelization.

The work closest to PickyCDCL combines and refits SAT/SMT heuristics. Mixing
lookahead and VSIDS in SAT solving applications was mentioned in [180] as a means
of breaking ties between equal VSIDS scores to increase the performance of a solver. If
the scores are the same, lookahead is used on the literals with equivalent scores to pick
the literal for propagation. However, this approach did not lead to a speedup in the
solving process. Unlike the aforementioned approach, PickyCDCL uses a limited form
of lookahead that runs at each decision level during solving. Lookahead is executed on
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a certain number of top-scored VSIDS literals, not necessarily sharing the same score.
The goal of this work was to increase the amount of information obtained during solv-
ing, while remaining performant in terms of deciding satisfiability. The ultimate goal
of PickyCDCL is not to improve the performance of the solver but to produce solving
artefacts that carry more information suitable for verification tasks. Experiments with
several verification tools show that PickyCDCL achieves this goal.

In recent years, significant efforts have been made in SMT solving on the production
of proofs (see [14, 152] for examples) and interpolants (see [125] for a thorough
overview). Proofs serve as evidence of the correctness of an unsatisfiability result and
have become a crucial aspect of SMT solvers. The quality of the proof depends on the
solution path chosen by the solver, and CDCL-based approaches are expected to lead
to better proofs as they generate more conflict clauses, providing more information for
proof production. More conflict clauses also allow for the creation of more accurate
interpolants, as additional constraints can be imposed on the system, reducing the set
of possible assignments.

6.4 Evaluation

The PickyCDCL algorithm was implemented on top of the interpolating SMT solver
OPENSMT? with the production-ready versions of lookahead and VSIDS heuristics. The
solver works on quantifier-free logics of UF, LIA, and LRA, which provided a wide range
of opportunities for experimentation with the new heuristics. Both the P1ckyCDCL and
VSIDS algorithms were used in the experiments.

This section evaluates the algorithm in the context of interpolation-based model
checking and proof production. The main idea of the algorithm was to expand the
applicability of SMT solving to better suit verification tasks; the experiments therefore
focus on SMT-based safety verification. PickyCDCL was applied to two applications:
model checking that uses interpolation for invariant generation (in a CHC solver) and
proof production/validation. Additionally, the overhead of running PickyCDCL com-
pared to classical VSIDS was evaluated. All experiments were conducted with opti-
mizations enabled, on a machine with an AMD EPYC 7452 32-core processor and 8x32
GiB of memory. To test PickyCDCL'’s performance and its application in safety verifica-
tion, CHC-Competition benchmarks were used. During the experiments, no conflicting
results were encountered. Throughout this section, relative differences in running time
and size are reported as factors (e.g., “1.3 times slower”), together with the absolute
values where they are available.

*https://github.com/usi-verification-and-security/opensmt; PickvCDCL is avail-
able in the main branch and is enabled with the : picky option.
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6.4.1 Interpolation-based Algorithms

The effect of the application of the PickyCDCL algorithm on interpolation-based rea-
soning was studied in the context of Constrained Horn Clauses solving. The experi-
ments use the GoLEM CHC solver®, which integrates OPENSMT into its reasoning both
for interpolation and solving. Three of GoLEM’s verification engines were used: TPA,
LAWI, and Spacer, all of which used an OPENSMT solver with P1ckyCDCL and VSIDS
heuristics as a backend for SMT solving. The following is a comparative analysis of
these techniques with PickvyCDCL and VSIDS-based backend SMT solving.

The comparison measures how applying OPENSMT with PickyCDCL support to
GorLEM’s TPA, Spacer, and LAWI verification engines affects their verification capabil-
ities. In particular, it compares the number of instances solved by each verifier with
OPENSMT’s VSIDS and P1ckyCDCL core procedures. Furthermore, since P1ckyCDCL is
flexible in the number of literals used for propagation (defined by parameter &), three
instances of PickyCDCL were evaluated in all experiments. The evaluated configura-
tions were Pi1ckyCDCL with 6 = 1 (corresponding conceptually to the classical VSIDS
algorithm), PickyCDCL with 6 = nlLits (corresponding conceptually to the classical
lookahead), and the mixed PickyCDCL with & set to 10 (the choice of “10” was based
on an empirical evaluation of various benchmarks®*).

An evaluation was executed on the LRA-TS (498 benchmarks) and LIA-lin (585
benchmarks) benchmark sets from CHC-COMP [69], the benchmarks for which GOLEM
had highly competitive performance results. The experiments used a timeout of 1800
seconds. The results are shown in Table 6.1. The number in parentheses is the count of
uniquely verified instances, compared to the default SMT-solver engine, which is based
on the VSIDS heuristic (listed first for each tool in the table). The goal was to deter-
mine whether using the P1ckyCDCL algorithm, even though it may be slower than the
core technique, would allow the verification engines to solve CHC instances that were
not previously solvable using VSIDS. The results also include two further lookahead-
based approaches, both implemented in the OPENSMT solver: the DPLL-based looka-
head [118] (Lookahead DPLL) and the tiebreaker approach [180] (Tiebreaker Looka-
head), in which lookahead is used only to break ties between literals with equal VSIDS
scores.

Overall, the comparative experimentation demonstrated that in most cases when
the P1ckyCDCL algorithm was used, GoLEM was able to solve additional instances that
could not be solved by the core procedure alone. As expected, the core technique
is usually able to solve more instances within the same timeout; however, the delay

*https://github.com/usi-verification-and-security/golem.
*Across a wide range of individual experiments, the § parameter in the range 10-20 was found to
provide the best CHC-solving performance for GoLEM with the PickyCDCL algorithm.
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Table 6.1. Golem results comparing various interpolation-based verification algorithms
based on either VSIDS or PickyCDCL procedures of OpenSMT.

Algorithms LIA-lin | LRA-TS
Number of benchmarks 585 498
TPA

VSIDS 340 214
P1ckyCDCL with 6 =1 338 (5) | 202 (3)

P1ckyCDCL with 6 = 10 334 (7) | 200 (6)
P1ckyCDCL with 6 = nLits | 313 (2) | 186 (5)

Lookahead DPLL 284 (1) | 162
Tiebreaker Lookahead 321 (5) | 192 (5)
Spacer

VSIDS 381 270
PickyCDCL with 6 =1 379 (2) | 270
P1ckyCDCL with 6 = 10 366 (2) | 272 (2)
P1ckyCDCL with & = nLits | 340 249
Lookahead DPLL 302 221
Tiebreaker Lookahead 372 (1) | 265 (1)
LAWI

VSIDS 322 364
P1ckyCDCL with 6 = 1 315 (2) | 358 (8)

P1ckyCDCL with 6 = 10 312 (3) | 325 (10)
P1ckyCDCL with 6 = nLits | 294 (3) | 237
Lookahead DPLL 265 (2) | 208
Tiebreaker Lookahead 308 (2) | 279 (3)
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Table 6.2. Number of instances solved by virtual portfolios of Golem’s TPA engine
with different random seeds and SMT backends (3 engines per portfolio).

Virtual portfolio composition LIA-lin | LRA-TS
3 VSIDS-based SMT solvers 345 223
2 VSIDS and 1 PickyCDCL-based SMT solvers | 352 225
1 VSIDS and 2 PickyCDCL-based SMT solvers | 354 230
3 PickyCDCL-based SMT solvers 343 220

introduced by the PickyCDCL procedure (see the overhead study below) corresponds
only to a small reduction in the number of benchmarks solved. PickyCDCL with 6 =1
is able to solve unique instances compared to VSIDS due to the divergence in the solving
process explained in Section 6.2. Interestingly, for Spacer on LRA-TS, PickyCDCL with
6 = 10 even solved more instances than the VSIDS procedure (272 vs. 270). Overall,
the results show that the mixed PickyCDCL approach is not only more flexible in its
search, since it is able to solve previously unsolved benchmarks, but also retains much
of the performance efficiency of the classical algorithms, remaining comparable to the
other techniques used in the evaluation.

Robustness to random seeds. To illustrate that the effect of using the P1ckyCDCL al-
gorithm in GoLEM is not random, a further experiment was conducted with GOLEM,
using the same set of LIA-lin and LRA-TS benchmarks as in the experiments above.
Three instances of the VSIDS-based solver and three instances of the PickyCDCL-based
solver were created, all with different random seeds. They were then run inside the
GorLeEM CHC solver to produce a virtual portfolio of solved instances, where each port-
folio consists of three GoLEM instances with different mixtures of the SMT backends.
Table 6.2 summarizes the results of running the virtual portfolios. Notably, the mixed
portfolios that combine VSIDS and PickyCDCL are able to solve more instances over-
all. They systematically outperform the portfolio based solely on the VSIDS approach,
despite pure VSIDS being potentially more efficient.

Some benchmarks (chosen randomly) that GoLEM uniquely solved using Picky-
CDCL were also examined closely and rerun with ten instances of the VSIDS-based
GoLEM with different random seeds. For example, chc-LIA-Lin_325 was not solved by
any of the random-seed GoLEM instances. Another example is the instance chc-LIA-
Lin_035, which was solved by the VSIDS-based GoLEM only 2 times out of 10. This
shows that PickyCDCL-based GoLEM can uniquely solve certain instances, indepen-
dently of the random seed used. Overall, the experiments indicate that the lookahead-
inspired mixed approach can lead the solver to solutions that are better suited to
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Figure 6.1. A comparison of proof size for the VSIDS approach vs. PickyCDCL. (In the
number of unique lemmas used.)

verification tasks, which makes P1ckyCDCL a valuable component of a portfolio for
interpolation-based CHC solving.

6.4.2 Proof Production

Another set of experiments was conducted with OPENSMT’s proof production and proof
validation engine. Proofs are an important part of any modern SAT/SMT solver because
they make it possible to validate the correctness of unsatisfiability results, confirming
that the solver did not err. OPENSMT supports proof production using the VSIDS SMT
solving procedure. For this study, OPENSMT was adapted to support proof production
using the P1ckyCDCL algorithm instead. OPENSMT produces proofs in the DRAT for-
mat; the effect of using PickyCDCL compared to the VSIDS approach on proof size and
proof validation time was evaluated.

The proof size was estimated by measuring the number of employed lemmas in the
corresponding formulae. A series of experiments was conducted on QF _UF benchmarks
taken from SMT-COMP. Overall, 1752 benchmarks were evaluated with a 1200-second
time limit, all of which demonstrated a similar trend. The results show that the proofs
produced by OPENSMT with the P1ckyCDCL backend contain, on average, 1.15 times as
many lemmas as proofs produced by the VSIDS-based solver. This can be attributed to
the fact that the PickyCDCL procedure learns clauses greedily during solving, thereby
expanding the pool of lemmas available for the proofs. The results for OPENSMT based
on VSIDS and PickyCDCL are shown in Figure 6.1.

The time it took to validate proofs produced from the QF_UF benchmarks solved
by both the VSIDS-based and PickyCDCL-based solvers was also compared, using a
1000-second timeout. The PickyCDCL-based proofs were expected to be at least as
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easy to validate as the VSIDS-based ones, thanks to the additional clauses learned from
the detected conflicts. The DRAT-trim [111, 178] tool was used to validate the proof
results. The results can be seen in Figure 6.2.

The graph data shows that the proof validation process was faster for proofs pro-
duced by the PickyCDCL-based solver than for those produced by the VSIDS-based
solver. The Y-axis on the graph represents the time taken to validate the VSIDS-
produced proof, and the X-axis represents the time taken to validate the PickyCDCL
proof. In total, validating the P1ckyCDCL proofs took 2475.49 seconds, whereas vali-
dating the VSIDS proofs took 4203.87 seconds, i.e., PickyCDCL proofs were validated
1.7 times faster. This implies that P1ckyCDCL was able to create proofs that are easier
to validate®. Therefore, PickyCDCL can be used in a portfolio for proof-based interpo-
lation in model checking with a positive effect.

6.4.3 Overhead Evaluation

The mixed approach proposed for the flexible literal selection of the PickyCDCL CDCL
procedure naturally requires more computational resources than the core VSIDS ap-
proach. The overhead of the combined approach for OPENSMT was studied on the
SMT-COMP benchmarks for QF _LRA. The comparison used the PickyCDCL implemen-
tation with different values of the 6 parameter (6 = nLits, 6 = 10, and 6 = 1). The
timeout for SMT solving was set to 1200 seconds. Overall, increasing 6 was observed
to lead to a more significant performance overhead; for 6 = nlLits, the slowdown com-
pared to VSIDS was the same as for the full lookahead approach. This happens due to

>The solver may be selecting suboptimal clauses during its solving process, which could be the cause
of points below the diagonal.
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Figure 6.3. Overhead evaluation for OpenSMT with PickyCDCL-based vs. VSIDS-
based solving for various depths of literal selection. (Time comparison in seconds.)

the increased number of literal propagations as 6 increases (because more candidate
literals are considered at each step).

Figure 6.3 illustrates the comparison of PickyCDCL with VSIDS for the cases of
6 =1,6 =10, and 6 = nLits. Crosses on the graph denote SAT results, and squares
denote UNSAT results. Noticeably, PickyCDCL with 6 = 1 is on average 1.3 times
slower than VSIDS, due to the reasons explained in Section 6.2. PickyCDCL with
0 = 10 is on average 1.81 times slower than VSIDS, even though it propagates ten
times more literals at each decision round and finds 2-3 times more conflicts than the
classical VSIDS approach. As such, the algorithm becomes significantly faster than the
lookahead approach, especially with a smaller &, while still finding significantly more
information about the instance (learned clauses) than VSIDS.

6.4.4 Lookahead Comparison

The Pi1ckyCDCL heuristic was developed as a mixed approach combining VSIDS and
lookahead strategies. Both of these techniques were implemented in OPENSMT prior
to the development of PickyCDCL. Lookahead in OPENSMT is based on the DPLL pro-
cedure, with the main goal of splitting SMT solving for parallel reasoning. During the
development of the DPLL-based lookahead in parallel OPENSMT, solving performance
was secondary, because it was developed for efficient distribution of reasoning. As
a result, lookahead is slower compared to the standard VSIDS heuristic. Since both
lookahead and PickyCDCL are implemented in the same tool, their performance can
be compared directly. The two implementations are orthogonal: the lookahead pro-
cedure is based on DPLL, while PickyCDCL is based on a pure CDCL engine. The
P1ckyCDCL algorithm was executed with different values of &6 (&6 = nlLits, 6 = 10,
and 6 = 1). The results of the PickyCDCL and lookahead comparison are presented
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son for various depths of literal selection. (Time comparison in seconds.)

in Figure 6.4.

As expected, PickyCDCL with smaller & turned out to be significantly faster than
the lookahead approach; for example, PickyCDCL with 6 = 10 is 8 times faster than
lookahead. For 6 = nLits, however, the PickyCDCL approach turned out to be as fast
as the lookahead technique. Therefore, performance-wise, P1ckyCDCL can outperform
the lookahead technique and does not underperform it even at the maximal value of

0.

6.5 Limitations

The main limitation of Pi1ckyCDCL is its performance compared to VSIDS. Even with
6 = 1, PickyCDCL is on average 1.3 times slower than VSIDS, and with 6 = 10 it
is 1.81 times slower. As a result, a verifier that uses PickyCDCL instead of VSIDS
solves fewer instances overall. For example, GoL.EM’s TPA engine on the LIA-lin bench-
marks solves 334 instances with PickyCDCL (6 = 10), 7 of which are not solved with
VSIDS, but it fails on 13 instances that are solved with VSIDS (Table 6.1). PickyCDCL
is therefore most valuable as a component of a portfolio rather than as a replacement
for VSIDS.

Moreover, it is not yet known which properties of an instance make PickyCDCL
beneficial. The instances that PickyCDCL solves uniquely could not be characterized
in advance, so it is currently not possible to predict for which instances PickyCDCL
should be preferred, or which value of 6 to choose. Understanding the mechanism
behind the effect, e.g., by analyzing how P1ckyCDCL changes the learned clauses, the
structure of the proofs, and the resulting interpolants, is discussed in the next section.
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6.6 Future Work

As a future direction, a more randomized approach can be explored. Running the
lookahead check at every decision of the heuristic is not very efficient, as it requires
a significant number of propagations. It is not only costly but also redundant, since
the lookahead check is rerun for literals that were already evaluated in the previous
iteration. Instead, the lookahead scores of the top & literals could be cached and re-
freshed only periodically, rather than at every decision, to keep the propagation scores
approximately up to date. This would significantly reduce the number of additional
propagations without sacrificing the thoroughness of the check.

Another idea is a self-tuning 6. Instead of fixing & when the SMT solver is ini-
tialized, the solver could adjust it dynamically during solving. When the lookahead
consistently agrees with the VSIDS choice, 6 can be decreased toward 1; when the
lookahead frequently disagrees with VSIDS, the pool of candidate literals is enlarged.
This would make the framework more flexible and reduce its overhead.

6.7 Conclusions

Most research projects in SAT/SMT solving prioritize performance when developing
and improving solvers. Faster execution times and the capacity to analyze complex
tasks can greatly extend what these solvers are able to accomplish. However, in the
pursuit of speed, practical applications of the tools can be neglected. This chapter
investigated how lookahead-inspired SMT solving, when made sufficiently efficient and
integrated into a CDCL-based SMT core, can be a valuable component in a portfolio for
proof-based interpolation in model checking.

This chapter implemented the algorithmic idea called PickyCDCL in the OPENSMT
solver and demonstrated its effectiveness when applied to interpolation-based algo-
rithms (using GoLEM) and SMT proof validation. Overall, this approach demonstrates
that more careful methods can yield better outcomes for specific cases. The extensive
experimentation with the PickyCDCL-based solver showed that it was able to solve
unique CHC benchmark instances that were not solved by classical VSIDS and that it
produced proofs that were easier to validate. The study of the overhead cost of the pro-
cedure shows that it can be tuned via the 6 parameter, trading off overhead against
the thoroughness of the search.

The results of this study demonstrate that while the pursuit of the most perfor-
mant approach is a powerful method, practical outcomes often benefit from a slower,
steadier approach. For practical applications, it is thus beneficial to include a few solv-
ing algorithms that can cover a broader portion of the solution space, increasing the
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tool’s overall solving capabilities. This contribution was published and presented at the
VSTTE 2023 workshop [49].
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Chapter 7

Conclusions

This thesis targets the automated verification of software: the ability to formally prove
that a given program is correct with respect to given specification, or to find a coun-
terexample that violates them. To prove the properties of a program, the thesis uses
intermediate formal representations, particularly transition systems and Constrained
Horn Clauses (CHCs). Transition systems allow simple reasoning about the program,
while CHCs make it possible to maintain and leverage the program’s structural infor-
mation.

The research presented in this thesis tackles the complexity of program verification
from several angles. It presents solutions that demonstrate how verification challenges
can be addressed at different, often interconnected, layers. The techniques used within
the verification process (such as SAT/SMT solving), the verification algorithms them-
selves, and their applications are mutually dependent and benefit from targeted opti-
mizations and improvements. Based on this idea, the thesis addresses the problem of
automated software verification through a three-layered approach, namely the foun-
dational layer, the algorithmic layer, and the application layer. The foundational layer
is centered around SAT/SMT solving. It is responsible for solving logical formulae and
producing models and interpolants during the verification process. Most verification
techniques rely on SMT solving as a black box; however, truly efficient verification can
be achieved only if solving is optimized and integrated with the specific verification
technique. The algorithmic layer is responsible for the actual verification of the pro-
gram. At this layer, the thesis investigates the importance and benefits of software
structural information for verification and the substantial effect of modular approach,
which significantly speeds up the verification process. Additionally, this layer inves-
tigates the combined mutually beneficial termination and nontermination analysis of
programs. Finally, the application layer utilizes safety checking for problems different
from safety verification. Verification can be actively and efficiently used for automated
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test generation and other applications, allowing for the development of more reliable
software.

Chapter 3 presented a new structure-aware approach for the efficient verification
of complex software systems. The introduced verification approaches target software
with multiple loops, nested loops, and complex control flow, which are challenging
for state-of-the-art verification techniques. The two newly designed verification tech-
niques described in that chapter utilize software structural information and consider
the safety problem in a modular manner, which speeds up the verification process. The
techniques leverage the TPA verification approach to quickly find deep loop counterex-
amples and to generate transition invariants for loops. The experimental evaluation
demonstrated that these techniques are more efficient than state-of-the-art approaches
for the verification of complex software systems. The results of the research presented
in this chapter were published at the FM 2024 [47] and iFM 2025 [48] conferences.

Chapter 4 presented a new approach for termination and nontermination analysis
of programs, using safety checking techniques as its core. Safety verification is used
to construct invariants, from which recurrent sets are extracted to prove nontermina-
tion. Additionally, the counterexamples found during safety verification are used to
construct transition invariants via interpolation, which makes it possible to prove ter-
mination of the program and to guide the nontermination analysis. The experimental
evaluation demonstrated that the approach is competitive with state-of-the-art tech-
niques for proving termination and nontermination, and is able to solve instances that
had never been solved before.

Chapter 5 introduced SoLTG, a new tool for automated test generation for Solidity
smart contracts. The tool is based on a CHC encoding of the smart contracts and
uses automated verification techniques to generate executable unit tests for them. A
bounded approach was used, generating increasingly deep test cases until the program
reaches full line and branch coverage. The evaluation of the tool demonstrated that it
is capable of generating test cases for industry-grade smart contracts and that it is easy
to integrate into the development process. The results of the research presented in this
chapter were published at the CAV 2024 [50] conference.

Finally, Chapter 6 investigated the effect of SMT-solving heuristics on the verifica-
tion process and interpolant production. It introduced a new SMT-solving procedure,
P1ckyCDCL, that combines the standard VSIDS heuristic of the CDCL procedure with
the lookahead heuristic, and evaluated its effect on verification and proof production.
As a result, it was demonstrated that slowing down the SMT-solving process does not
necessarily slow down the verification process, and that in some cases changing the
heuristic allows previously unsolvable instances to be solved. The construction of in-
terpolants critically affects the verification process and is as important as the speed of
the SMT-solving. Additionally, the effect of the heuristic on the production of unsatisfi-
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ability proofs was demonstrated. The results of the research presented in this chapter
were published at the VSTTE 2023 [49] workshop.

In summary, the work in this thesis has advanced research in formal methods. We
made contributions across different layers of software verification: researching the in-
fluence of SMT-solving heuristics on the verification process, investigating modular and
structure-aware techniques for automated software verification and termination anal-
ysis, and researching applications of verification for automated test generation. This
work demonstrates the value of viewing software verification as a combination of dif-
ferent techniques, rather than treating separate layers (such as safety verification or
SMT solving) as black boxes. Choosing the right verification approach or SMT-solving
method can significantly help in solving the problem at hand.

Future work Several directions for future work emerge from the results of this thesis.
For the verification approaches of Chapter 3, three extensions stand out. Because the
analysis is modular, the paths it explores through the cutpoint graph could be explored
in parallel: a multithreaded implementation in which threads share discovered infor-
mation. Reversing the search direction with a PDR-style backward exploration, from
the unsafe states toward the initial states, could further improve performance, partic-
ularly when run as a portfolio alongside the original forward technique. Incremental
verification is a third direction. Verification produces artefacts which could be reused
after a localized change to the program, recomputing only what the change invalidates
and greatly speeding up re-verification.

The termination analysis of Chapter 4 would benefit from the structure-aware treat-
ment: splitting the transition system into individual loops, analyzed in isolation, would
speed up the analysis and simplify both the interpolation and the invariant search that
currently dominate its cost. Its well-foundedness check could also be strengthened
by admitting lexicographic, multiphase, or non-linear ranking arguments in place of
purely linear ones; since the algorithm does not depend on the ranking-function syn-
thesis method, richer arguments would let more disjuncts, and hence more candidate
transition invariants, be accepted.

SoLTG (Chapter 5) offers several research opportunities. Checking the commuta-
tivity of contract functions would remove many redundant tests whenever the order
of function calls does not affect the final state, mitigating the exponential growth in
the number of generated test cases. Supporting contracts that contain loops would
broaden the tool’s applicability to industrial contracts. Constructing function invari-
ants is a third direction: in a multi-call test, every call but the last could be replaced
by its invariant, abstracting the system and speeding up the test-generation queries.

P1ckyCDCL (Chapter 6) can be made lighter in two complementary ways. Calling
the lookahead procedure less frequently would reduce the overhead while retaining
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most of the thoroughness of the check. Specifically the scores of the top candidate
literals can be cached and refreshed only periodically. In addition, the number of literals
over which lookahead is run could be tuned automatically during solving: enlarged
when PickyCDCL’s choice diverges from VSIDS, and reduced toward one when the
two agree.

A common thread across these directions is that the modular, structure-aware de-
sign of the techniques leaves clear room for parallelization and for reusing intermediate
results across analyses.
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